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FOREWORD

The current era has seen more rapid and extensive
change than any time in human history. The profusion of
information and the explosion of information technology is
the driver, reshaping all aspects of social, political, cultural,
and economic life. The effects of the information revolution
are particularly profound in the realm of national security
strategy. They are creating new opportunities for those who
master them. The U.S. military, for instance, is exploring
ways to seize information superiority during conflicts and
thus gain decisive advantages over its opponents. But the
information revolution also creates new security threats
and vulnerabilities. No nation has made more effective use
of the information revolution than the United States, but
none is more dependent on information technology. To
protect American security, then, military leaders and
defense policymakers must understand the information
revolution.

The essays in this volume are intended to contribute to
such an understanding. They grew from a December 1999
conference co-sponsored by the U.S. Army War College
Strategic Studies Institute and the University of Pittsburgh
Matthew B. Ridgway Center for International Security
Studies. The conference brought together some of the
foremost members of the academic strategic studies
community with representatives of the U.S. Government
and U.S. military. As could be expected when examining a
topic as complex as the relationship between the
information revolution and national security, the
presentations and discussions were far-ranging, covering
such issues as the global implications of the information
revolution, the need for a national information security
strategy, and the role of information in U.S. military
operations. While many more questions than answers
emerged, the conference did suggest some vital tasks that
military leaders and defense policymakers must undertake.
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The Strategic Studies Institute is pleased to offer the essays
as part of the vital national debate over the changing nature
of security in the information age.

DOUGLAS C. LOVELACE, JR.
Director
Strategic Studies Institute
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INTRODUCTION

At the beginning of the 21st century, Americans are
content with their lot in life. Unemployment is at a 30-year
low, incomes are rising, and inflation is minimal. The world
seems to be free of major conflict, and—just in case it is
needed—the U.S. military is the most advanced and capable
in the world. These are the good old days.

However, the apparent calm hides a number of
crises—the future of democratic capitalism in transition
states in Europe, Asia, and Africa; ongoing internal and
external debates over the proper role of America in the
world; differing approaches to guaranteeing the stability of
world ecosystems; the radicalization of many religious and
ethno-nationalist causes; and the declining sovereignty and
legitimacy of the nation-state as it struggles to respond to
economic, social, and political challenges brought on by the
information revolution. The Chinese symbols for “crisis”
mean both danger and opportunity. This might also be true
of revolutions, including the information revolution.

The information revolution is a phenomenon that defies
simple characterization. Its origins lie in the not-so-distant
past—the British codebreakers at Bletchley Park during
World War 11 created “Colossus,” the world’s first working
computer. That crude device is now outperformed by a
hand-held calculator. Yet the origins of the information
revolution really go further back to the inventions of the
radio, the telephone, and even the telegraph. In many ways,
information has been making the world a smaller place
since the invention of the printing press.

But the information revolution, as it is commonly
understood today, is heralded as the greatest global
transition since the Industrial Revolution. It is
transforming the world’'s most advanced nations from
industrial societies to information-based societies. Citizens,
firms, and governments in information societies rely
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increasingly on high-speed and high-quality information to
conduct their daily functions and operations. Pieces of data
have become the building blocks of many modes of human
interaction and activity.

The revolution is perhaps best illustrated by its results.
The speed and volume of computing power have increased
exponentially while costs have been dramatically reduced,
bringing personal computers to half of all American homes.
The revolution has created the Internet, which from its
origins as a secure, nuclear-proof communications system
for the military has become a true global information
system, home to more than 40 million web sites with more
than 800 million pages of information, accessed by more
than 165 million users. The information revolution is
moving beyond computer networks; even small countries
like Finland have gone wireless—more than 80 telecom
service providers service the two-thirds of all Finns who own
mobile phones.

Opportunity.

The information revolution seems to hold a lot of
promise. The U.S. economy saw tremendous growth in the
1990s, thanks to information technologies. Indeed,
expectations of future economic growth fueled by the
information revolution have driven the New York and
NASDAQ stock exchanges to record levels. The promise of
economic growth and development applies elsewhere as
well; technological advances are allowing the least
developed countries to leapfrog ahead in time, cost, and
technology, from having no telephones to acquiring wireless
telecommunications. Improved person-to-person contact
and understanding—thanks to new communications
technologies resulting in the creation of a “global
village”—seem to offer hope that the use of military force
may become far less necessary in the future.

Advances in technology and communications are also
revolutionizing other areas of human interaction such as



politics and medicine. Election candidates now put
significant time and money into building web sites intended
to get their message out to voters, who are able to check the
candidates’ records, read news stories, participate in polls,
make campaign donations, and register to vote, all while
on-line. The state of Oregon is the first to consider allowing
citizens to vote over the Internet. These same computer
users are also able to access the latest research reports and
advice on medical issues, network with others suffering
from similar diseases or conditions, and even set up
appointments on-line. New information technologies are
being used for distributed medicine, allowing doctors in
urban hospitals and research centers to work with medical
professionals in remote areas to diagnose and treat
patients. Changes in politics and medicine are matched by
developments in education, entertainment, travel, and
trade.

Danger.

At the same time, there is a dark side to the information
revolution. The gap between the information “haves” and
the information “have-nots” is getting larger; perhaps only
20 percent of the world is being influenced by globalization
and the information revolution. While the United States is
the world’s superpower in information technology, driven
primarily by the corporate sector, our dependence upon
information systems creates enormous vulnerabilities.
Even though President Truman warned many years ago
that the critical infrastructure of the United States was
vulnerable, it has taken the country a long time to begin to
realize its weaknesses in the face of new threats. Those new
threats are becoming more potent; advances in
telecommunications enable opportunists and individuals
with malign intentions—terrorists, political extremists,
and criminal groups—to organize themselves effectively
and to conduct new kinds of activities counter to U.S.
interests.



The U.S. Army War College’s Strategic Studies Institute
and the Matthew B. Ridgway Center for International
Security Studies at the University of Pittsburgh in
December 1999 sponsored a conference on the information
revolution and its impact on national security. The goal was
to bring together the corporate, academic, and government
communities to share lessons learned from their respective
efforts to conceptualize and deal with the new threats and
opportunities presented by the information revolution.
Discussions at the conference suggested a number of
Important implications.

Technological Threats Need to Be Carefully
Assessed.

The technological threats most often discussed in
public—cyber-terrorists, hackers, and asymmetrical
attacks—are not yet as significant as some of the dominant
policy debates suggest. We have seen very little evidence of
cyber-terror attacks. Although the information revolution
has created vulnerabilities and expanded the scope for
criminal activity, most hackers are juveniles who thus far
have done little damage against relatively unimportant
targets, using fairly simple tactics like denial-of-service. As
a type of asymmetrical threat, terrorism in the past has
benefited from technological advances like the jetliner and
television. But while terrorists certainly make use of some
of the latest technologies, they still rely primarily on
tried-and-true tactics and weapons. Terrorists face serious
challenges in acquiring the technological tools, expertise,
and access needed to successfully attack critical
information systems. Thus the information revolution has
not yet brought new kinds of terrorist threats, but it has
increased the power available to traditional terror groups
and other opportunists.



Technological Opportunities Abound.

At the same time, technological solutions are being
pursued to exploit opportunities made possible by the
information revolution. Access to open sources through new
information technologies (such as the Internet and
commercial satellites) levels the playing field in intelligence
collection between public and private entities. Today’s
intelligence consumer has many new choices, even as public
institutions like the vaunted National Security Agency find
themselves falling behind the latest technological
developments. The Information Dominance Center at the
U.S. Army Land Information Warfare Center (LIWC) takes
advantage of new software programs, wireless technology,
and video teleconferencing to train for and coordinate
information operations in the complex physical and
informational environment—such as peacekeeping—in
which today’'s Army often operates. Private sector
companies are producing new software programs that bring
together databases with structured augmentation
processes to create a system of virtual collaboration among
intelligence analysts that is open and logical. And
technological advances such as data mining and automated
learning and discovery are being used by the Computer
Emergency Response Team (CERT) at Carnegie Mellon
University to create useful intelligence from information it
has collected on nearly 23,000 computer security incidents.

Organizational Adaptation is Problematic.

The U.S. military and most other traditional
institutions, including firms and governments, are
ill-prepared to meet new organizational challenges posed by
nonhierarchical, amorphous, networked opponents. It was
argued that at the international level we see a lack of
agreement among nation-states on how they should
regulate things like the Internet and e-commerce, the
growing empowerment of (and outright challenges from)
nontraditional actors, and the inadequacy of traditional



intergovernmental forums for dealing with many global
iIssues. Further difficulties arise at lower levels.

Rigid bureaucratic hierarchies make it extremely
difficult for national governments to prevent or respond to
many new kinds of transnational threats. Both strategic
and temporary alliances among criminal organizations are
hard to track, as are emerging terrorist organizations that
are small or include only one individual. Hacker attacks,
often carried out through a network of proxies or “zombie”
computers, are not typical investigative subjects for law
enforcement and intelligence agencies. This is not to
suggest that the U.S. Government is neglecting to respond
to these threats or to consider changes to organizational
structures. It is probably farther ahead than any other
government in understanding and responding to new
threats, but it is still ill-prepared and inadequately
organized to address these problems.

The U.S. military has adapted unevenly to the infor-
mation revolution. It has been relatively successful in
applying technology to the battlefield and in tackling new
roles and missions, but it has not addressed the
disadvantages of its hierarchical and centralized system
when facing flexible, networked opponents in the new
information environment. This failure must be corrected.

Opportunities Exist to Make Organizational
Change.

The undisputed predominance that the U.S. military
enjoys over military forces anywhere in the world, and the
relative lack of serious national security threats facing the
country at the moment, have created a unique environment
wherein the military should be free to make organizational
changes. Some traditional roles and missions will still need
to be fulfilled in the future through traditional structures,
but the military must adapt itself more fully to a
decentralized, nonhierarchical system. The kind of
networked, flexible organization that is called for is not a



radical idea—40 years ago Morris Janowitz suggested in
The Professional Soldier that technology had changed
warfare to such a degree that coordination, cooperation, and
teamwork are more fundamental to operational success
than are authoritarian leadership and structure. The
military has pushed decisionmaking further and further
down the chain of command, and is experimenting with new
technologies that link soldiers and commanders in real
time. However, the military’s willingness to make needed
organizational changes—required by amorphous and
networked opponents of the future—will continue to be
constrained by institutional inertia, service rivalries, and
conservative thinking.

The business community has been somewhat quicker
than the military to respond to the organizational
adaptation imperative, particularly in regards to
competitive intelligence. A handful of best-practice
companies are carefully establishing unique organizational
networks and practices that enable them to coordinate
strategic and tactical competitive intelligence in ways that
significantly enhance their successful adaptation to
changes in the global market. Businesses are finding new
ways to organize themselves to carry out risk assessment
and management and to provide critical and timely
services. There is much for the military to learn from the
business community about flexible organization, and the
private sector can learn a great deal from the military about
things like the redundancy of critical systems.

New Concepts Are Needed.

Dr. John Arquilla of the Naval Postgraduate School
proposed that much of the normal discussion of information
strategy is located only at the technological and
organizational levels, and therefore there is a need for more
new thinking at the level of ideational tenets. Members of
the academic, think tank, business, and military
communities who participated in this conference provided



some unique and important contributions to the
conceptualization of the information revolution and its
iImpact on national security. Participants offered new and
more complex characterizations of the nature of the
information revolution, new definitions and understand-
ings of theoretical and operational elements of information
operations and warfare, and components of a national
information security strategy. They also urged deeper
consideration of the implications of information for the
security dilemma, deterrence and coercion, perception and
misperception, alliances, and conflict resolution.

Conclusion.

If indeed current technological threats are not as
significant as they appear in the public debate, one might
guestion whether dramatic organizational changes and
ground-breaking new concepts are really necessary.
However, it is clear that technology is changing and
improving so rapidly that the dangers and opportunities
created, exacerbated, or illuminated by the information
revolution will only grow in importance. We hope that the
following summaries of presentations and papers at the
conference will be an important contribution to the debate
over the information revolution and national security.



SESSION 1:
OPENING ADDRESS

“The Information Revolution:
Both Powerful and Neutral”

James N. Rosenau
University Professor of International Relations
The George Washington University

Much of my presentation may prove to be controversial.
So let me start with an observation that | believe is
incontrovertible, namely, that the information revolution,
by providing technologies that have continued to greatly
accelerate the collapse of time and space, has added
substantially to the complexities that mark our time.
Perhaps most notably, the revolution has rendered what
once was remote close-at-hand; it has transformed the
linear into the nonlinear, the sequential into the
simultaneous; and in so doing, it has pervaded world affairs
with what 1 like to call “distant proximities.”

This label for the consequences of the information
revolution is useful because it reeks of complexity, of
nuance, and the need to guard against simplistic
conclusions. For there can be no mistaking distant
proximities for simple interrelationships, readily
discernible and easily understood. Distant proximities
encompass the tensions between core and periphery,
between national and transnational systems, between
communitarianism and cosmopolitanism, between cultures
and subcultures, between states and markets, between
decentralization and centralization, between universalism
and particularism, between pace and space, between the
global and the local—to note only the more conspicuous
links between opposites that have been accelerated by the
information revolution. And each of these tensions is
marked by numerous variants; they take different forms in
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different parts of the world, in different countries, in
different markets, in different communities, in different
professions, and in different cyberspaces, with the result
that there is enormous diversity in the way people
experience the simultaneity of the distant proximities that
the information revolution has intruded upon their lives.

Put differently, distance is not measured only in miles
across land and sea; it can also involve less tangible, more
abstract conceptions in which distance is assessed across
organizational hierarchies, event sequences, social strata,
market relationships, migration patterns, and a host of
other nonterritorial spaces. Thus to a large extent, distant
proximities are subjective appraisals, what people feel or
think is remote and what they think or feel is close-at-hand.
There is no self-evident line that divides the distant from
the proximate, no established criteria for differentiating
between the more-remote or close-at-hand environments.
In other words, nearness and farness connote scale as well
as place. They are a context, a “habitat of meaning,” * a mind
set that may often correspond with spatial distance even as
there are other scalar contexts which can make the
close-at-hand feel very remote and the faraway seem
immediately present.

The Neutrality of the Revolution.

In short, clearly we need to be sensitive to nuance if we
are to begin to grasp the meaning and potentials of the
information revolution. I have tried to highlight this need in
the title of my presentation, in characterizing the
information revolution as powerful but neutral. Surely,
some would argue, anything that is powerful cannot also be
neutral, that the word “revolution” suggests power, that
power suggests purpose, and that, by their very nature,
purposes are laden with values. Thus, such a line of
reasoning would conclude, to speak of the information
revolution as powerful but neutral is not to trace nuance; it
Is be profoundly erroneous!
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No, | shall contend, it is nuance and not error if one
treats the revolution in terms of the technologies that
facilitate the rapid spread of information and the
simultaneity of distant proximities rather than in terms of
the information itself. Information is anything but neutral.
It can be skewed and designed to distort; it reflects, to
repeat, subject appraisals. This is not the case, however,
with information technologies. They are essentially neutral
because they do not in themselves tilt in the direction of any
particular values—neither toward good or bad, nor left or
right, nor open or closed systems. They are neutral, in the
sense that their tilt is provided by people. People and their
collectivities infuse values into information. For better or
worse, individuals and organizations introduce information
into political arenas and thereby render it good or bad. The
neutrality of information technologies enables the democrat
as well as the authoritarian to use information in whatever
way he or she sees fit.

There is, in other words, some utility in starting with the
premise that the technologies that generate and circulate
information are neutral. It enables us to avoid deterministic
modes of thought in which people are seen as being deprived
of choice by the dictates of information technologies. Put
more positively, the neutrality premise compels us to focus
on human agency and how it does or does not make use of
information technologies.

This is not to imply, of course, that consequences do not
follow from the power of information technologies and the
degree to which information technologies are available.
Indeed, a prime reason why consequences follow is that the
technologies have facilitated human choice. Through the
Internet people can now make choices in a vast global
market, in the political realm, in the types of entertainment
they enjoy; and there are endless other ways in which the
Internet is disaggregating the power of choice down to the
individual level. Clearly, then, the availability of
information technologies facilitates the exercise of human
agency. Yet, to posit choices as facilitated by information
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availability is not to refer to the impact of values.
Information technologies are about the contexts within
which decisional alternatives are considered. They set the
range within which ends and means are framed,
alternatives pondered, and choices made.

If we view this matter in this way, it is misleading to
analyze information technologies in causal terms. That s, it
Is misleading if one confines the meaning of causation, as |
do, to human agency. So viewed, causality accounts for the
choices that are made, and why information is interpreted
in one way rather than another. But information
technologies are not human agents. They are simply
equipment, inanimate hardware, gadgetry. Yet, as such,
they are both powerful and neutral.

By treating information technologies as neutral, we cast
them as background conditions and not as immediate
stimuli to action—as second-order dynamics that influence,
contextualize, facilitate, permit, or inhibit courses of action,
but not as first-order dynamics that change, transform,
foster, impose, or shape courses of action. The distinction
between the two types of dynamics is important; it
differentiates between the operation of structures and those
of agents. Put more forcefully, the distinction prevents the
analyst from mistaking second-order for first-order
dynamics, for treating information technologies as an
unseen hand that somehow gets people, groups, or
communities to pursue goals and undertake actions without
awareness of why they do what they do and, accordingly,
without taking responsibility for their conduct.

A good illustration of the dangers of positing information
technologies as first-order causal dynamics is evident in the
adaptation of vertical business organizations in the 1980s to
the horizontal flexibility required by the globalization of
national economies. When diverse enterprises first seized
upon the new technologies, they treated them as
labor-saving devices and as means to control labor rather
than as mechanisms for organizational adaptation. The
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result was an aggravation of their vertical bureaucratic
rigidities. It was only after they made the necessary
organizational changes in order to keep abreast of their
operational environments that the information
technologies “extraordinarily enhanced” the success of their
enterprises.? For all practical purposes, in other words, the
restructuring of businesses away from hierarchical and
toward network forms of organization preceded the
considerable impact of information technologies, even as
the latter then facilitated eye-catching growth on the part of
the former.

In the same way, the notion of information as neutral
does not ignore the convertibility of information into
knowledge and, thus, into power. More accurately,
information technologies facilitate the exercise of what has
been called “soft power,” a concept that differentiates
information from the conventional dimensions of material
power such as oil production, troops in uniform, military
hardware, and agricultural production.® As clearly
demonstrated during the Gulf War and the Kosovo conflict,
military capabilities today highly depend on advanced
information technologies; the targeting of missiles, the
distribution of ideas through short-wave broadcasts, and
the dropping of leaflets over cities exemplify the application
of information to modern security strategies. Yet, despite
the innumerable ways in which soft power can be used, it is
nonetheless the case that the information technologies on
which it is based are neutral. To repeat, what counts is how
officials and governments generate and employ the
technologies, and how publics interpret the information and
knowledge that comes their way.

Needless to say, as conditions with which humans must
cope, information technologies are crucial dimensions of the
political scene. As they change, so do the contexts in which
choices are made. As new technologies are developed, so is
the range of plausible choices altered. Among other things,
for example, technological innovations pose the question of
how the range of choice is expanded by the availability of
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information for those who are, so to speak, informationally
rich and how it is narrowed for those who are informa-
tionally poor—and, indeed, how the discrepancies between
the rich and the poor configure the context within which the
two perceive each other and interact.

These contextual factors have been mostly neglected by
political scientists who study world affairs, a neglect | seek
to highlight here by addressing four main ways in which
information technologies contribute to the context within
which world affairs unfold. More specifically, | undertake to
explore (1) how the technologies have made possible an
alteration of the skills of individuals; (2) how they may be
affecting the circumstances whereby the gap between the
informationally rich and poor is undergoing transforma-
tion; (3) how they may be changing the conditions under
which individuals and groups interact; and, (4) how they
may be contributing to the evolution of new global
structures.

The Skill Revolution.

While the world’s present population may not be more
skillful than earlier generations, there are good reasons to
presume that the skills of today’s person-in-the-street are
different than was the case for his or her predecessor. The
latter may have been more skillful in building fireplaces or
cathedrals, but today’s citizenries are more skillful in
linking themselves to world affairs, in tracing distant
events through complex sequences back into their homes
and pocketbooks. These changes seem so extensive as to
warrant labeling them as a “skill revolution,” as a
transformation that has three basic dimensions—an
analytic dimension, an emotional dimension, and an
imaginative dimension—all of which have been greatly
facilitated by the recent advent of technologies that bring
ideas, information, and pictures into the lives of people in
ways that had not previously been possible. Global
television, the Internet, the fax machine, fiber optic cable,

14



e-mail, the computer, and, most recently, a mobile phone
that links one’s e-mail and computer, have all enabled
people to alter their skills in such a way as to adapt more
effectively to the demands of an ever more complex world.

Some have argued that people tend to adapt to the
information age by turning away from the realm of ideas
and politics. However, quite the opposite proved to be the
case in a systematic survey of Americans who make
extensive use of at least four of five information technologies
and were classified as Connected or Superconnected to the
digital world:®

Despite the national lament that technology undermines
literacy, Connected Americans are... more likely to spend time
reading books than any other segment of the population
broken down in this survey. Seventy percent of the Connected
say they spend 1 to 10 hours reading a book during a typical
week; another 16 percent read for 11 to 20 hours a week. Far
from being distracted by the technology, Digital Citizens
appear startlingly close to the Jeffersonian ideal—they are
informed, outspoken, participatory, passionate about
freedom, proud of their culture, and committed to the free
nation in which it has evolved.®

Furthermore, the dynamics of change fueling the skill
revolution are likely to accelerate as increasingly e-mail and
computer-literate generations of children and adolescents
move into adulthood. For example, it is portentous, or at
least noteworthy, that a 1999 survey of young people
between the ages of 13 and 17 in the United States revealed
that 63 percent used a computer at home (compared to 45
percent in 1994) and 42 percent had e-mail addresses.’
These findings suggest that the ranks of Superconnected
and the Connected are likely to swell with the passage of
time and the advent of new generations, thus adding to the
ways in which the skill revolution is a powerful source of
change in world affairs.

While the acceleration rate of the skill revolution
elsewhere in the world may not match or exceed the rate in
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the United States, it is important to stress that the changing
skills of people everywhere matter. As indicated in the
ensuing analysis, the newly acquired analytic, emotional,
and imaginative skills have enabled individuals to join and
participate in organizations appropriate to their interests
and thereby to know when, where, and how to engage in
collective action. In addition, as will be seen, the enhanced
public affairs oriented skills of people have contributed to a
major transformation of the global structures that govern
world affairs.

Bridging the Information Gap.

There is little question that the benefits of the
information revolution have been enjoyed by only a small
proportion of the world’'s population, and that the gap
between those who are rich and poor with respect to their
access to information is huge. For example, while North
America and Western Europe had, respectively, 43.5 and
28.3 percent of the world information technology market in
1995, the comparable figures for Latin America on the one
hand and Eastern Europe, the Middle East, and Africa on
the other were 2.0 and 2.6 percent. Put even more starkly,
while the number of personal computers per 1,000 people in
low-income and lower-middle-income economies in 1995
was 1.6 and 10.0, the comparable figures for those in newly
industrialized economies (NIEs) and high-income
economies were 114.8 and 199.3. Or consider Internet users
per 1,000 people in 1996: for the former two types of
economies the number was 0.01 and 0.7, respectively,
whereas the number in the latter two types of economies
was 12.9 and 111.0.2

Notwithstanding the importance of these huge gaps
between the informationally rich and poor—gaps which
provide the rich with advantages and opportunities not
available to the poor—such data tell only part of the story.
Most notably, they do not depict the trend line that readily
allows for the assertion that not only are the informa-
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tionally rich getting richer, but the informationally poor are
also getting richer. The gap remains huge, but it is
nonetheless the case that in a variety of ways the
information revolution is also unfolding in the developing
world and that, along several dimensions, the gap is
narrowing and likely to continue to narrow in the years
ahead. This shrinking of the gap stems from several
sources. One is the enormous decline in the costs of
information technologies, a decline that is brilliantly
suggested by the fact that, for diverse reasons, “computing
power per dollar invested has risen by a factor of 10,000 over
the past 20 years” and that the “cost of voice transmission
circuits has fallen by a factor of 10,000 over those same 20
years.” Another source of the narrowing gap involves the
capacity of developing countries to “leapfrog the industrial
countries by going straight from underdeveloped networks
to fully digitized networks, bypassing the traditional analog
technology that still forms the backbone of the system in
most industrial countries.”!® Likewise, while most of the
developing world has yet to be wired, its peoples can get a
cellular phone and do not have to wait for the installation of
fixed lines. It is noteworthy, for instance, that the

number of cellular phones per fixed line is already as high in
some low- and middle-income economies as in some
industrialized countries; some developing countries with low
density in both traditional telephone service and cellular
phones have recently invested in cellular technology at a very
fast rate . . . .The Philippines, a country with low telephone
density (only 2.5 main lines per 100 people), has a higher ratio
of mobile phone subscribers to main lines than Japan, the
United Kingdom, the United States, or several other
industrial countries with densities of more than 50 main lines
per 100 people.™

Putdifferently, not long ago it was conventional to regret
that development in Africa lagged because the continent
was not wired. But now this lag is less portentous because
communications in and to Africa are on the verge of
becoming wireless. In other words,
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The wireless revolution is ending the dictatorship of place in. ..
profound way[s] . . . . In the past, one of the biggest
disadvantages of being born in the poor world was that you were
isolated from modern communications—and hence locked into
the local economy. But mobile phones are great levelers,
spreading the latest tools of communication to areas were
traditional phone companies could not reach. The phone ladies
of Bangladesh are going around with mobile phones that would
turn heads in Hollywood restaurants, and enabling their
customers to plug themselves into the global economy."

Of course, the rise in the trend line in developing
countries is especially noticeable among their elite and
educated populations. Once the Internet was introduced
into Kuwait in 1992, for example, scientists, scholars, and
students came on-line in increasing numbers. Within 6
years their ranks had increased to some 45,000, and many of
these are younger people who hang out in any of seven
Internet cafes in Kuwait City, where they escape the heat
and at the same time use the Internet for chatting, dating,
or otherwise reinforcing their local culture.'® The
information revolution has also reached the small villages
of the Middle East: in the case of Al Karaka, Egypt, there
was electricity but only one telephone in the 1970s;
however, less than two decades later all its houses had
electricity, and “there are also 20 telephones and more than
55 television sets. . . .”*

Nor are authoritarian countries able to hold back the
information revolution. China, for example, has some 1.2
million Internet accounts, many of which are shared by
several users, and it would appear that the number of
accounts and users grows continually. *® Likewise, Iran has
an estimated 30,000 people with Internet accounts even as
it also seeks to control the flow of information to and among
them.'® Whether such controls can ever be adequately
established is, however, problematic.

In sum, while there are billions of persons who do not
have access to the Internet, their numbers are dwindling as
more and more people and organizations everywhere are
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coming on-line. Put differently, and to recast a common-
place metaphor, to focus on those who lack access may be to
see the glass as 19/20 empty, but the trend line is in the
direction of it being increasingly more than 1/20 full.

Interactive Contexts.

Perhaps the single most important consequence of the
newer information technologies—and probably the
consequence that justifies a continuing reference to the
“Information revolution”—concerns their impact on the
modes through which individuals and organizations
interact. Until the advent of the most recent technologies,
and especially the Internet, the vast majority of these
interactions were hierarchical in nature, both within
organizations and across organizations engaged in similar
pursuits. The former hierarchies tended to be formally
established, with ranks and positions that allowed for
top-down flows of authority and policy directives, whereas
the across-organization hierarchies were also marked by
top-down arrangements but were more in the nature of, so
to speak, pecking orders—informal but widely shared
rankings of prestige, influence, and power. Both the formal
and informal hierarchies, however, have been
supplemented by the horizontal networks that the newer
technologies permit. As a consequence of the capacities for
networking facilitated by the newer information
technologies, the present era is marked by a veritable
explosion of organizations and associations, an explosion so
vast that fully tracing and documenting it is virtually
impossible. At every level of community in every part of the
world, new organizations are continuously being formed
that are preponderantly sustained by network rather than
hierarchical structures.’

Note that hierarchies are being supplemented and not
replaced by networks. To stress that the network has
become a central form of human organization is not to imply
that hierarchies are headed for extinction. There will
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always be a need for hierarchy, for authority to be arrayed in
such a way that decisional conflicts can be resolved and
policies adopted by higher authorities when consensual
agreements prove unachievable in any type of organization.
The present period of dynamic transformations is likely to
be one in which many hierarchies are flattened, perhaps
even disrupted, but such a pattern is not the equivalent of
anticipating the demise of hierarchical structures. *®

This is not to imply that horizontal networks are new
forms of organization. The networks that flow from
horizontal communication have long been features of
human endeavor. Such interactions have always been
possible, say, by steamship and letters during most of the
19th century and by wireless and telephone during the first
half of the 20th century. But these earlier technologies were
available only to elites. Others could not afford them. What
IS new today, however, is that horizontal exchanges are not
only rendered virtually simultaneous by the information
revolution, but their cost has been reduced to nearly
nothing. As a result, horizontal networking is no longer
confined to the wealthy and the powerful; instead, it is now
available to any ordinary folk who have access to the
Internet. Stated in terms of the new technologies,

the growth of a vast new information infrastructure including
not only the Internet, but also cable, cellular, and satellite
systems, etc., [has shifted] the balance . . . from one-to-many
broadcast media (e.g., traditional radio and television) to
many-to-many interactive media. A huge increase in global
interconnectivity is resulting from the ease of entry and access
in many nations, and the growing interest of so many actors in
using the new infrastructure for all manner of interactions.™

The networking potential that flows from the easy
availability of information technologies is perhaps
especially conspicuous in the United States. For not only
has Internet usage in the United States more than doubled
in the last 4 years,?° but 9 percent of those in the
aforementioned survey of the usage of diverse information
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technologies were classified as either “Connected” or
“Superconnected” to the course of events.?' That this
high-usage stratum of the public is capable of extensive
networking can be readily deduced from a central finding of
the survey:

The Internet, it turns out, is not a breeding ground for
disconnection, fragmentation, paranoia, and apathy. Digital
Citizens [the Connected and the Superconnected] are not
alienated, either from other people or from civic institutions.
Nor are they ignorant of our system’s inner workings, or
indifferent to the social and political issues our society must
confront. Instead, the online world encompasses many of the
most informed and participatory citizens we have ever had or
are likely to have.”

Clearly, then, the significance of virtually free access to
the Internet by ever greater numbers of people can hardly
be underestimated. Already it has facilitated the formation
and sustenance of networks among like-minded people who
in earlier, pre-Internet times could never have converged.
The result has been the aforementioned organizational
explosion, a vast proliferation of associations—from
environmental to human rights activists, from small groups
of protesters to large social movements, from specialized
interest associations to elite advocacy networks, from
business alliances to interagency governmental
committees, and so on across all the realms of human
activity wherein mutuality of interests exists. This web-like
explosion of organizations has occurred in territorial space
as well as cyberspace, but the opening up of the latter has
served as a major stimulus to the associational proliferation
in the former. Indeed, the trend toward network forms of
organization,

is so strong that, projected into the future, it augurs major
transformations in how societies are organized—if not
societies as a whole, then at least parts of their governments,
economies, and especially their civil societies.”
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A stunning measure of the shift from hierarchical to
network organizations facilitated by the new information
technologies can be seen in innovations adopted by the U.S.
Marine Corps. In a recent exercise called URBAN
WARRIOR, a unit of Marines comprised of all ranks from
generals to privates launched an “invasion”of the California
coast, with the lower ranked personnel that “hit the
beaches” all carrying hand-held computers that linked them
to all the others in the unit and collectively provided all
concerned with a picture of how the “battle” was unfolding.
In effect, they operated as a network in which rank and
hierarchy were irrelevant, an arrangement that the Marine
Corps plans to apply on a larger scale in the future.

While the large extent to which the Internet underlies
the trend toward networking in government, business, and
military organizations cannot be overstated, its relevance to
the world of voluntary associations and nongovernmental
organizations (NGOs) is even more profound. In effect, it
has facilitated a step-level change in what is called “civil
society,” that domain of the private sector where people
have not had the resources to widen their contacts and
solidify their collaborative efforts that have long been
available to governments, corporations, and armies. Now it
Is possible to inform, coordinate, and mobilize like-minded
individuals in all parts of the world who have common goals
to which they are willing to devote time and energy. Equally
important, NGOs and the advocacy networks they sustain
are proliferating. In 1979, for example, only one
independent environmental organization was active in
Indonesia, whereas by 1999 the number of such
organizations had risen to more than 2,000 linked to an
environmental network based in Jakarta. Likewise,
registered nonprofit organizations in the Philippines grew
from 18,000 to 58,000 between 1989 and 1996; in Slovakia
the figure went from a handful in the 1980s to more than
10,000 today; and in the United States, 70 percent of the
nonprofit organizations—not counting religious groups and
private foundations—filing tax returns with the Internal
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Revenue Service are less than 30 years old, and a third are
less than 15 years old.?

Clearly, then, the proliferation of advocacy networks is
altering the landscape of world affairs and having
substantial consequences for the course of events. Whether
or not a global civil society will ever evolve, it is certainly the
case that transnational networks of private citizens have
become pervasive and central actors on the global stage. ?° It
IS not an exaggeration, in other words, to note that the
global stage is becoming ever more dense as a huge variety
of NGOs acquire the new technologies and thereby extend
their reach and coherence. Indeed, as I will elaborate below,
Is a density that has altered the structures through which
world politics are conducted. In sum,

our exploration of emergent social structures across domains
of human activity and experience leads to an overarching
conclusion: as a historical trend, dominant functions and
processes in the information age are increasingly organized
around networks. Networks constitute the new social
morphology of our societies, and the diffusion of networking
logic substantially modifies the operation and outcomes in
processes of production experience, power, and culture. While
the networking form of social organization has existed in other
times and spaces, the new information technology paradigm
provides the material basis for its pervasive expansion
throughout the entire social structure.?’

New Global Structures.

With people in both developed and developing countries
becoming more skillful in relating to public affairs, and with
organizations proliferating at an eye-catching and
accelerating rate, it is hardly surprising that information
technologies have contributed to transformations in
historical global structures. Stated most succinctly, as the
global arena has become ever more dense with actors and
networks, the traditional world of states has been
supplemented by a second world comprised of a wide variety
of nongovernmental, transnational, and subnational actors,
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from the multinational corporation to the ethnic minority,
from the professional society to the knowledge community,
from the advocacy network to the humanitarian organi-
zation, from the drug cartel to the terrorist group, from the
local government to the regional association, and so on,
across a vast range of collective endeavors. Despite its
diversity and cross-purposes, this “multi-centric” world is
seen as having a modicum of coherence such that it coexists
with the state-centric world. In effect, global structures
have undergone a bifurcation in which the two worlds are
conceived as sometimes cooperating and often conflicting
but at all times interacting.

Needless to say, this interaction between the worlds has
been greatly facilitated by the information technologies,
thus collapsing time, deterritorializing space, and
rendering traditional boundaries increasingly obsolete.
Indeed, the more the technologies advance, the more they
facilitate the opening up of both governments and
nongovernmental organizations to the influence of their
members, to bottom-up and horizontal processes that have
greatly complicated the tasks of governance on a global
scale.” For national governments these changes—and the
vast proliferation of interconnections they have fostered—
have confounded the traditional practices of diplomacy and
the long-standing premises of national security, thereby
necessitating a rethinking of how to pursue goals in relation
to the demands of both other states and the innumerable
collectivities in the multi-centric world. ?° For the latter the
increased connectivity has provided opportunities as well as
challenges as they seek to network and build coalitions with
like-minded actors and contest the coalitions that stand in
the way of their goals.

In short, the bifurcation of global structures has led to a
vast decentralization of authority in which global
governance becomes less state-centric and more the sum of
crazy-quilt patterns among unalike, dispersed,
overlapping, and contradictory collectivities seeking to
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maintain their coherence and advance their goals. More
than that, the interconnection of these patterns

is likely to deepen and become the defining characteristic of
the 21st century. The information revolution is what makes
this possible; it provides the capability and opportunity to
circuitize the globe in ways and to degrees that have never
been seen before. This is likely to be a messy, complicated
process, rife with ambivalent, contradictory, and paradoxical
effects.®

The information revolution may be neutral in the sense
that it permits the application of diverse and competing
values, but clearly it underlies extensive consequences in
every realm of global affairs. And since there is no end in
sight to the development of new information technologies,
clearly the full ramifications of their impact are yet to be
experienced as people and their collectivities seek to keep
abreast of the complexities of the dynamic transformations
that are altering the human condition.

DISCUSSION

Discussion focused on three subjects: the idea that
technology is neutral; the relationship between the two
worlds of global politics (state-centric vs. multi-centric); and
the implications of information quality for interpretation
and learning.

Dr. Rosenau: There are consequences of technology, they
are just second order—and not necessarily all good. As to its
neutrality, we should differentiate between human
consequences as against the gadgetry and technology that
lead to those consequences.

In Seattle at the meeting of the World Trade
Organization, we saw the two worlds of world politics
converging in the streets. My notion of the 21st century is
that in the political world we will continue to see the
disaggregation of authority, which will move upwards to
supranational organizations like the European Union,
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sidewards to social movements, and downward to
subnational groups. A lot of the shifts in authority will be to
the detriment of the nation-state. | would never say that
states are on their way out or off the stage, but they are not
as competent as they used to be. They cannot control the
flow of information, money, pollution, crime, drugs, or
people across their boundaries. It seems that the world is
going to get messier.

Regarding the quality of information, with my students |
say that their task is to develop knowledge, to be
self-conscious and aware of the context frames they use
when looking at the world. The information revolution
makes people more possessive of working knowledge. Let
me give an example. Scientists took a sample of chess
players and nonchess players, and asked each group to
recreate a chess board after a chart was flashed for 5
seconds. They divided the chess players into two groups, one
which saw pieces in an ordered pattern, and the other which
saw a random alignment of pieces. Those facing the
game-like scenario had no problem reconstructing it; those
faced with a random board had no idea what to do. The
notion of the skill revolution (as part of the information
revolution) is that while all of the information sometimes
gets misinterpreted or ignored, the net consequence of the
flow is greater imagination and capacity for judgment, so
that people enlarge their working knowledge. Some would
say that the revolution is not happening, that government
continues unabated; but the information revolution, despite
all its faults and the problem of being inundated with
information, has led to dramatic changes and increases in
peoples’ skills.
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SESSION 2:
INFORMATION AND DECISIONMAKING

The second session assessed the impact of the
information revolution on intelligence and decisionmaking,
looking at issues related to “data overload” or “information
smog,” as well as the abundance of open sources that
challenge traditional government monopolies of
intelligence. In addition, it considered how information
technology might be used to enhance intelligence analysis.

“Exploiting Open Source Information—
Abundance, Value, and Intelligence Community
Credibility”

Dr. Davis Bobrow
University of Pittsburgh

We begin with two intelligence community equations.
First, the quality of an intelligence product is equal to
collection x exploitation/processing x analysis. Second,
intelligent policy is equal to the quality of the intelligence
product x awareness of U.S. behavior and options x policy
user/consumer discipline. What this means is that one could
have a great intelligence product, zero uncertainty, perfect
timing, and still have a disaster. If one understands the idea
of “value at the margins,” it is not obviously or necessarily
the case that upgrading the first term of either equation
(collection and quality product, respectively) offers the most
leverage from an increment of improvement. We leave it up
to the reader to decide which of the six yields the fastest
improvement for the contemporary United States.

Our premise is that the information revolution makes
less credible the notion that official intelligence
communities have a monopoly (if they ever did) on any of the
elements of a quality intelligence product. Therefore, they
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should understand that they are in an extraordinarily
competitive environment, with a complex group of
American and foreign processors, collectors, analysts, and
consumers. Whether or not this is accepted in the
intelligence community, anyone interested in being
informed will understand that they have a menu of choice
far greater than they have ever had before.

The Problem Context.

Even an oversimplified version of the global information
environment will reveal millions of people producing “stuff,”
some of which may be considered “information.” There are
now many more producers and sources, a real proliferation
of suppliers. The problem is sifting through all the available
information to find the important nuggets. Take
government providers and others, add commercial
overhead imagery and some 8,000 online commercial
databases, etc., and one finds simply a “supply glut” of
information.

In the post-Cold War period, there is a demand boom for
intelligence products. There are more issues, more
government consumers, more cross-sectoral customers
(public, private, and nonprofit), more coalitions, and more
outside actors, all stimulated by the notion that in the new
information environment, information carries a premium
for effective behavior.

At the same time, the intelligence community faces a
resource problem, and the ratios are getting worse. There
are more requirements and more potential sources; one
might call this “more hay to the needle.” But there is less
manpower available—there are fewer searchers for the
needles. The number of CIA analysts basically has been flat
since the mid-1970s; in fact, there have been radical
workforce reductions across U.S. intelligence agencies
associated with the Department of Defense over the last
decade and a half. What this means is fewer specialists and
more generalists who issue-hop, depending on policy
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priorities. In the context of information overload, there is an
increasing tendency to follow the maxim of Sandy Berger: “I
worry about today’s problems today and tomorrow’s
problems tomorrow.” This means that intelligence, no
matter how good, will be of little help because it will come
too late.

Open Source Generalities.

In this context, we turn to considering open sources.
Experts for many years have suggested that exotic sources
are less important than open sources. George Kennan
stated that “the need by our government for secret
intelligence about affairs elsewhere in the world has been
vastly overrated.” He also noted:

I would say that something upward of 95 percent of what we
need to know could be very well obtained by the careful and
competent study of perfectly legitimate sources of information
open and available to us in the rich library and archival
holdings of this country. Much of the remainder, if it could not
be found here (and there is very little that could not) could
easily be non-secretively elicited from similar sources abroad.

Allen Dulles, another man who knew about secrecy, said:

Because of its glamour and mystery, overemphasis is
generally placed on what is called secret intelligence, namely
the intelligence that is obtained by secret means and secret
agents . . . . In time of peace the bulk of intelligence can be
obtained through overt channels, through our diplomatic and
consular missions, and our military, naval, and air attaches in
the normal and proper course of their work. It can also be
obtained through the world press, the radio, and through the
many thousands of Americans, business and professional
men, and American residents of foreign countries, who are
naturally and normally brought in touch with what is going on
in those countries.

Both of these experts stressed open source information well
before the information revolution. The obvious questions
are: What has happened to prove they are wrong, or what
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has happened to make us realize they are right? The obvious
answers are “not much” and “a great deal.”

The Central Intelligence Agency (CIA) Directorate of
Intelligence review listed the contribution of open sources at
35 percent—much higher than either human intelligence or
signals intelligence. The community’s open source program
office found that over 80 percent of the information gaps
production managers had identified could have been filled
by open sources. So the range is probably somewhere
between 35 and 80 percent. Open sources also have the
advantage of the “third party rule,” which is that one can
disseminate information to people who do not have a lot of
clearances. If one believes in the multi-actor world as
outlined by James Rosenau, the need for dissemination is
crucial for information to realize its full potential value.

The Aspin-Brown Commission, which began early in the
Clinton Administration, talked about creating an open
source gateway to the intelligence community, in effect
screening intelligence requirements to sort out information
that had to be produced from secret vs. outside sources. In
1997, despite all these reasons, about 1 percent of U.S.
intelligence community funding went to open sources. The
ambitious Aspin-Brown recommendations have never been
implemented, and perhaps the community is even sliding
backwards. Recently, another wave of reports following
alleged intelligence failures triggered the post-mortems
calling for more use of outside experts and outside
information to control for internal bias.

Why the disparity between the alleged value of open
sources and funding? There are several charges often made
against open sources.

= First, open sources and unclassified analysts, if used
too much, let the enemy know about sources and methods.
But we should fall back on Edward Teller's rule that if
everything is open, it is hard for others to find the needle in
our haystack.
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= Second, there is a lack of analytic discipline in open
sources. However, most American collection agencies and
foreign counterparts go around pitching their latest “hot
take” which has never been subjected to collective discipline
or competitive analysis.

= Third, it is easier to provide misinformation inserted
into open sources. But this is not true if one is aware of how
easy it is, and where no one has a vested interest in
defending the purity of the source or collection technology.

= Fourth, nonintelligence community analysts are more
gullible and take a more benign view of human nature.
However, classic historians do not seem to have that flaw,
and most students of American politics are somewhat
cynical.

= Fifth, itisargued that we need “hard facts” for military
operations, so-called “expeditionary facts.” But in the past,
American military endeavors have often been hindered by
the lack of open source information which could have
provided missing facts.

An Ambiguous Case: The Chinese Embassy in
Belgrade.

The U.S. cruise missile attack in March 1999 that
damaged the Chinese embassy in Belgrade has been
criticized as an intelligence failure which could have been
prevented through more reliance on open sources. We
decided to check this out, but found that obvious open
sources—both on the Internet and even traditional tourist
guides like Fodor's—provide no address for the Chinese
embassy. But a little more digging reveals two official Serb
government web sites which have listings of where the
embassy is. So if there is an address, one only needs a map to
get expeditionary facts. We went to Hillman Library here at
the University of Pittsburgh to find a map which indeed
shows exactly where the current Chinese embassy is in
Belgrade.
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Does that make the case for open sources?
Unfortunately, it is not that easy. An official U.S.
Government map (made public by a disgruntled public
employee) shows the embassy clearly. So maybe we did
know exactly where the embassy was. Later articles
indicated that NATO officers involved in operations knew
where it was, and that it was taken off the “no-hit” list
because the Chinese were assisting the Serbs with military
intelligence.

Looking at almost any individual case to argue about the
value of open sources and uncleared analysts, it is easy to
find ambiguity. Yet there is often valuable open source
information even on expeditionary facts. In the case of the
Chinese embassy in Belgrade, however, there is no reason to
conclude that the policy choice—bombing—would have
been different even if open sources had been consulted.

Given the current information environment, we should
remember that the open source debate has been going on for
50 years. The Intelligence community faces challenges and
opportunities that are more than mere budgetary problems,
yet there is a chronic resistance to open sources and open
analysts. It is past time to move beyond the unrewarding
anecdotal debate between optimists and pessimists, and
run a systematic set of tests to see who does better at
producing one or another type of intelligence product.

“Crisis Avoidance and Mitigation:
The Genoa Approach”

Scott Fisher
PSR/Meridian

One of the things we face in the intelligence world after
the information revolution is delivering products in time. In
the conflict between depth of analysis and length of time,
what usually ends up suffering is depth of analysis. We need
products in less time than before, and we only handle what
Is happening today.

36



The information revolution has made situation
management much more difficult. The goal should be to
develop a mitigating strategy before the crisis requires
intervention, so that the use of military force is an option of
choice, not a necessity. But there are often problems in
getting decisionmakers’ attention, and there is usually a
disconnect between them and analysts. The Genoa
approach—a mixture of information technology and
collaborative software—tries to bring the parties back
together to increase both depth and speed of analysis.

There are three key concepts in the Genoa approach:
transparency, persistence of information, and a cohesive
environment. With transparency, whatever the intelligence
analysts produce can be seen by decisionmakers, who can
take the product and recreate or get inside the process that
created it. Persistence is also important. We need a
corporate memory not just to save information, but to be
able to manipulate it later, that is, to be able to query
against databases of past experience. The cohesive
environment of Genoa is designed to make sure that all of
the tools work together to provide transparency and
persistence.

Genoa utilizes a powerful, web-based environment that
facilitates out-of-the-box thinking. The idea is to avoid using
the standard train of thought. To use a historical example,
although the United States considered Pearl Harbor as a
possible site of conflict, we determined that we would fight
Japan in the Philippines first, and we were obviously wrong.
The goal is to expand the possibilities of imaginative
thinking, to look at more and different arguments, and to
arrive at more clear and concise policy options, enabled by
the technology being developed for Genoa.

Genoa takes a three-pronged approach to time. We
utilize corporate memory in the form of databases to develop
current crisis paths, which are in turn leveraged to develop
scenario-based planning about the future. The notion of
corporate memory may be controversial because it allows
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one to go back later and analyze who made the most
successful analysis. However, it is crucial to preserve
information to use in the future. The idea of crisis paths is
that instead of considering only the most likely scenario,
Genoa allows analysts and policymakers to consider other
plausible but high-impact and high-uncertainty options.

A Kkey step in this process is the involvement of
policymakers. For example, a policymaker may have found
something that focuses his attention, like a newspaper
article about Aum Shinrikyo. With this system, the analyst
develops various scenarios, and the policymaker can
consider a number of options. But the policymaker must be
involved for the process to be valid.

The logic behind crisis paths is structured
argumentation. Genoa provides a set of templates to use,
which can handle either a top-down hypothesis (take a
model and collect intelligence to test it) or a bottom-up,
data-driven model (the information is present, but its
applicability must be determined). An analyst can build a
transparent argument for why something is a threat, using
a structured hierarchy of questions that can be edited to suit
the demands of the particular case. The system thus makes
a transparent and direct connection between the evidence
and the rationale for the argument, enabling analysts and
policymakers to argue not about conclusions but about the
details, the intelligence data.

The next step is collaboration between analysts. Genoa
creates what are called thematic argument groups (TAGS),
places for virtual collaboration. Little time is required to set
up a TAG, and any member of a TAG can participate in the
discussion through the software tools. The goal is to make it
preferable to collaborate virtually rather than over the
phone. In this environment, there is a push and pull of
information.

In the search for information, the question of signals
versus noise is important. However, Genoa offers the ability
to search for more focused information, using thematic
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navigation and semantic regions to find subdocument level
stories. Any analyst or decisionmaker can take the new
information and go back and modify the argument,
lessening the danger of rigid argumentation.

The final step is summarization and publication of
information, which can take place through typical printed
publication or computer-based visualization and data
storage.

In sum, the Genoa approach provides transparency in
analysis and persistence of information in a cohesive
environment which aides decisionmakers and analysts in
handling the speed and volume of information in the new
global information environment.

“Intelligence Analysis and Information
Overload”

Lisa Krizan
Defense Intelligence Agency

Being a parent has really colored my outlook on life. It
reduces life to the basics, like eating, sleeping, working, and
playing. This way of thinking spills over into work life. After
beginning with some comments about intelligence sharing
between national intelligence and business intelligence, |
will share some thoughts on dealing with information
overload by getting back to basics in terms of intelligence
requirements and analysis.

Intelligence Sharing in a New Light.

Although “information sharing” traditionally has been a
government-to-government transaction, the environment is
now receptive to government-private sector interaction.
There has been a widespread trend toward incorporating
government intelligence methodology into commerce and
education. As economic competition accelerates around the
world, private businesses are initiating their own “business
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intelligence” (BIl) or “competitive intelligence” services to
advise their decisionmakers. Educators in business and
academia are following suit, inserting Bl concepts into
professional training and college curricula.

Whereas businesses in the past have concentrated on
knowing the market and making the best product, they are
shifting their focus to include knowing, and staying ahead
of, competitors. This emphasis on competitiveness requires
the sophisticated production and use of carefully analyzed
information tailored to specific users; in other words,
intelligence. But the use of intelligence as a strategic
planning tool, common in government, is a skill that few
companies have perfected.*

Although BI practitioners refer to the national security
model of intelligence, they do not seek to conduct secret
intelligence operations, which are limited by law to
government authorities. Large corporations are creating
their own intelligence units, and a few are successful at
performing analysis in support of strategic decisionmaking.
The majority of businesses having some familiarity with Bl
are not able to conduct rigorous research and analysis for
value-added reporting, so they are hiring Bl contractors,
“out-sourcing” this function, or establishing their own
intelligence units. The implication of this trend is that Bl
professionals should be skilled in both intelligence and in a
business discipline of value to the company. ?

Demand in the private sector for intelligence skills can
be met through the application of validated intelligence
practices of the intelligence community. Conversely, the
business perspective on intelligence can be highly useful to
government intelligence professionals. As a Bl practitioner
explains, every activity in the intelligence process must be
related to a requirement, otherwise it is irrelevant.?
Government personnel would benefit from this practical
reminder in every training course and every work center. In
the private sector, straying from this principle means
wasting money and losing a competitive edge. The
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consequences of inefficient national intelligence can be
costly on an even larger scale, particularly in an
environment of information proliferation.

Whereas government practitioners are the
acknowledged subject-matter experts in intelligence
methodology, the private sector offers a wealth of expertise
in particular areas such as business management,
technology, the global marketplace, and skills training.
Each has valuable knowledge to share with the other, and
experience gaps to fill. On the basis of these unique needs
and capabilities, the pubic and private sectors can forge a
new partnership in understanding their common
responsibilities.

Defining the Intelligence Problem.

Customer demands or “needs,” particularly if they are
complex and time-sensitive, require interpretation or
analysis by the intelligence service before being expressed
as intelligence requirements that drive the production
process.* This dialogue between intelligence producer and
customer may begin with a simple set of questions (Who,
What, When, Where, Why, and How), and, if appropriate,
may then progress to a more sophisticated analysis of the
intelligence problem being addressed. The Taxonomy of
Problem Types shown in Table 1 illustrates the factors that
customers and producers may take into account in
articulating the nature of the intelligence problem and
selecting a strategy for resolving it.

This model enables decisionmakers and analysts to
assess their needs and capabilities in relation to a particular
intelligence scenario. This ability to establish abaseline and
set in motion a collection and production strategy is crucial
to conducting a successful intelligence effort. Employing a
structured approach as outlined above can help producers
and customers avoid inefficiencies of time and
effort—particularly in a situation of information
overload—and take the first step toward generating clear
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intelligence requirements by defining both the intelligence
problem and the components requisite for its solution.

Problem Types

state

Characteristics Moderately Severely
Simplistic Deterministic Random Random Indeterminate
What is the Obtain How much? Identify and rank !dentlfy outcomes Predict future
. h . in unbounded events/
question? information How Many? all outcomes - N N N
situation situations
Role of facts Highest High Moderate Low Lowest
Role of judgment Lowest Low Moderate High Highest
Analytical task Find information Find/create Generate all Define potential Define futures
formula outcomes outcomes factors
Analytical method Search sources Match data to DE'CVISIOH theo_ry; Role_playlng and Analyze mpdels
formula utility analysis gaming and scenarios
N N . Subjective
Analytlcal Matching Mathematical Inflyence d'agram evaluation of Use of experts
instrument formula utility, probability
outcomes
. Weight