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CHAPTER 1

INTRODUCTION

James R. Lilley

An analytical schism has developed over differing
assessments of China’s military modernization. Underlying
this debate are at least two key questions. First, will the
ongoing China’s People’'s Liberation Army (PLA)
modernization provide China with significant offensive
power projection and/or preemptive capability? If so, by
when? Second, does the pace and success of China’s military
modernization constitute a threat to the United States
and/or its friends and allies in the Asia-Pacific region?

At the source of these differing views on the pace and
likely success of the PLA modernization is a lack of hard
evidence, aggravated by a Chinese tendency to conceal both
strengths and weaknesses. There are also analysts who are
locked into positions on the PLA that the evidence seems
unable to alter. Lack of information is often muddied by
anecdotal knowledge, sometimes provided by Chinese
interlocutors, that may be impossible to confirm or refute. In
addition, a large body of conventional wisdom about the
PLA has built up over time, which may inhibit fresh
reassessment. Finally, peer comparisons of the PLA to the
U.S. military, which is without equal in the post-Cold War
period, may shape analysis of the PLA’s capabilities and
shortfalls. As a result, conclusions about China’s military
modernization often leave considerable room for interpre-
tation on any side of an argument.

The policy decisions made today based in part on the
absence of hard analysis will likely haunt U.S. and allied
policy and interests well into the 21st century, as China’s
comprehensive strength and historic aspirations mature. In
order to minimize miscalculations about the PLA



modernization, debate is essential, for it can help reduce the
twin analytical evils of overestimation and underesti-
mation. Debate can reduce wishful thinking or
demonization about China’s strategic capability and
intentions. It may also preclude counterproductive
self-imposed constraints on U.S. policy options based on
fear of self-fulfilling prophecies of a China threat. Active
debate, finally, can lead to a reevaluation of old, well-worn
assumptions, and spur greater exploitation of publicly
available information about the PLA and China’s national
security. All of this would potentially help to develop a
clearer picture of China’s People’s Liberation Army After
Next into the 21st century.

The 1999 PLA Conference, which was hosted jointly by
the American Enterprise Institute and the U.S. Army War
College’s Strategic Studies Institute, convened September
10-12, 1999, at Carlisle Barracks, Pennsylvania. The goal of
this conference was to comprehensively examine Chinese
military modernization efforts. The meeting drew together
leading experts on the PLA army, navy, air force, missile
forces, and national defense industries and included PLA
experts with opposing views on the pace and likely success
of Chinese military modernization. Lively debate
continually probed analytical differences and prejudices, as
well as the sources of information upon which conclusions
were based. The conference also included a preliminary yet
timely examination of the PLA'’s potential application of
information warfare. An initial discussion of the post-
Kosovo implications for China’s Taiwan strategy and
China’s foreign military relations also took place.

“Going Places or Running in Place? China’'s Efforts to
Leverage Advanced Technologies for Military Use,” by
Richard Bitzinger, opened the conference, and is Chapter 2
in this volume. Bitzinger finds that China’s military-
industrial complex has achieved some success in technology
leveraging over the past 20 years, and as a result, it has
improved its production capabilities to develop and deploy
some relatively modern weapon systems. In particular, it
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has made real progress in the areas of ballistic and cruise
missiles.

Overall, however, these accomplishments tend to be the
exceptions that prove the rule. Particularly when it comes to
fighter aircraft, surface combatants, and ground
equipment, the Chinese still confront severe problems when
moving from prototypes to production, including drawn-out
development times, program slippage, and small and fitful
production runs. Bitzinger argues that China’s defense
industries fail mainly due to endemic technical, structural,
and cultural problems. A shortage of technical skills,
overcapacity, underfunding, and a bureaucratic, hier-
archical and risk-averse work environment have all
impeded technology leveraging. Moreover, he contends that
current defense industry reforms do little to remove or
overcome these impediments. As a result, he concludes the
PLA will find it difficult to rely on its domestic defense
industry to meet many of its more ambitious, near-term
military modernization goals.

Chapter 3, “PLA Logistics and Doctrine Reform,
1999-2009,” by Lonnie Henley, discusses operational
changes, as well as the 10-year effort announced by General
Wang Ke, Chief of the General Logistics Department, in
November 1998, to restructure and reform PLA logistics to
support mobile warfare. Henley argues that logistics
reforms address critical weaknesses in the PLA's ability to
fight a modern war in or near Chinese territory, while
operational changes seek to combine restructuring of
ground forces with improved doctrine. Together these
changes will help the PLA to “progress toward competent
combined-arms operations” with effective joint operations
as the ultimate goal. Henley assesses that these changes,
even if successful, may not significantly increase China'’s
power projection capability. He does argue, however, that
changes in logistics and operations will improve the PLA’s
ability to move and sustain its forces within China and
around its periphery.



In Chapter 4, “Potential Applications of PLA
Information Warfare Capabilities to Critical Infra-
structures,” William C. Triplett Il discusses the potential
for the PLA to conduct offensive information warfare
operations against critical civilian infrastructures in the
United States, and how such an operation might unfold.
Triplett's discussion is particularly timely in the wake of the
May 2000 “I Love You” software virus that crippled
hund re{JIs of thousands of computer systems throughout the
world,” reportedly penetrating even into classified
Pentagon systems.  Triplett notes the PLA has shown
intense interest in information warfare with top level
support of PLA leaders, such as General Fu Quanyou, Chief
of the General Staff, PLA, and generous funding. He
observes that PLA Informational Warfare theorists stress
the need for a preemptive strike capability, which Stokes
and others in this volume note has become a fundamental
underpinning of the PLA’s overall military strategy of
“active defense.” Triplett argues that the United States,
Taiwan, and Japan (a key ally in the Asia-Pacific region) are
vulnerable to cyber-attack on critical transportation,
communications, and financial networks. Triplett
concludes with a warning that the “gap between what
information warfare is capable of accomplishing and the
non-action by the defenders” is growing daily, which
demands greater attention and action in the United States,
Japan, and Taiwan.

“China’s Military Space and Conventional Theater
Missile Development: Implications for Security in the
Taiwan Strait,” by Mark A. Stokes is Chapter 5. Stokes
asserts that Chinais establishing “one of the most daunting
conventional theater missile challenges in the world,” which
the PLA views as an asymmetrical “trump card” against a
superior force. He argues that theater conventional
missiles, supported by spaced-based reconnaissance and
combined with a preemptive strategy, provide Beijing with
a keen psychological tool and possible military advantage,
particularly in the Taiwan Strait. China’s theater



conventional missiles and space reconnaissance architec-
ture are emerging as the cornerstone of Chinese
warfighting strategy. They form a relatively cheap and
expeditious compensation for shortcomings in China’s navy
and air force (see Chapters 6 and 8 in this volume), and they
are being developed based on the PLA'’s assessment of U.S.
military weaknesses—reliance on space systems, aircraft
carrier battle groups, and expeditionary air forces.

Stokes also asserts that a disturbing convergence has
occurred between Chinese leaders and American political
and sympathetic academic circles who argue that any
missile defense against the PLA’s growing arsenal of
increasingly accurate and lethal missiles would be
destabilizing and lead to an arms race. Stokes counters this
argument by noting that, if the PLA achieves an
overwhelming offensive missile advantage, this would
intensify the already existing arms race and could
destabilize the cross strait balance, causing Taiwan to “shift
toward a tactically offensive doctrine,” including a nuclear
weapon, to deter the PLA’s overwhelming missile threat.

In Chapter 6, “PLA Air Force Operations and Moderni-
zation,” Kenneth W. Allen argues that the PLA Air Force
(PLAAF) is undergoing a “crucial transition” from an
obsolete giant with short operational legs and limited
all-weather capability to an “offensive-oriented force with
extended range and greater lethality,” able to fight local,
limited wars under high-tech conditions. To achieve this
transformation, the PLAAF has expanded its defensive
doctrine to include both offensive and defensive operations.
Allen points out that with the modernization of its
equipment, the PLAAF has been able to modernize its
tactics, extend its combat range, and practice providing
support to naval and ground operations. In addition, Allen
describes the transformation of the 15th Airborne Army
into a formidable rapid reaction force with three divisions as
one of the most important changes in recent PLAAF
campaign strategy.



Despite improvements across the board, however, Allen
argues that the PLAAF still lags far behind its
modernization goals. It retains a mixed fleet of modern
aircraft, such as the J-11 (SU-27), alongside 1950s vintage
aircraft, while its ability to conduct all-weather flying and
extended operations—essential to support an offensive
strategy—are questionable. Further, China’s ability to
exploit foreign advanced technologies and equipment in
production and utilization of advanced aircraft is (as
Bitzinger has also observed) a limitation. Still, Allen
concludes that PLAAF shortfalls will not inhibit its
dedication to completing its assigned missions, nor do its
shortfalls reassure regional powers of China’s long-term
regional capabilities and intentions. As Allen points out,
based on recent research throughout the region, Asian
countries watch the PLA very closely and with growing
concern that it could develop sustained combat capabilities
within the next 10-15 years.

In Chapter 7, “The Kosovo War: Implications for
Taiwan,” Arthur C. Waldron addresses the lessons of
Operation ALLIED FORCE on China’s calculus to use force
against Taiwan, if necessary, to quickly and decisively
Impose reunification as a fait accompli before the United
States has time to intervene. Beneath China’s frantic
rhetoric, which was feverishly fanned by the accidental
bombing of the Chinese Embassy in Belgrade, is the
recognition that time is running out for China. The concept
of sovereignty is less sacrosanct now among the interna-
tional community, which has demonstrated that it will act
to stop genocide and other atrocities within a country’s
borders. Waldron asserts Operation ALLIED FORCE also
demonstrated the limitations of military force to resolve
Issues. Its lessons suggest that the application of force is no
longer a viable option for China to resolve the Taiwan
problem. Further, Taiwan’s indigenous democracy
increasingly is recognized by the international community
as legitimate, which makes the possibility of the use of force
even more complicated and risky for China.



Chapter 8, “China’s Maritime Strategy,” by Bernard D.
Cole, examines the development of China’'s maritime
strategic thinking and its recent attempts to transform the
PLA Navy (PLAN) from a coastal, “brown water” (out to 100
nautical miles) to an open ocean “blue water” force that is
capable of reaching the “second island chain,” defined as a
line from Japan through the Bonin, Marianas, and Caroline
Islands by 2020. The PLAN faces daunting limitations in its
efforts to develop into a power projection force, according to
Cole. The most serious shortfall for the PLAN is a lack of air
power at sea, but it also lacks in virtually all categories
affecting modern naval operations—training and
education; naval systems and platforms; naval warfare
technology and systems; doctrine and tactics; command and
control; intelligence; strategic planning; leadership; and
influence within the national strategy-making structure.
Cole observes that the PLAN's stated goal to achieve a “blue
water” navy, which presently targets U.S. naval capability,
serves as an impetus to protect and expand the PLAN'’s
share of the military budget. Cole notes that, despite recent
purchases from the Russians and overall improvements of
the navy, there is no evidence to support that the PLAN has
initiated the major modernization effort that would be
required to actually transform the largely coastal navy into
a power projection force by 2020.

In summary, Cole and Allen raise important questions
and considerable doubt about the likely success of PLAN
and PLAAF modernization, respectively, over the next
10-20 years. Bitzinger also seriously questions the efficacy
of China’s national defense industries to sustain
modernization, while Henley raises skepticism about
whether China’s military logistics support, an essential
underpinning of power projection, can reach its goals.

Nonetheless, all agree that China actively seeks a
strong, modern military force, with power projection
capability to protect and promote China’s national interests
within the region and beyond, and that it has openly added
“preemptive strike” to its operational strategy. Since China
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clearly recognizes its own shortcomings, and the gap
between its military capabilities and those of the United
States, as well as against a regional power such as Japan, it
seeks ways to compensate for these deficiencies with
surprise and asymmetrical operations, perhaps including
information warfare and conventional missile strikes. The
PLA’s ongoing military modernization and emphasis on
surprise and preemption combine with China’s refusal to
renounce the use of force against a democratic Taiwan and
its territorial claims over the South China Sea to heighten
concern about China’s intentions and capabilities within
the region.

CHAPTER 1 - ENDNOTES

1. John Markoff, “A Rogue Software Program Attacks Computers
Worldwide,” New York Times, May 5, 2000, p. 1.

2. Associated Press, “Virus Infects Classified Pentagon Systems,”
Colorado Springs Gazette, May 6, 2000, Early Bird, May 8, 2000.



CHAPTER 2

GOING PLACES OR RUNNING
IN PLACE?
CHINA’S EFFORTS TO LEVERAGE
ADVANCED TECHNOLOGIES
FOR MILITARY USE

Richard A. Bitzinger

China’s current efforts to modernize its armed forces
have been tlile subject of considerable foreign inquiry and
assessment.” As part of this modernization process, Beijing
has gone to considerable lengths to find and acquire
advanced defense and defense-related (i.e., dual-use)
technologies—both through indigenous research and
development (R&D) activities and via foreign inputs.
Beyond the mere acquisition of potentially useful
technologies, however, China must also be able to
effectively leverage—that is, to absorb, assimilate, and
exploit—these technologies for military purposes.

This chapter specifically addresses China’s recent
efforts to leverage advanced technologies for military use.
The conclusion reached here is that the Chinese military-
industrial complex continues to experience considerable
difficulties in assimilating and exploiting advanced
technologies for military purposes, particularly imported
technologies. Admittedly, China’s military-industrial
complex has experienced some genuine successes in
technology leveraging over the past 20 years, and as a
result, it has made incremental improvements both in its
military products and production capabilities. Beijing is
certainly building some better weapons, and its defense
factories are considerably improved. On the whole,
however, Chinese success with leveraging advanced
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technologies has been—and will likely remain—narrowly
constrained, fitful, and slow. In some areas, China’s
military-industrial complex has extracted a few tangible
benefits from advanced technologies inputs, while in other
areas developments have been insufficient to close critical
technological gaps with likely military competitors.
Moreover, this chapter finds that these failures are due
mainly to technical, structural, and cultural impediments
inherent in the country’s defense industrial base, and that
current efforts to reform China’s defense industry are doing
little to remove or overcome these impediments. As a result,
Beijing will continue to find it difficult to rely predomi-
nantly on its indigenous defense industry in order to acquire
advanced conventional weapons necessary to meet its
military modernization goals.

At the same time, it is acknowledged here that various
gaps and limitations exist in this chapter. By focusing
mainly on the “kinetic” aspects of military power—that is,
lethal items like missiles, combat aircraft, warships, and
ground ordnance, along with their main subsystems and
components (like radar and defense electronics)—one is
obviously omitting much of the field of information-based
systems, an admittedly embryonic area of warfighting
where the Chinese may be making more progress in
technology assimilation and application than is immedi-
ately evident. This is an area that demands closer
investigation. In addition, there are limits to empirically
analyzing and assessing Chinese success and failure with
technology absorption and leveraging, at least where the
military-industry complex is concerned. One is bounded by
what evidence one can find in the public record, which is
often less than satisfactory in terms of detail or amounts of
information. In addition, what one sees is open to differing
interpretations. Finally, much of this information is second-
hand and filtered through someone else’s perceptions,
creating even more subjectivity. Despite these drawbacks
and limitations, the inductive approach used here can still
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be useful in providing insights into China’s experiences
with leveraging technologies for military purposes.

Chinese Technology Acquisition Activities.

Several Western analysts have meticulously
documented Chinese efforts to develop advanced
technologies for actual or projected military uses. These
writings indicate a particular interest on the part of the
Chinese military in such technology areas as long-range
precision-strike, command,4contr0|, communications,
computing, gnd intelligence (C 1), information warfare, and
area denial.” For example, China is working on many of the
requisite technologies necessary to producing an indigenous
land-attack cruise missile (LACM), including airframe
design (perhaps adapting its C-802 antiship cruise missile
to a LACM profile), propulsion systems (such as small
turbojet engines and ramjets/scramjets), and guidance
technologies (such as GPS for in-flight navigation and
terrain contour matching guidance[TERCOM)], imaging
infrared, or synthetic aperature radar [SAR] for terminal
homing).” In addition, it is developing laser-, IR-, or
TV-guided precision-guided munitions, railgun and
microwave weapons, and antisatellite (ASATSs) laser
weapons, global positioning system (GPS) guidance for
ballistic missiles, multiple rocket launchers armed with
smart submunitions, sea mines, and K seeker for an
active-radar-homing air-to-air missile.  China has also
demonstrated at least some low observability (LO)
technological capabilities for reduced radar cross-sections
and heat signatures. At the 1998 China Airshow in Zhuhai,
for example, a Chinese company, Seek Optics, claimed that
it had developed a number of radar-absorbent materials and
coatings, whgch could be applied to aircraft, cruise missiles,
or warships.

Much of China’s recent technology development
activities are civilian in nature and in origin, albeit with
considerable potential for commercial-to-military spin-on.
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Beijing is conducting a wide variety of basic and applied
R&D, designed to raise the general level of the country’s
science and technology (S&T) base, including solid-state
phased-array radar, ultra-wide band radar technology and
photoreconnaissance, and remote sensing. The military
also stands to gain by piggybacking on technology
breakthroughs initiated via the country’'s “863” and
“Super-863” programs. The 863 Program was initiated in
March 1986 as an essentially civilian/commercial S&T
development program, but with considerable potential for
military spin-on—signified by the fact that it was
co-managed by the Commission on Science, Technology, and
Industry for National Defense (COSTIND), China’s main
defense R&D oversight organization. The 863 Program
concentrated on seven main areas for long-term S&T
development: astronautics, information technologies,
biotechnology, lasers, automation, energy, and new
materials. The Super-863 Program, which succeeded the
863 Program in 1996, focused subsequent long-term
Chinese S&T development in such key areas as machine
tools and computerized manufacturing systems,
microelectronics and telecommunications, bioengineering,
exotic materi7als, and nuclear, aviation, space, and marine
technologies. For example, China is working on forming a
national information infrastructure for improved C |
interconnectivity, including a high-speed fiber-optié:
computer network and a satellite communications system.

In addition to indigenous S&T developments, China has
greatly increased its imports of military technology and
know-how. According to rel%earch done by Richard Fisher,
Bates Gill and Taeho Kim,  and others, China has acquired
a broad array of defense technologies from foreign
sources—primarily Russia, but also Israel and Western
Europe—including:

e Cruise missiles. Several Russian institutes
reportedly have sold cruise missile technology and have
provided Russian advisors and technicians to work on
Chinese cruise missile programs. For example, China may
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be receiving Russian stealth technology applicable to
fielding a low-observable cruise missile. In addition, Israel
reportedly has supplied China with technology relating to a
jet-powlelred drone, which could conceivably be adapted to
attack.

= Reconnaissance satellites. Chinaand Brazil plan to
orbit a series of earth observation satellites, called CBERS;
the first CBERS satellite will likely be operational by 2000.
At the same time, Canada and Russia reportedly are
providing China with SAR sensor technologies for
earth-observation satelliteslzthat could also be applied to
military imaging satellites.

= Electronic intelligence (ELINT). Israel and Russia
reportedly have supplied ELINT equipment to the People’s
Liberation Army (PLA), whi%h IS being incorporated into
special, missionized aircraft.

e Medium-range surface-to-air missiles (SAMs).
China reportedly has received Patriot SAM technology via
Israel, as well as acquiring several hundred SA-10 SAMs
from Russia; according to Fisher and others, technology
from these missiles could be exploited folr4 China’s
indigenous HQ-9 medium-range SAM program.

= Fighter aircraft. China is currently producing under
license up to 200 Russian-designed fourth-generation Su-27
fighters. In addition, China’s developmental J-10 (F-10)
fighter reportedly is heavily based on technolo%/ derived
from Israel’s cancelled Lavi fighter jet program.

= Combat radar and other avionics. Russia, Israel,
and Western Europe are providing radar and avionics to a
number of Chinese development combat aircraft
programs—including the FC-1 and the J-8IIM fighters.
Although most of these programs are for re-export, such
cooperation may provide China with opportunities for
technology exploitation that could advance China’s own
indigenous R&D bases.
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= Air-to-air missiles (AAMs) and precision-guided
munitions (PGMSs). Israel reportedly has granted China a
license to produce its short-range Python-3 AAM. In
addition, China has reportedly purchased laser-guided
artillen{?projectiles and bombs, and TV-guided PGMs from
Russia.

= Submarines. The Russian submarine-design bureau
Rubin reportedly is assisting China in developing its
next-generation nuclear attack submarine (SSN), which
could also aid Chinese efforts to build a new nuclear-
powered, ballistic-missile-carrying submarine (SSBN).

In addition to providing direct technology assistance to
China’s military-industrial complex, foreign suppliers may
be inadvertently advancing Beijing’'s military moderni-
zation efforts by selling it equipment that the Chinese could
either reverse-engineer or use for the purposes of
technology exploitation. The Chinese have already
reverse-engineered several pieces of military equipment,
includin%France’s AS-350 helicopter (produced by China as
the Z-117"), the Italian Aspide AAM/SAI\Z/(IJ (built by China as
the PL-11 AAM and the LY-60 SAM ™) and the French
Crotale short-range surface-to-air missile (produced by
China as the FM-80). The Chinese PL-9 short-range
air-to-air missile reportedly is a reverse-engzilneered version
of the Israeli-supplied Python-3 AAM. " In addition,
according to the Cox Report, in the early 1980s the Chinese
purchased two CFM-56 turbofan engines (used in
commercial and military transport aircraft) and attempted
to reverse-engineer the engine, ostensibly for military uses.

In particular, foreign commercial technology
transfers—particularly those implemented under the
auspices of defense conversion—have provided Beijing with
opportunities to acquire advanced dual-use technologies
that could be redirected to the arms industry. The West has
been acritical supplier of investments and technologies that
are helping China develop civilian high-tech sectors within
its defense industry, which in turn could help underwrite
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the design and manufacture of sophisticated weapon
systems. Such dual-use technology transfers include not
only “hardware”—such as technical specifications and
licenses (e.g., for the local production of advanced materials,
metallurgy, propulsion, computers, microelectronics, and
electro-optics) and production and process technology (such
as sophisticated machine tools and workforce training),
and, above all, money (to support the modernization of
Chinese factories and product lines)—but also
“software”—more intangible but nevertheless critical
elements such as quality assurance and Western
management and marketlng skills, which could indirectly
aid defense production.

For nearly 20 years, Western aerospace companies have
been involved in extensive technology transfers to China’s
commercial aviation industry. For example, the McDonnell
Douglas Corporation (now part of the Boeing Aircraft
Company), as part of its so-called Trunkliner program with
China, established a production and assembly line in
Shanghai to build its series of MD-80 and MD-90 passenger
jets. As part of this arrangement, the Chinese purchased
from McDonnell Douglas a number of large computerized,
numerically controlled machine tools, including multi-axis
milling and profiling machines, that the?gompany had lying
unused in a closed aircraft plant.” Boeing and the
European Airbus consortium have also helped establish
production facilities in China for subassemblies and parts
production. In addition, Eurocopter, Sikorsky Helicopter,
Pratt & Whitney jet engines, Bombardier of Canada,
Hexcell, ATR (a Franco-Italian regional aircraft
consortium), and Allied Signal have all established joint
ventures in 2C4:hina for coproducing aerospace systems or
components.” The Cox Report also asserts that Beijing
attempted to use a joint venture with Pratt & Whltney
Canada, to help it develop a military jet engine.

China’s shipbuilding industry has also benefited greatly
from both commercialization and foreign technology inputs.
According to Evan Medeiros, beginning in the 1980s,
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Chinese shipyards successfully converted much of their
production to profitable civilian products, such as bulk
carriers and general cargo ships. Moving into commercial
shipbuilding both demanded and permitted the extensive
modernization and expansion of Chinese shipyards; over
the past 15-20 years, these yards have added greatly to their
productive capacity, building huge dry-docks and heavy-lift
cranes. At the same time, they entered into a number of
technical cooperation agreements and joint ventures with
shipbuilding firms in Japan, South Korea, Germany, and
other countries, providing the Chinese with advanced
shipbuilding design and manufacturing technologies—in
particular, computer-assisted design and manufacturing,
hull construction integration systems, propulsion systems,
and numerically controlled processing and testing
equipment—training, capital, and other know-how.
Medeiros adds that commercialization and international-
ization has led to important changes in the way Chinese
shipbuilding enterprises are run, resulting in a more
market-oriented and decentralized management. As a
result, military shipbuilding programs collocated at these
yards theoretically should be able to take advantage of these
infrastructure and software improvements to design,
develop, and construct improved warships. Some Chinese
shipbuilding facilities can build ships of 150,000-200,000
tons—le%gge enough to permit construction of an aircraft
carrier.

Another critical civil/commercial technology area with
far-reaching implications for spin-on is microelectronics.
The development of a world-class microelectronics sector
has been a government industrial development since the
early1990s.” Particular attention has been paid to creating
an indigenous semiconductor manufacturing capability.
The most significant manifestation of this effort has been
the 909 Project, which entailed the establishment of the
$1.2 billion Huahong Company near Shanghai—built with
technology and funding provided by Japan’s NEC
Corporation—which this year began production of
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64-megabit memory chips with 0.30 micron widths.
Huahong-NEC is currently turning out 5,000 200mm
(8-inch) wafers a month, ar%gl production will eventually rise
to 20,000 wafers a month.

The United States has also been an important supplier of
dual-use information technologies that could be redirected
towards China’s military-industrial complex, including
computers, encryption technology, and fin%r-optic and
microprocessor manufacturing equipment. Thanks to
these and other foreign investments, China is becoming
increasingly proficient in the areas of telecommunications,
semiconductors, software, and information-processing—all
of which provide China with growing opportunities for
spin-on, particularly when it comes to developing tools for
harnessing the information revolution in warfare.

Technology Leveraging: An Empirical Assessment.

China has clearly gained access to considerable amounts
of militarily useful technologies and know-how. The next
step is to assess how well China’s defense industry is doing
in effectively leveraging (i.e., absorbing and exploiting)
these technologies. In this regard, at least two empirical
approaches are possible. First, one can attempt to infer
Chinese progress in technology absorption and leveraging
by examining its success in getting positive results from its
military-industrial complex in the form of new advanced
weapon systems. In particular, such a “results-based”
approach should look not only at what the Chinese are
capable of developing, but also their progress in translating
R&D developments into the timely, serial production of
sophisticated weaponry. Second, at the level of armaments
production, there is a growing body of anecdotal evidence to
permit at least a partial assessment of Chinese capabilities
in leveraging advanced manufacturing technologies,
particularly in the aviation and shipbuilding industries.

Technology Leveraging at the Product Level: A
“Results-Based” Analysis. China, of course, has made its
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most significant production breakthroughs in the area of
missile systems, especially surface-to-surface ballistic
missiles (SSMs) and antiship cruise missiles (ASCMSs). In
fact, it has become almost de rigueur to refer to China’s
missile industry as an “island [or pocket] of excellence” in
the country’s military-industrial complex. Beijing has
indigenously developed a full range of surface-to-surface
missiles—from short-range artillery rockets to medium-
range, road-mobile systems to intercontinental and
submarine-launched ballistic missiles (ICBMs and
SLBMSs). Moreover, China has demonstrated the ability to
produce solid-fueled and/or multistage missile systems,
including space-launch vehicles.

With regard to tactical missile systems, the 600
km-range DF-15 (M-9) and the 300 km-range DF-11 (M-11)
SSMs are perhaps the most well-known. According to
Wendy Frieman, the DF-15 and DF-11 missiles
“represent[s] another class of weapon that China did not
have in the early 19803—solid-fuel3roocket motors— largely
based on indigenous R&D.” " Moreover, China is
expected to incorporate satellite-assisted navigation
(probably GPS or the Russian GLONASS system) into these
missiles to improve their accuracy. ' Production of these
two missile systems appears to be already well-underway:
Press reports indicate that the number of DF-15 and DF-11
SSMs deployed along Taiwan Strait has grown from 30-50
around the time of the 1995/1996 Straits crisis to 160-200 in
early 1999, and that this figure could rise to 650 by 2005—
indicating the Chinese 003l2J|d be producing around 50-100 of
these missiles annually.

Another bright spot in the country’s military-industrial
complex is the antiship cruise missile sector. Again, foreign
technology inputs have been critical to Chinese weapons
development. The Silkworm family of ASCMs, of course, is
based on the Soviet SS-N-2 Styx, while the more modern
C-801 and C-S% ASCMs are reportedly derived from the
French Exocet.” Moreover, France repor§4edly supplied a
small turbojet engine to power the C-802.  More recently,
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China has unveiled an entirely indigenous and all-new
ASCM: the short-range, TV-guided C-701, displayed
publicly35for the first time at the 1998 China Airshow in
Zhuhai.” China’s success with developing and producing
reasonably advanced ASCMs suggests “an ability to
integrate relatively modern Western technology into
existing Chinese designs.”

Directly drawing upon its successes in producing
antiship cruise missiles, China is reportedly progressing on
the development of a land-attack cruise missile. A January
2000 article in Jane’s Defense Weekly asserts that China’s
main ASCM academies have been working on a
LACM37known as the X-600 or HN-1—since the late
1970s.” The missile is similar in appearance to the Russian
Kh-55/AS-15 strategic cruise missile, although with a
shorter range (600 kilometers), fueling speculation that the
X-600 could be a derivative of the Kh-65 missile (itself a
short-range version of the Kh-3585), which Russia has
reportedly transferred to China.” Jane’s states that the
X-600/HN-1 entered service with the PLA in 1992, but this
has not been confirmed officially. At the very least, however,
China could deploy a rudimentary land-attack cruise
missile by the middle of the next decade.

Other areas of missile development and production
where China is apparently demonstrating some success in
exploiting imported technologies are air-to-air
missiles—such as the PL-9 (a modified Python-3) and the
PL-7 (believed to be a reverse-engineered version the
French-designed R550 Magic AAM )—and surface-to-air
systems—such as the QW-1 shoulder-launchedﬁAl\/l (which
reportedly incorporates Stinger technology ), and the
FM-90 SAM (an upgraded version of Crotale-d%ived
FM-80, featuring a faster missile and a longer range ).

A few other sectors outside of the missile industry also
show promise. One of these is the diesel submarine (SSK)
shipbuilding industry: China has developed a modern
indigenous SSK—the Song-class—featuring a more
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hydrodynamically efficient design and an asymmetrlcal
seven-bladed propeller, for quieter running.

With regard to other programs, however—especially
combat aircraft, surface combatants, and ground
equipment—the Chinese would still appear to confront
severe problems when it comes to moving prototypes into
production. These difficulties, in turn, would suggest
continuing problems with mastering the myriad
technologies that go into such military equipment. One
indicator is the long development times and program
slippage that many weapons experience before finally
entering44production—a problem the Chinese readily
concede. The JH-7 fighter-bomber, for example, was
initiated over 20 years ago and first flew in the late 1980s;
however, it di(‘{i5 not enter even low-rate production until
1997 or 1998. " The J-10 fighter did not fIy untll early
1998—nearly 15 years after its program start. Accordlng
to open sources, the J-10 is unlikely to enter production
before the middle of the next 4clecade—apprOX|mater 25
years after the program began!

After the Chinese begin building a weapon system,
production runs are often small and fitful. According to
estimates made by PLAAF analyst Ken Allen, the Chinese
are probably manufacturing only %round 36 fighter aircraft
a year—12 J-8lIs and 24 J-7s. = In addition, although
Beijing acquired a license in the early 1980s to produce the
French-designed AS-365N utility helicopter (called the Z-9
in China), the Chinese have reportedly built no more than
50 to 80 Z-9s over the past two decades—and in sporadic
batches, at that. =~ With regard to naval shipbuilding, since
1991 China has launched only three destroyers and nlne0
frigates—barely 1.5 major surface combatants per year.
Production of the Song-class submarine has been equally
sporadic, with only one boat commissioned so far (in 1998,
after being launched in 1994). As a result, the Chinese
continue to produce the near-obsolete Ming-class
submarine (a copy of the Soviet Romeo design, dating from
the late 1950s).
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These program stretchouts and small production runs
are all the more significant given that much of what the
Chinese are currently building is not particularly
cutting-edge. The J-7 (MiG-21) fighter is essentially late
1960s/early 1970s technology, while the J-811 is roughly
equivalent to a late-generation F-4 fighter (approximately
late 1970s technology). China’'s 20-year teething problems
with the JH-7 fighter-bomber involve an aircraft of rather
unremarkable design—i.e., no fly-by-wire flight control
system or exotic materials in its construction. Even the
J-10—admittedly, a full-up fourth-generation fighter—is
basically 1980s technology that will not be deployed until
around 2005." For its part, the first Song-class diesel
submarine has been described as a “patchwork of systems
and technologies,” “very noisy with a lot of equipment
problems,” and “effectively shown to be a failure.”

Even the defense industry’s “island of excellence” has
shown some less-than-impressive results. Many of China’s
newest missile systems remain at least one or two
generations behind that of the West—basically comparable
to 1960s- or 1970s-era technology—such as the HJ-8
antitank guided weapon (reportedly derived from the
Soviet-designed AT-4 Spigot), the PL-11 semi-active
radar-homing AAM (based on the Italian Aspide), and even
the C-85912 ASCM (roughly equivalent to the 1970s-era
Exocet).” And even if China were to field a fully active
radar-homing (ARH) AAM by 2005, it would still be nearly
25 years after the United States first began production of
the AMRAAM missile; moreover, most Western nations are
already working on the next generation of ARH AAMs,
employing ramjet propulsion and improved seeker
technologies. Finally, it says much about the likely poor
capabilities of two highly touted (and widely marketed)
Chinese ASCMs—the supersonic C-101 and C-301
missiles—that no military—not even the PLA—has
purchased these weapons.

Oft times, too, “progress” turns out to be superficial or
illusory. While China is clearly advancing its space-based
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capabilities for reconnaissance, communication, and
navigation, it is still years away from acquiring even a
rudimentary military capability. The first China-Brazil
Earth Reconnaissance Satellite (CBERS), launched in
October 1999, has only a 20-meter resolution (compared to
one meter or less found on most military reconnaissance
satellites), while it and other planned Chinese earth-
observation satellites will continue to lack real-time
surveillance or quick revisit capabilities. Meanwhile,
China’s efforts to expand its microelectronics industry
continue to suffer setbacks. In particular, semiconductors
produced at its showcase Project 909/Huahong-NEC factory
in Shanghai experienced a 50 percent failure rate in its first
year of operation, and sales have been poor.

Moreover, despite years of arduous R&D efforts, China’s
defense industry continues to rely heavily—and perhaps
increasingly—upon foreign technologies. These depend-
encies are especially acute when it comes to jet engines,
marine diesel engines, and fire-control radar and other
avionics. The J-10 fighter, for example, is reportedly
powered by the Rusﬁsian-built AL-31F engine, which is also
used in the Su-27.” At the same time, endemic “technical
difficulties” surrounding the JH-7 fighter-bomber’s
indigenous engine have resulted in significant program
delays and ultimately forced the Chinese to approach the
British about buyin5q] additional Speys in order to continue
aircraft production.” The new ngsng-class submarine uses a
German-supplied diesel engine,  while both the Ming- and
Han-class submarines reportedly have been upgraded with
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a French sonar and combat system.  China’s new
Lubai-class destroyer incorporates a number of foreign-
supplied systems, including a Ukrainian gas turbine
engine, a German eIeé:OtricaI system, Italian torpedoes, and
Russian helicopters.  Finally, the Chinese have yet to
develop an indigenous turbine engine transmission
(considered only “mid-level” technology) for its armored
vehicles; consequently, they have turned to the Europeans
for help.
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To an extent, it makes sense for Beijing to import
advanced technologies, rather than waste time and
resources duplicating the same capabilities indigenously. In
addition, by integrating these technologies into domestic
systems, the Chinese are demonstrating some capability to
leverage foreign technologies. Nevertheless, a growing
dependency on imported systems and technologies is also a
strong indicator of likely deficiencies within the country’s
military-industrial complex. For example, China’s current
export-oriented fighter programs—the FC-1 and the
J-8lIM—respectively incorporate a West European or
Russian radar and avionics suite; in addition, the FC-1 is
powered by a Russian engine. Finally, the PLA’s penchant
for off-the-shelf arms imports could be interpreted as an
indicator of growing frustration on the part of the Chinese
military with the defense industry’s inability or delay in
development and producing advanced weapon systems. The
PLA, for example, has recently concluded a number of
foreign weapons buys, including purchases of Su-30
fighter-bombers, medium-range SA-15 SAMs, Sovremennyy-
class destroyers, and Israeli AWACs systems, in addltlon to
the recent startup of Su-27 licensed-production.

Reverse-engineering has its own limitations: While the
Chinese often have been able to “indigenize” several types of
foreign missile systems, they have had mu%gl less success
with fighter aircraft (such as the MiG-23 ), helicopters
(sucrgmas the French SA-321G Super Frelon helicopter
[Z-8] ), or jet engines (sucﬁr% as the Spey, which powers the
new JH-7 fighter-bomber 7). In other cases, the Chinese
must turn to the original manufacturer for critical
components in order to successfully produce the copied
system. Larry Wortzel, for example, points out that Beijing
reverse-engineered the U.S.-designed AN/TPQ-37
artillery-locating radar, which China produces as the
Type-704; at the same time, the Chinese have attempted to
order a large number of spare parts for the AN/TPQ-37,
. . . R .- 66
indicating an inability to copy these components.  Even
when successful, reverse engineering is often a time- and
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resource-consuming chore—sometimes to the point of
starving other, more cutting-edge R&D. As a result, by the
time the Chinese have perfected a reverse-engineered
system, the “state-of-the-art” has progressed to the next
level, leaving the PLA with to a weapon that, although an
improvement to its current arsenal, does little to narrow the
technological gap with its competitors.

Technology Leveraging at the Level of Arms Production:
The Anecdotal Evidence. Besides problems with technology
leveraging at the product level, large parts of China’s arms
industry are experiencing frustrations with leveraging
advanced manufacturing technologies at the level of
armaments production. In the case of the aviation
industry, deficiencies in aircraft design capabilities,
metallurgy, avionics, and engine technology “have been
common and have prevented mass production.” —~ According
to a U.S. aviation industry representative, Chinese aircraft
factories were “less than optimum for the task” of
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cooperative manufacturing. ~ Jonathan Pollack and James
Mulvenon argue that the Chinese aviation industry, while
able to perform most of the tasks necessary to the assembly
of large commercial aircraft, was still deficient in several
areas of aircraft design, development, and production—and
while their assessments were largely directed at China’s
civil aircraft sector, these points appear applicabloe to
China’s advanced military aircraft programs as well.

The Chinese are already experiencing problems and
delays with their Su-27 co-production program—even
though it currently entails the relatively simple task of
assembling knock-down kits imported from Russia. While
the first two locally assembled Su-27 fighters achieved first
flight in December 1998, press reports indicate that the
aircraft immediately had to be taken apart and rebuilt due
to “sub-standard work.” This same report states that, due to
problems with absorbing advanced manufacturing
technologies and processes, it will be at least 2 years before
the Chinese aircraft factory building the Su-27 will reach
full-rate production; as a result, China will be able to
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produce only six or seven Su-27s annually over the next 3
years. =~ Consequently, at least 100 Russians will remain
on-site at the Su-27 plant to oversee production and
guarantee quality control.

Even China’s shipbuilding industry, after nearly 2
decades of modernization and expansion, is hardly at a
globally competitive level, technologically speaking.
According to a Chinese study of its shipbuilding industry,
while most advanced shipbuilding countries are at a level of
integrated hull construction and outfitting, utilizing
equipment- and information-intensive modular production
techniques (Grade 4 capabilities) and are moving toward
Grade 5 capabilities (“agile shipbuilding”), Chinese
shipyards are largely stuck at Grade 2 (basic hull
construction and pre-outfitting of metal ships), moving
toward Grade 3 capabilities (limited modular construction
involving hull block construction and zone outfitting).
Chinese yards still make only limited use of computers in
ship design and for nesting, interference checking, and
outfitting; consequently Chinese shipbuilders spend twice
as long on design efforts as in the West. In general, a
Chinese shipyard takes two to six times longer than
advanced shipbuilding countries to construct a comparable
ship. In addition, Chinese yards are deficient in several
areas of ship construction, including mechanization and
advanced welding technologies.

In fact, the acquisition of advanced manufacturing
technologies does not guarantee that they will be exploited
to their full potential. For example, while the Chinese have
invested heavily in acquiring sophisticated, numerically
controlled and multiaxis machine tools, they are often
underutilized. According to Pollack and Mulvenon, some
large pieces of equipment—such as five-axis milling
machines, stretchform presses, and autoclaves—are used Q.
infrequently as to hardly justify their maintenance costs.
An eyewitness account of a visit to a Chinese armored
vehicle factory mentioned an instance of workers milling
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engine parts by_hand, even as several multi-axis machine
tools lay fallow.

At the same time, much of the Chinese defense industry
continues to labor, with little success, to_overcome its
long-standing problems with quality control. ~ According to
representatives of Western companies involved in joint
ventures with the Chinese, quality assurance is still pretty
much an “alien concept” to the Chinese. ~ Aviation factories
are frequently described as dirty, %)orly lit, heated and
cooled, and generally disorganized. ~ Documentation and
standardization—critical elements of qualit / assurance—
are often lacking in aircraft production.  Within the
shipbuilding industry, Chinese surface combatants sport
“poor welding with signs of premature failure, inoperable
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equipment, and overall poor hull workmanship.” ™ The
Luhu-class destroyer contains limited damage-control
facilities and basic design flaws in the weapons control
room, exacerbated by poor construction.  Chinese-built
frigates delivered to Thailand in the early 1990s featured
hulls that buckled after firing trials of their on-board 5-inch
gun, compartments without access, and doors and ladders
that led nowhere; "~ in fact, upon arrival these ships had to
be put into dry-dock for rgpairs and to improve their
damage-control capabilities.

It would also appear that commercial-to-military
spin-on is considerably less than meets the eye. According to
Wendy Frieman, despite years of official support of dual-use
technology development, there is still little direct evidence
of strong links between commercial S&T breakthroughs
and the defense industrial base; in addition, it appears that
the best people are not being diverted to military
production, nor are current commercial technology
acquisition efforts begglg executed so that the defense
industry can benefit. ™ Most of the modern shipyards,
aircraft plants, ground vehicle factories, and perhaps even
missile facilities (i.e., those involved in building
space-launch vehicles) appear to do little, if any, military
production.
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In addition, with few exceptions, spin-on is not a simple
matter of “plug and play.” In certain areas—particularly
communications and information networking—the military
can rather easily piggyback off of commercial off-the-shelf
technologies (COTS). However, for most other appli-
cations—such as sensors, electronic warfare, and navigation/
guidance—it can require a considerable systems integration
efforst6 to adapt a piece of commercial technology to military
use.

With regard to spin-on in the shipbuilding industry,
Evan Medeiros has stated that “the conversion process has
had little impact on improving China’s ability to produce
modern warships equipped with advanced naval
technologies.”87 He adds that the opportunities for direct
spin-on of civilian design and construction are limited: the
shipbuilding industry’s low technology base, while
sufficient for cargo ship construction, offers little
value-added to warship production. In particular, advanced
naval designs require technologies and expertise, such as
damage control aQBd survivability, not accessible through
civilian products. Trggse limitations, Medeiros argues,
“will persist for years.”

Just as important, while defense conversion may lead to
the acquisition of technologies that could be redirected
toward military uses, the conversion process often acts as a
distraction from defense production. China’'s shipyards
have become so successful at commercial production that
warship construction (measured in gross tonnage) is no
more than perhaps 5 percent of all shipbuilding production
sector output. As a result, low-profit naval construction is
likely finding it increasingly difficult to compete with the
more Igocrative, export-oriented commercial shipbuilding
sector.” It is likely that aircraft factories that have
converted to civil aviation or ground ordnance plants that
now build automobiles and motorcycles—especially foreign
joint ventures that earn these enterprises hard currency—
may also oppose efforts to divert assets to military
production.
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Finally, there is no assurance that defense conversion
will even be a successful medium for spinning-on advanced
technologies into China’s commercial industrial base, let
alone the country’s military-industrial complex. In a study
of 1,000 cases of civilian technology transfer to China, for
example, only 200 came to any fruition; and of these, only
half (100 cases) were deemed successful.

Impediments to Technology Absorption
and Exploitation.

All in all, China has experienced considerable and
enduring problems “translating theory and design into
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reliable weapon systems.” ™ Several factors contribute to
the problems that the Chinese defense industry faces when
It comes to expanding its ability to absorb and leverage new
advanced technologies for armaments production. These
barriers can essentially be broken down into three groups:
technical, structural, and cultural.

Technical Deficiencies. China’s defense industrial base
lacks many of the basic technical skills necessary to fully
exploit acquired technologies. One of the most critical of
these is the defense industry’s apparently enduring weak
systems integration capabilities—the ability to
envision, design, and develop a finished weapon system out
of hundreds or even thousands of disparate components and
subsystems and get it to function to its fullest potential as a
single unit. According to a U.S. aviation industry
representative, the Chinese “are especially deficient in
systems integration” when it comes to aircraft
manufacturing; he adds that “Chinese engineers and
technicians are normally grounded in the basic discipline [of
aircraft production], however, practical applications,
manufacturingStechnoIogies, and overall experience are in
short supply.””” Pollack and Mulvenon assert that when it
comes to the systems integration and engineering process,
“the Chinese do not have a master plan that builds aircraft
from the bottom up. Instead, they try to take parts off the
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shelf that were never designed to be part %I any particular
end product and try to make them fit.”” Even the Cox
Report concedes that China “lacks the ability to integrate
the contributions of many disciplines that are required to
utilize the rapidly emerging new technologies. The PRC
system is urglé':lble to keep up with these basically new
approaches.”

Ironically, some of this deficiency in systems
integration/systems engineering on the part of the Chinese
arms industry appears to be related to its “excessive focus”
on technology acquisition over technology absorption.
According to Mark Stokes, Chinese defense enterprises
have traditionally purchased foreign equipment “without
much thought as to how to integerate various components”
into a single, workable system.  As such, arms producers
may acquire the “know-how” but not necessarily the
“know-why” of advanced weapons development and
manufacturing.” As one European aviation industry
_representative gsut it, “Technology transfer is not an event,
it is a process.”

Closely linked to the problem of poor systems integration
and systems engineering skills is limited workforce
expertise on the part of industry. According to one Western
analyst, the Chinese traditionally have paid insufficient
attention to training and workforce development. ~ Hence,
advanced machine tools often go underlfosed (or even
unused), due to a lack of skilled operators.” In addition,
factories often have so little actual contract work that many
skilled workers gain only very limited experience with
advanced manufacturing techniques; at the same time,
many young bright and enthusiastic engineers and
technicians have limited opportunligies to apply their
knowledge to actual programs. For their part,
state-owned enterprises (SOE) executives typically lack the
managerial and entrepreneurial skills and experiences
necessary to makelorg\arket-oriented investment and
production decisions.
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Structural Impediments. Another factor impeding the
Chinese defense industry’s ability to absorb and exploit new
technologies is overcapacity. Quite simply, the country
possesses too many workers, too many factories, and too
much productive capacity for what few weapons it produces,
resulting in redundancy and duplicat(i)gn of effort, inefficient
production, and wasted resources.”  For example, while
Chinese aircraft production is estimated to require only
about 200,000 workers, the aviation industr}/ possesses a
workforce nearly three times as large. 1% Within the
shipbuilding industry, output is only 17 tons per person per
year; in acomparable shipyard in a more aglo\éanced country,
this figure is 700 tons per person per year.” ~ And while this
sector has enjoyed considerable commercial and financial
success, it is beginning to fall victim to the consequences of
rapid and uncoordinated overexpansion: as new ship orders
have dropped and production has stagnated, yards are
underbidding each other in an effort to win new contracts.
Nevertheless, China continues to add new dry-docks,
heavy-lift cranes, and even a whole new shipbuilding
facility (the ultra-modern Waigaoqiao yard, near Shanghai,
due to open by 2000), which will nearly double the country’s
current shipbuilding capacity.

This overcapacity is exacerbated by an endemic lack of
sufficient capital. The government often does not have
enough maney to put prototype projects into serial
production. In addition, most defense enterprises are
starved of funds to underwrite plant modernization and to
retain skilled workers; a newly hired university graduate
entering the aviation industry, for example, earns less than
500 yuan a month—much less than he or she can make
working _in the coastal cities or for a foreign-run joint
venture.” Low salaries are partly the reason for the exodus
of skilled V\{ggkers from China’s new semi-conductor plantin
Huahong. Moreover, at least 70 percent of China’s
state-owned enterprises are operating at a loss—and the
arms indusltlgies reportedly are among biggest
money-losers.” As a result, most SOEs are burdened with
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considerable debt, much of which is triangular—that is,
money owed to them by othelglunprofitable SOEs and
therefore nearly uncollectable. ™ At the same time, most
SOEs are still saddled with their danwei (work unit)
obligations to pay for theim/vorkers’ housing, health care,
childcare, and retirement.

The highly compartmentalized, vertically
integrated, and secretive nature of the Chinese arms
industry makes it difficult for arms producers to diffuse
advanced technologies, share learning exlpl)griences, and
collaborate on advanced weapons projects. "~ According to
Pollack and Mulvenon, Chinese aviation enterprises
typically find it difficult to communicate with each other
horizontally, hampering “effective coordination;” as a
result, firms will often not share information, even on joint
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programs.”  This “stovepiping” has exacerbated the excess
competitiveness and redundancy in manufacturing
capability, since each defense enterprise often tries to “do it
all,” resulting in its acquisition of expensive machine tools
that it then hardly uses (lilr%stead of subcontracting the work
out to another firm). Compartmentalization, poor
interfirm linkages, and the lack of financial compensation
particularly affects dialogue and exchange between the
R&D institutes which design the weapons and the arms
factories that produce these systems and keep all the
profits. This process often results, according to one Chinese
observer, in poor morale and motivation, the loss of talented
workers, program delays, and poor quality assurance on the
part of the design institutes, who “bear the heavy burden of
continually breaking new ground but have nothing to do
B 116 . . .

with the subsequent harvest.” ™ Lines of communication
between consumers of armaments (the F1_>1L7A) and suppliers
(the defense industry) are equally poor.

Cultural Impediments. Finally, the heavily
centralized, hierarchical, bureaucratic, and risk-
averse corporate culture typically found within the
defense industry makes it difficult to_ extract greater
benefits from technology acquisitions. In their recent
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study on Chinese capacities for innovation, Yuko Arayama
and Panos Mourdoukoutas assert that “Chinese managers
do not have either the will, the expertise, or the freedom to
take the risks and make the adjustment associated with
innovations.” Production management is often highly
centralized and “personality-centric,” with most critical
project decisions being made by a single chief engineer. At
the same time, lower-level managers “tend to be conformist,
adhering to standard rules and procedures rather than to
personal jug ments based on their professional
experiences.”” Hence, they are usually reluctant to act on
their own to deal with problems that might arise on the
factory floor, inhibiting innovation and experimentation.
For example, Chinese technicians in the aviation industry
lack practical experience in handling modern technology
because of their “hesitancy of making a mistake and
failing.”

The “SOE mindset” within the defense industry also
undermines competitiveness and rationalization of arms
production. For example, senior executives in China’s
military-industrial complex will often award contracts in
order to preserve jobs and keep factories open, rather than
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on the basis of merit and competency.  For its part, the
central government has traditionallx been forgiving of bad
. . 24
performance within the SOE sector.

Larry Wortzel, citing a U.S. aerospace industry
representative, perhaps best sums up the impediments to
innovation and technology exploitation arising from the
defense industry’s corporate culture:

Part of the problem with Chinese [aircraft] manufacturing . . . is
that industrial management in China still relies on 1950s
Soviet styles. This involves “batch-building” a full order of
aircraft in advance based on state-planned and dictated order
for parts and materials. As a consequence of this system, there
are no direct lines of accountability for quality control, and no
cost-cutting discussions or steps available to mid-level
management. There is no competitive bidding for contracts,
workers are redundant, and schedules continually slip because
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state planning doesn’t have a fixed required-delivery date for
products . . . Young managers stay risk-averse and are
reluctant to change or improve the system."*

Reforming the Defense Industry: Reorganization,
Restructuring, and Rationalization.

China’s current system, according to Arayama and
Mourdoukoutas, “has yet to develop the entrepreneurial,
managerial, and governmental regimes needed to master
foreign technology and turn it into innovatigns that lead to
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sustainable competitive advantages.” The words,
although aimed at the country’s technological and
industrial base in general, ring particularly true for China'’s
defense industry. To be fair, the Chinese are certainly
aware of the deficiencies in their defense industry and are
undertaking efforts to improve their defense R&D and
production processes. The current reform initiatives have
their origins in the Fifteenth Communist Party Congress
held in September 1997 and in legislation approved by the
Ninth National People’'s Congress (NPC) in March 1998.
The 1997 Party Congress laid out a radical agenda for
restructuring and downsizing the SOE sector (including, of
course, the defense industries) and for opening up SOEs to
free-market forces—i.e., supply-and-demand dynamics,
competition, and fiscal responsibility. The 1998 NPC
refined this agenda by announcing plans to reorganize the
government’s defense industry oversight and control
apparatus and establish new defense enterprise groups. At
the same time, the NPC established alz?%-year timetable for
full implementation of these reforms.

Reorganization. One of the most important actions to
come out of the 1998 NPC was the dissolution of the old
COSTIND. COSTIND was created in 1982 to centrally
manage the process of research, development, testing, and
production in the Chinese defense industry. In addition, it
was intended to act as a bridge between the PLA and the
civilian defense industries in order to ensure that the needs
of the “consumer” were being heard and heeded; as such,
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COSTIND was partly staffed by the military and headed by
a PLA general. The self-evident failure of this organization,
however, led to the spin-off of the military half of COSTIND
into a new PLA General Armaments Department (GAD)
and the creation of a “new,” civilian-only COSTIND. The
GAD will act as the purchasing agent for the PLA,
overseeing defense procurement and watchdogging new
weapons programs. Meanwhile, the new COSTIND will
oversee defense-related S&T research, direct military R&D
and production, and fosrmulate and implement defense
industry reform plans.

Restructuring. Another key element of current defense

reforms is the creation of ten new defense industry
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enterprise groups (see Table 1). " These enterprise groups
replace the five old administerial-level pseudo-
corporations—such as the Aviation Industries of China
(AVIC), the China Aerospace Corporation (CASC), and the
China North Industries Corporation (NORINCO)—that
were essentially ministerial-level bodies directly
answerable to the State Council. These new defense
enterprises will be established as “genuine conglor%%rates,”
integrating research, production, and marketing. — At the
same time, the government role in the daily qg)lerations of
the defense industry will be greatly reduced, ~ and these
new enterprise groups will have the authority to manage
their own operations as well as the responsibility for their
own profits and losses. Current reforms include a
significant downsizing of the defense industrial base,
includinlg3 worker layoffs and factory mergers and
closures.” Both AVIC and the China State Shipbuilding
Corporation (CSSC), for example, have announced plans to
eliminate roughly one-third of their workforce by late 2000;
NORINCO and the China National Nuclear Corporation
(CNNC) have detailed lesser (although probl%gly
preliminary) layoffs in their industries (see Table 2). © At
the same time, rationalization of the defense industry will
likely include some factory closures as a result of govern-
ment-encouraged mergers, as part of the policy—
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enunciated at the 15th Party Congress in September
1997—of “letting the strong annex the weak.”

Old Corporate Entity

New Enterprise Group

Major Products

Aviation Industries of China
(AVIC)

China Aviation Industry
Corp. |

Fighter aircraft, bombers,
transports, advanced
trainers, commercial
airliners

China Aviation Industry
Corp. 11

Helicopters, attack aircraft,
light trainers, UAVs

China Aerospace Corp.
(CASC)

China Aerospace Science &
Technology Corp.

Space launch vehicles,
satellites, missiles

China Aerospace Machinery
& Electronics Corp.

Missiles, electronics, other
equipment

China Ordnance Industry
Corp. (COIC)/NORINCO

China North Industries
Group Corp.

Tanks, armored vehicles,
artillery, ordnance

China South Industries
Group Corp.

Miscellaneous ordnance,
automobiles, motorcycles

China State Shipbuilding
Corp. (CSSC)

China State Shipbuilding
Corp. (Southern shipyards,
based in Shanghai)

Frigates, smaller surface
combatants, commercial
ships

China State Shipbuilding
Industry Corp. (Northern
shipyards, based in Dalian)

Destroyers, commercial ships

China National Nuclear Corp
(CNNC)

China National Nuclear
Corp.

Nuclear energy development,
nuclear fuel and equipment

China Nuclear Engineering
& Construction Group Corp.

Construction of nuclear
power plants, other heavy
construction

Sources: China Daily, January 31, 1999; China Daily, February 5, 1999; Dow Jones
International News Service, March 23, 1999; China Daily Business Weekly
Supplement, May 9, 1999; China Space News, May 26, 1999; AFP, May 27, 1999;
Xinhua, May 28, 1999; China Daily, July 2, 1999; China Aero Information, July 9,
1999; NORINCO website (www.norincogroup.com.cn); private conversations with
Harlan Jencks and Mark Stokes.

Table 1. China Defense Industry Restructuring, 1999.

Defense Industry Reforms: Old Wine in New
Bottles, or Rearranging the Deck Chairs

on the Titanic?

So far, however, these reforms have been largely

disappointing. For one thing, if the intention of creating
these new industrial enterprise groups was to inject greater
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Current Corporate Estimated Workforce, Projected Layoffs,
Entity 1997 1998-2000
AVIC 560,000 150,000-200,000
CASC 270,000 None Accounced
NORINCO 800,000 90,000*
CSsC 270,000 60,000-120,000
CNNC 280,000 30,000*

* announced so far; further layoffs aniticpated

Sources: Harlan Jencks, COSTIND is Dead, Long Live COSTIND; CNNC brochure;
Airshow China ‘96 website; China Daily, October 3, 1997; China Daily Business
Weekly Supplement, December 7, 1997; Sing Tao Jih Pao (Hong Kong), December 23,
1997; Xinhua, January 7, 1998; Journal of Commerce, December 19, 1998.

Table 2. Projected Layoffs in the Chinese Defense Industry.

competition into China’s military-industrial complex—and
therefore spur innovation and greater responsiveness to
customer, i.e., PLA, demands—then these restructuring efforts
have largely been a failure. At one time, it was expected that the
Chinese would create large trans-sectoral, cross-competing
defense conglomerates, similar to the South Korean chaebols
or, more specifically, to horizontally integrated (ilefense
companies like Lockheed Martin or British Aerospace.  Such
a strategy would have entailed a much more complicated
restructuring of the defense industry, crafting enterprise
groups that would have competed with each other to produce a
broad array of weaponry. Instead, all Beijing did was break up
each of its former defense corporations into two new groups.

Even then, with few exceptions these new enterprise groups
do not compete with each other directly. Of the two new
corporations replacing AVIC, for example, all fighter aircraft
and commercial jetliner production will be concentrated within
one enterprise group, 3whlle all helicopter production will be
centered in the other.”” The nuclear industry will be split into
separate enterénrlses for either construction or nuclear energy
development.” NORINCO appears to be subdivided into one
enterprise group mostly concerned with building tanks,
armored vehicles, and other ground ordnance, while the
other has been almost entirely civilianized, specializing in
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. . 140
automobile and motorcycle production. Even naval
shipbuilding will see little direct competition between the
two new corporations replacing the old CSSC: the new
northern group will build destroyers, while the southern

. . 141 .
group will concentrate on frigates.” ~ In fact, the Chinese
appear to have intended that the new defense industries not
vie directly with each other. For example, the two enterprise
groups arising out of the CASC breakup “will not compete in
terms of products,” but rather, “in terms of their systems of
organization and their operational mechanisms.” In
addition, the new aviation groups were purposely “divided
. . . ) trea: . o, 143
into conglomerates with different responsibilities.

Rationalization of the defense industry has also been
much slower than expected. AVIC, for example, was
expected to lay off 60,000 wqg}l(ers in 1998; in reality, only
34,000 workers were let go.” At the same time, many of
these layoffs have been illusory—often, displaced workers
are transferred to “alternative” employment within the
same corporation or other SOEs are fol[lged to accept them,
or they are simply paid to stay home.” ~ At the same time,
there have been no public announcements of any defense
factories being closed or merged. In fact, it is increasingly
likely—particularly as the Chinese economy continues to
perform poorly—that the 3-year timetable for full
implementation of these reforms will slip by several years
and that many of the more drastic aspects of SOE reform
(i.e., workforce layoffs and enterprise bankruptcies) will be
mitigated for the sake of social stability.

It is unclear how independent these new defense
enterprises will be of government control or how responsible
they will ultimately be for their own financial well-being.
According to one Chinese publication, the two new aviation
enterprise groups remain under the “direct leadership of the
central government,” and will be “operated as state holding

" 147 . . R
companies.””  Beijing has made it clear from the beginning
of the reform effort that arms production is a strategic
industry too critical to national security to be privatized.
The central government will keep the new defense
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enterprises under much stricter supervision than other
types of reformed SOESs; these same rules, however, work in
favor of the arms industries: Beijing will be pressured to
continue subsidizing them in order to preserve key arms
programs.

Finally, and perhaps most important, the reform
initiatives announced so far do not directly address many of
the impediments affecting technology absorption and
leveraging—that is, the defense industry’s weak systems
Integration/systems engineering capabilities, the dearth of
workforce expertise, compartmentalization and redun-
dancy, and corporate culture. As a result, it is doubtful that
these reforms as they currently stand will go very far in
injecting market forces that would, in turn, drive innovation
and technology exploitation. Indeed, despite current
defense industry restructuring, Beijing has already called
for additional initiatives to “introduce administrative and
management reforlqgs to meet the demands of the socialist
market economy.”

Conclusions.

China’s military-industrial complex arguably has made
some impressive gains when it comes to producing highly
capable weapon systems. Beijing has a proven track record
in the area of reasonably sophisticated tactical missile
systems, particularly with regard to ballistic and antiship
cruise missiles, and, to a lesser extent, surface-to-air
missiles. From this, one could infer that China’s missile
industry does not suffer as much from the kind of
deficiencies—weak systems integration skills, overcapac-
ity, corporate culture, etc.—that retard technology
absorption and exploitation in other defense industrial
sectors. (It is perhaps revealing that, of all the defense
sectors, only the missile industry has not announced any
plans to lay off workers.) The shipbuilding industry has
demonstrated some success in leveraging commercial
technologies, particularly “soft” technologies like Western
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. 150 .- . .
management techniques.” The military isalmost certainly
benefiting from the acquisition of dual-use technologies in
such areas as telecommunications and information-
processing, including fiber optics, cellular and wireless
communications, computers, and the Internet. And despite
delays, the country is progressing in the development of a
modern, fourth-generation fighter aircraft.

One also should not rule out the potential long-term
impact of direct foreign assistance on Chinese capabilities
to leverage advanced technologies. In particular, the
presence and involvement of Russian and Israeli advisers
and technicians in Chinese arms factories and on key
weapons programs have considerable potential to aid the
Chinese in overcoming long-standing deficiencies in such
areas as design, engineering, and systems integration. In
addition, the growing use of foreign military technologies,
through licensing and other types of technology transfer,
offers considerable potential for advancing Chinese arms
production. According to Arayama and Mourdoukoutas,
given China’s poor capacities for innovation, “the only
rational choice for Chinese managers is imitation ... thatis,
mass production of producl'cssi invented and innovated
elsewhere around the globe.”

At the same time, this progress must be qualified. For
one thing, much of success within the missile sector is
directly due to the fact that it, along with nuclear weapons
and saltSezIIites, has been a national priority since the late
1950s.””" As a result, the missile industry has been the
beneficiary of considerable high-level support—in terms of
both money and manpower—held constant over several
decades; for example, two recent directors of COSTIND—
Ding Henggao and Cao Gangchuan (who currently heads
the GAD)l—S?’are both graduates of Russian missile
academies. " Given its limited resources, it will be difficult
for Beijing give equal time and attention to many other
weapons programs.
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Secondly, Chinese success in missile development could
be a result of the fact that it is technologically not as
challenging as other types of weapon systems. Missile
production is not exactly rocket science any more—it
requires the mastery of a relative handful of technologies
that, although not easy to master, are nonetheless mature
and increasingly proliferated: aerostructures, propulsion,
guidance, and warhead (witness the fact that at least a
dozen other developing countries have also developed their
own ballistic missile system5154). Missile systems do not
require the more complicated technologies typically found
In combat aircraft, armored vehicles, and warships, such as
life-support systems, communications and information
processing, self-defense and damage control, long-life
propulsion, and exotic materials. As a result, missile
systems may be less a pocket of excellence than an “island of
adequacy” surrounded by a sea of mediocrity. 155

With regard to other defense sectors, Chinese progress
in technology leveraging will continue to be less than
optimal, resulting in a haphazard, piecemeal, and
drawn-out military modernization process. At present,
China’s defense industry is still ill-suited to taking full
advantage of many military, dual-use, and production-
related technologies being made available to it. At the same
time, current efforts to improve the environment for
technology leveraging are inadequate. In short, the defense
industry is broken, and the Chinese are not fixing it.
Barring dramatic reforms, the future of China’s
military-industrial complex will most likely resemble the
present: a handful of promising technology developments,
impeded by delays, small and fitful production runs, and a
steep learning curve. As a result, while China may
experience some modest absolute gains in military
capabilities, it appears to be achieving little by way of
relative gains—that s, closing gaps in its military-technical
position vis-a-vis its likely regional competitors, who are
likewise striving t<536add new high-tech capabilities to their
defense postures.
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Admittedly, adequacy may be sufficient for China to
extract an impressive degree of asymmetric military
capability from its missile industry. Beijing can and
probably will attempt to leverage militarily its strengths in
missile technology and production to compensate for
weaknesses elsewhere. Nevertheless, a reasonably
proficient missile industry is hardly an indicator of an
overall advancing defense industrial base. Missiles can only
add so much to Chinese military capabilities, and in most
other areas—especially aviation, surface ships, and ground
equipment—the PLA is still not getting much bang for its
buck. Even in the missile sector, there remains considerable
uncertainty as to its ability to extract much military
capability from current technical inputs—particularly
when it comes to radar-guided air-to-air missiles,
land-attack cruise missiles, and other air-to-surface
precision-guided missiles (PGMs).

This is not to say that China does not or cannot
constitute a significant military challenge to the region.
Even if perhaps 90 percent of the PLA remains a “junkyard
army,” size still matters, and the sheer mass of brute force is
something Beijing still has in abundance. A large, relatively
backwards armed force, combined with a limited number of
indigenous military-technological breakthroughs and, in
particular, a few well-targeted arms imports, can still have
a significant impact on the balance of power in East Asia.
Nevertheless, if China succeeds in becoming a major
conventional military power, it will more likely be in spite of
its defense industry than because of it.
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CHAPTER 3

PLA LOGISTICS AND DOCTRINE
REFORM, 1999-2009

Lonnie Henley

The Chinese People’s Liberation Armyl (PLA) has
implemented a number of reforms in the past 2 years
intended to improve its ability to conduct mobile warfare.
The main impetusis the realization that the PLA is not agile
enough to cope with a fast-moving, modern opponent even
on its own home turf. In order to address these weaknesses,
the PLA is seeking to improve both its logistics support
structure and its operational doctrine. Even if successful,
these reforms may not significantly increase China’s power
projection capability, but they will improve its ability to
move and sustain forces within China and around its
periphery.

Two recent programs seem particularly important. One
encompasses a group of decisions aimed at standardizing
military operations and training. Chief among these was
the issuance in January 1999 of new “combat regulations” or
“operational ordinance” designed to standardize PLA
doctrine, te%ctics, techniques, and procedures for combat
operations.” The second is a 10-year effort to restructure the
logistical system of the entire PLA announced by the
General Logistics Department director, General Wang Ke,
in November 1998. If it is successful, logistics reform will
have a significant impact on China’s military capabilities,
as the inability to sustain large forces in intense,
fast-moving combat operations is among the PLA’s greatest
weaknesses.
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Logistics Reforms.

Wang Ke announced the logistics reform program at a
“Forum on the Features and Rules of Logistics” in
November 1998, and it was officially enacted at the
expanded meeting of the Central Military Commission in
December 1998. It was widely publicized in following
months, including special expanded meetings of the
General Logistics Department (GLD) in Beijing and
logistics depar3tments in the military regions and Service
headquarters.

The logistics program was also encompassed in the
major reform document of the late 1990s, PLA Combat
Order No. 13, “PLA Joint Campaign Program,” January 24,
1999, which is discussed in more detail below. The GLD
issued an All-Army Joint Logistics Implementation Plan
shortly thereafter, and the organization and planning Qhase
of the reforms got underway in the spring of 1999. This
phase was to continue into early 2000.

GLD Chief Wang Ke listed the following objectives:
integrate logistics for the three services;
supply work for units should be standardized,;
convert officers’ perquisites into cash allowances;

“socialize” logistics services [in other words,
out-source support functions to civilian contractors
and society at large]; and,

make management more professional and
“scientific.”®

Although not included on this list, another central
objective cited elsewhere is to improve mobile logistical
support for units operating away from their home areas.

Trial Programs. As has been PLA practice in the 1990s,
the GLD first set up large-scale trial programs in several
different regions to develop the details and work out
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practical considerations before the final decision was made.
Wang cited experimental programs in Shenyang, Jinan,
and Hainan beginning in 1998, and also pointed to 1998'’s
massive flood relief efforts as contributing greatly to the
understanding of joint service logistical operations. ® The
experimental programs did not include reorganization or
restructuring, but focused on single-Service facilities
providing vehicle repair, communications equipment
repair, medical service, and supply to other Services.

Experimentation has continued since the formal
decision in December, as the regions work out how best to
implement the new approach. Beijing Military Region (MR)
instituted a pilot program contracting out support functions
for four hospitals, one group army, and five division-level
units. Nanjing MR has begun relying on civilian supply
sources for vehicle parts.

Joint Service Logistics. At both the national and the local
level, the separate Services of the PLA—Navy, Air Force,
and Second Artillery (the strategic missile forces)—have
maintained separate logistical infrastructures since they
were created in the 1950s. (There is no separate ground
component headquarters in the PLA. The four General
Departments serve as both army staff and joint staff.) The
military regions’ logistics departments supported the Army
ground forces, as well as the organizations of the
“institutional” PLA—academies and schools, think tanks,
military region, district, and sub-district headquarters, etc.
The MRs exercised nominal control over the other Services’
logistics structures in the region, but actual control
centered in the Service headquarters in Beijing.

This system has become increasingly unsatisfactory, for
both operational and economic reasons. Lieutenant General
Jiang Jiesheng, commander of the GLD's Wuhan Rear
Base, outlined the operational imperatives in a February
article in Jiefangjun Bao:

Joint operations have become a principal form, and war is
manifested as confrontation between systems. The
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operational system has to be very much complete and in
harmony as a whole, and the logistics support system has to
work as an entity. Hence, implementing a joint logistics support
system among the three armed services has become a historical
necessity.’

Wang Ke characterized the old system as a relic of the
centrally planned economy, now woefully inefficient and out
of step with the rapid transition to market-based structures
in the past 2 decades:

The present logistics and supply system in the army was
established in the early 1950’s, with the Army, Navy, and Air
Force operating their own vertical supply systems under the
leadership of the General Logistics Department. This matched
China’s highly centralized planned economic setup and the
rather low level of army modernization at that time. As China’s
socialist market economy and the army’s modernization have
developed, the defects of this logistics and supply system have
become more and more evident; for instance, for the Army,
Navy, and Air Force to independently organize their own supply
does not match the demand of combined operations using a
variety of weapons in modern war; there is a serious degree of
duplicate construction, and supply efficiency is low and fails to
meet the demand of building the army’s quality; and
decentralization of powers with too many heads facing the
market cannot produce efficiency in scale.™

Under provisions of the reform program, those support
functions that are common to all Services are being merged
into new Joint Logistics [Sub-] Departments (JLD) in each
of the military regions’ logistics departments. The services
will retain separate logistics structures for supplies and
support unique to their own systems. Under the rubric of
“network-style zoned supply work,” the services are
surrendering hospitals, medical supply and maintenance
units, fuel stocks and distribution networks, general supply
warehouses, vehicle supply and maintenance units, and
some general transportation units to the control of the MR
JLD. The reorganization is to be completed by early in
2000.
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Role of the Military Regions. Some Western observers
think the demands of modern, high technology warfare
make the MR structure obsolete, and have speculated that
they may be abolished in the near future. The logistics
reform program, however, explicitly calls for strengthening
rather than reducing the role of the MRs and military
districts. With regard to joint logistics structures, Wang Ke
said,

We should build a logistical system based on the military
districts [jun qu] with joint supply for the Army, Navy, and Air
Force. . . . In instituting joint logistics for the three services,
proceeding from the current reality of the armed forces, it is
necessary to establish a new-style logistics system based on
the military district . . . .*?

(Jun qu, “military district,” is probably understood to
include da jun qu, which we translate as “military region.")
Wide Angle quoted General Wang, and added,

This means that the country’s military regions will remain
structurally unchanged for a long time to come and the
implementation of a new-type logistic support system capable
of simultaneously catering to the needs of the three services
will raise the position of the country’s military regions.*

Xinhua's (New China News Agency) report on the
reforms said,

The ongoing reform of linking the logistics work of the three
services is based on major military regions, which coordinate
the reform and take charge of the logistics supply of the
materials commonly used by the three services in the relevant
theater, thereby changing the independent and decentralized
support system in the past... Some Navy and Air force
hospitals as well as fuel and military supply warehouses were
handed over to major military regions.*

“Socialized Logistics.” In a major departure from the
PLA'’s tradition of self-reliance, the reform calls for the
military to turn to the civilian market economy as much as
possible for support functions, in an approach dubbed
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“socialized logistics.” (“Socialized” referring to society, not
socialism.) In part, this is an economic move, seeking to
capitalize on the efficiency of the market and reduce the
overall cost of support functions. But the main thrust is to
relieve military units of unnecessary overhead and allow
them to focus on their operational responsibilities. Thisis a
major departure from the Maoist tradition of minimizing
the Army’s burden on the civilian society, dating back to the
Eight Points of Attention and the Yan'an Spirit of the
anti-Japanese and Civil War era. Apparently anticipating
resistance to this change, the leadership has devoted some
effort to explaining and popularizing the new approach.
From Xinhua in June 1999:

In the past, the armed forces undertook too heavy a burden by
running their own kindergartens, schools, shops, restaurants,
laundry shops, bathhouses, canteens, heat supply centers, and
cleaning business, taking much of their military and civilian
personnel’s time and effort.™

From Wide Angle in March 1999:

After shaking off a heavy burden of logistic support, the
country’s military regions and the locally stationed ground,
naval, and air units will be able to devote more resources to both
military training and equipment management and this will
definitely help enhance the army’s capability of fighting and
winning a hi-tech war.*

From Jiefangjun Bao in February 1999:

[A]ln open equipment and technical support system takes the
military self-support system as the system border, and takes
society’s resources as the system environment. It allows
extensive exchange of information, material, energy and capital
between the system and the environment, making full use of
society’s material, human and technical resources,
strengthening the armed forces equipment and technical
support ability and economically, reliably and efficiently
fulfilling the military’'s weapons, equipment, and technical
service requirements. . . . An open equipment technical support
system is the effective measure to “contain the army in the
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people, unite in peace and war.” Once indicators based on
market information of various kinds of essential elements of
support power latent in society are understood, then it is
possible to reduce unnecessary storage and maintenance
ability in the system, and decrease the expenditure of the
system. An open system can raise equipment technical
support “resilience,” which is good for lowering peacetime
expenditures and can satisfy great needs in time of emergency,
adapting better to “both fields.”’

Socialized logistics will contract out most of the
day-to-day service functions that sustain the PLA in
garrison. Besides the items listed by Xinhua, other articles
have mentioned fuel supply, vehicle spare parts, garbage
collection, tree planting, child care, and management of
officers’ housing. Outsourcing of support functions will start
with garrison units and PLA institutes in majgr cities, and
gradually expand to include the entire force.

It appears that this shift does not include agriculture
and light manufacturing, the so-called “sideline production”
which occupies another large part of PLA manpower. There
are frequent references to Jiang Zemin’'s 1990 statement
that the PLA must “eat imperial grain” and not follow the
path of feeding itself, but always in a context thatisclearly a
metaphorical reference to the divestiture of commercial
activities supplementing the PLA budget, not to actual food
supplies. Similarly, Wang Ke’s December article says in
part,

With regard to the question of army engagement in production
operations, comrade Deng Xiaoping pointed out back in 1978
that units below army level must absolutely not run factories,
and this road must be cut off. Those run for profit must all be
shut down, no matter what reason is given.

Again, however, Wang focuses on for-profit operations,
and not on factories that make uniforms, boots, etc., for the
PLA’s own use.

CMC Vice Chairman General Zhang Wannian clarified
the issue in a speech in April 1999. Although he made no
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reference to the socialized logistics program, which was well
underway by then, he quoted explicit statements by Jiang
Zemin and emphasized that PLA agriculture and light
manufacturing are not affected by the ban on PLA business
enterprises:

Chairman Jiang pointed out: “The agricultural and sideline
production of the armed forces is an old tradition and is the
Nanniwan spirit, which we must carry forward, consolidate,
and improve. . .. Itis necessary for the armed forces to run some
agricultural farms, pigsties, and chicken farms to improve the
living standard of the soldiers. We have all along been doing
this. In the future, we shall continue to do so and should do an
even better job in this respect.”*’

One might argue that food is the most fungible of goods
which the civilian market in China is well able to supply,
and that agricultural production is one of the activities most
disruptive of military readiness and training. Obviously,
those are secondary considerations against the PLA’s
deep-rooted, almost sacred tradition of self-reliance.

Mobile Logistics. As the PLA has come to grips with the
requirements of Modern Local War under High-Tech
Conditions, it has become clear that the static, fixed-depot
structure of its logistical system is one of its greatest
weaknesses. In order to cope with a fast-moving, modern
military opponent, the PLA needs to be able to rapidly shift
its elite units across China to the site of the conflict, and
sustain them in combat without making them pull back to
the nearest depot for repair or resupply. Throughout the
1990s, the ground forces and the PLA Air Force (PLAAF)
have designated rapid response or “fist” units, and they and
the Second Artillery have practiced rapid deployment some
distance away from their home base for field training
exercises. Only a few units have done such deployments,
and with the possible exception of Second Artillery units,
seldom cross MR boundaries. But this is a major focus of
PLA modernization, and the logistics reform program seeks
to restructure tactical and operational level logistics
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elements to provide better support for out-of-area
deployments. The goal is that “military provisions should
arrive before the combat units arrive, and this is a necessary

. . .20 .
condition for unfolding a combat operation. This is
certainly a minimum requirement if the PLA is to develop
any serious mobile warfare capability.

The PLA is not abandoning its fixed-site logistics
structure, but it is seeking to graft on a mobile structure to
provide forward support to the maneuver units.
Components of the mobile logistics effort include repair at
forward positions, without evacuating equipment to the
depot or factory level, more responsive and more mobile
resupply arrangements; new organizations to support
out-of-MR air and ground units; and underway replenish-
ment for naval forces. All these concepts have been themes
of logistics work in the PLA for several years, and the
10-year reform program will build on previous efforts.

The MRs have experimented with a variety of
organizational structures in recent years to provide n;clabile
support, with Beijing MR reportedly in the vanguard. —~ The
current focus is on two types of organizations: emergency
support brigades, consisting of a medical battalion, a supply
battalion, a fuel battalion, and a transportation battalion;
and emergency military depots, encompassing ammunition
depots, fuel depots, general sungly warehouses, field clinics,
and transportation units.” Experimentation with
emergency support brigades began as early as 1994, when
such a unit was ggrmed by a logistics sub-department in
Guangzhou MR.™ There has been a spate of articles
praising support units that are able to conduct rapid repairs
on the battlefield or during convoy movements, without
evacuating systems to depot level.” The PLA Navy (PLAN)
has experimented with emergency support detachments
(fendui) to repair warships at sea rather than sending them
to factories for repair.”” The PLAAF has experimented with
composite mobile support detachments, assembled of
elements from several different organizations, to
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accompany figh'ggr units deploying to airfields along the
southeast coast.

Standardization of Supply Procedures. The farther a
PLA unitdeploys from its home base, the more difficulty itis
likely to have interacting with the support infrastructure at
its deployed location. Stock numbers, requisition
procedures, inventory standards, and other details of
supply operations vary from region to region, creating a
major hindrance to the PLA’s ability to deploy units across
China. This may account in part for the rarity of
cross-region mobility exercises. Although there are few
details on how GLD intends to address the problem, Wang
Ke cited standardization as a major priority of the reform
program:

[W]e must gradually establish a set of supply standard systems
and corresponding rules and regulations that are complete,
dovetail with each other, and are scientific, rational, simple, and
easy to implement, and implement scientific management and
adherence to law in army logistical work.*’

Monetization of the Officer Compensation System.
Another theme of logistics reform is the conversion of officer
perquisites into cash allowances, reflecting broader trends
in the economy as awhole. The daily life of ordinary Chinese
has changed dramatically in the past 20 years. In Maoist
China, both rural and urban residents received most of their
daily needs from their work unit, directly in the form of
locally produced products, or indirectly in the form of ration
coupons to exchange at state-owned stores and distribution
points. Housing, education, health care, rail tickets, cooking
fuel, and most other goods and services were either provided
in kind, or heavily subsidized by the state. The transition to
a market economy is convethBing almost all of those
exchanges to cash transactions.  Cash in the pocket, and a
choice of things to spend it on, creates a great deal of
personal freedom and encourages more efficient allocation
of goods, but the change also places a major strain on
employers including the PLA. Military personnel costs have
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skyrocketed, as the PLA has to provide its personnel,
especially officers, with ever-increasing volumes of cash to
pay for goods and services. Chinese officers assert, though
detailed figures are hard to obtain, that the PLA’s budget
increases over the past 10 years have been largely
consumed by this one requirement. = The monetization
process will continue under the logistics reform program,
with particular emphasis on housing and vehicles.
Construction and maintenance of officer housing will
meanwhile be transferred to civilian governggent programs,
as part of the “socialization” of logistics.  If successful,
officers will buy or rent their housing on the private real
estate market. Success depends to a great extent on the
broader effort to privatize urban housing throughout China,
however, 3&}nd that is a huge program with uncertain
prospects.

Housing is not the only part of the compensation system
that the PLA is trying to off-load onto civilian government.
Wang Ke cites an August 1998 “insurance decision for
military personnel,” under which responsibility for medical
and pension costs for veterans Killed or injured in the line of
duty is being shifted to the state insurance system—in other
words, to local governments. The March 1999 article in
Wide Angle discusses the intent to shift most of the “social
insurance” and “social support” burden for military
personnel to local authorities. The article confidently
predicts that the PLA can “mobilize the enthusiasm of the
local governments” for accepting this burden, because the
divestiture of PLA commercial operations will leave those
now-private enterprises highly “transparent,” and allow
local government enterprises to compete more effectively
against them. One needn’t be a hardened skeptic to question
whether localities will be quite so enthusiastic about this
shift. The author also characterizes the change as an issue
of equity within the PLA; the benefits derived from PLA
enterprises went to the small number of officers involved in
those activities, while this reform will benefit “the broad
masses of officers and men.”
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The primary advantage of providing officer benefits in
cash rather than in kind, besides shifting some of it out of
the military budget, is that the PLA can shed some of the
manpower and overhead associated with housing
construction and maintenance, medical care, and personal
services such as drivers and household servants.

Not directly related to the monetization of officer
perquisites, but in pursuit of similar objectives, is the
establishment of new ranks and pay scales for non-
commissioned officers in the July 1999 revision of the
Soldiers’ Service Regulation. The regulation creates six new
grades, NCO 1 through 6, with a payzscale that increases in
line with rank and term of service.

Other Logistics Changes. There have been several other
aspects of logistics reform mentioned in the press over
recent months.

- Funding for logistics. One article cites the divestiture of
PLA commercial enterprises as being directly tied to
increased funding for maintenance within the PLA:

In the past, some army units carried out commercial activities
on the pretext of raising maintenance funds for the grassroots
military units. However, only a small part of the funds raised by
the units concerned had actually gone to the grassroots units... ..
[the CMC] came up with a decision in the second half of 1998 on
banning the army and the armed police from commercial
activities within a short period of time and increasing the
army’s maintenance funds in a timely fashion and adopted
resolute measures to thisend . . . .*

Skip-echelon logistics. Several articles mention
streamlining logistics operations within the MR, allowing
direct links between the MR Joint Logistics Department
and regional level support units, on the one hand, and
division, brigade, or regiment level units on the other.

Food service reforms. These include increasing the
standard dietary allowance for soldiers, with more meat
and greater variety (but no increase in per-soldier
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budgetary allowance for food); improved field kitchens, to
better support mobile operations; issuing combat rations of
toasted rice and hard tack instead of uncooked rice, to
improve survivability on the battlefield by reducing the
need to light fires in order to eat; and developing frozen and
packaged foods for the destroyer Qingdao and training ship
Shichang for their foreign port visits last year, with
increased “freshness” so that sailors would not have to
subsist for weeks on the standard PLAN at-sea rations of
instant noodles and canned food.

- Emphasis on faster throughput by the transportation
system. Again, the PLA press cites the 1998 flood relief
operations as having provided valuable real-world
experience in rapid resupply operations. An interesting
application of these efforts is a focus on faster intermodal
transfer of materiel (from land and air, to sea modes) in
support of joint ser§/6ice operations offshore and along the
coast near Xiamen.

Improvement of logistics structures in the reserve
forces. Fujian MD recently created a reserve force logistics
brigade. Hubei MD is restructuring its reserve bridging
units, in part to provide better support in future civil flood
relief operations, while arguing with local governments over
who should pay for such operations. Xinjiang MD is
increasing its investment in dual-use transportation
infrastructure, especially roads and service stations along
the Tarim Desert Highway.

The logistics reform program seems to represent a
wide-ranging change in the structure and philosophy of
PLA logistical support, based on 5 years of planning and
experimentation. The official program has just begun, and it
will be several years before we can assess whether it is
achieving much progress.
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Standardization.

Most of the other reforms instituted over the past year or
two can be understood as an effort to create more
standardization within the PLA. Obviously, no large
military can be completely standardized. Units will always
be tailored to their mission and local terrain, or differ just
because that's how they developed over the years; the
equipment inventory will always vary from unit to unit,
because no large military can modernize all its equipment
at once, and older systems retain some utility for some
missions; commanders and staff will always interpret
training standards and operational doctrine in their own
way.

Within these inevitable limits, however, those units that
deploy and fight away from their home region need to share
key operational approaches and concepts with the units
fighting alongside them. Standardization of supply and
support procedures is important in this regard, as discussed
above. Equally important is some uniformity in how officers
are trained, and the development of the professional
military education system over the past 20 years has

. . . . 38 .-
contributed significantly to this goal.” In a military where
most officers spend their entire career in one division or
even one regiment, it is useful to bring them together on a
regional or national level a few times in their career to study
concepts and techniques of operation. But the most
Important consideration is that units from different parts of
China must share the same understanding of how to fight
and how to operate on the battlefield if they are to merge
seamlessly when brought together for combat.

Operational Doctrine. In January 1999, CMC Chairman
Jiang Zemin signed an order implementing the first major
revision to PLA operational doctrine since the mid-1980s.
The old regulations, now referred to as the “first-gener-
ation” effort to standardize PLA operational procedures, did
not address joint service operations or warfare under
high-technology conditions, did not cover the full range from
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national- and campaign-level down to unit-level operations,
and obviously did not incorporate the lessons of the Gulf
War and other 1990s campaigns or evolving %)ncepts
referred to as the “revolution in military affairs.” ~ The 13
new combat regulations, known collectively as the “Chinese
People’s Liberation Army Joint Campaign Program,” are
designed to rectify these omissions.

The new regulations, also called “operational ordi-
nances,” are the embodiment of 7 years of experimentation
and reform in the PLA. From 1992 to 1995, the PLA
conducted a series of what Americans call warfighting
experiments. A number of units throughout the PLA were
assigned to work on different aspects of modern
warfare—night fighting, electronic warfare, battlefield
mobility, strategic mobility, counter-reconnaissance and
counter-surveillance, etc. Since 1995, we have seen several
large-scale field-training exercises and numerous smaller
exercises that attempted to pull together these separate
components into coherent “methods of operations.” The
development of these methods has been a constant theme in
the Chinese military press in the late 1990s.

Now we are told that during this same period, 1995 to
late 1998, a body called the PLA Combat Regulations
Compilation Committee has been coordinating a PLA-wide
effort to codify the doctrinal concepts developed in these two
phases of field experimentation. This committee included
staff officers from all Services and all echelons, as well as
researchers from PLA academies and think tanks. After
extensive coordination and four meetings with the General
Departments, the committee submitHed the regulations to
the CMC for approval late last year.

There has been no explicit statement yet of the content
or even titles of the 13 regulations, but one report says they
are grouped into two categories: campaign regulations,
further grouped into joint service campaigns and single-
Service campaigns; and combat regulations, including
“general regulations, the regulations for the combat

69



operations conducted jointly by the units of different
services, and the regulations for the combat operations
conducted jointly by the units of different arms and different
specialties.” (The latter seems to refer to what the U.S.
Army calls combined arms operations—infantry, tank,
artillery, etc., working together—rather than joint-service
operations.) The report later lists areas the regulations
focus on, which may correspond to the 13 separate
regulations. These areas are campaign principles; combat
principles; campaign modes; combat modes; basic tactics;
command system; logistics support; equipment support;
political work; information warfare; electronic warfare; air
defense; and countermeasures against the enemy’s high-
tech arms.

More information and time are required before we can
judge the impact of these new regulations on PLA
operational capabilities. At a minimum the regulations
embody nearly a decade’s worth of PLA thought on how to
implement the general concept of “modern local war under
high-tech conditions.” They will certainly focus on the same
concepts we have seen in PLA exercises over the last 4 years:
progress toward joint operations; the expectation of a
high-tech enemy, a focus on innovative tactics to neutralize
the opponent's advantage; and efforts to create a more
realistic training environment.

It is also likely, however, that except for those forces
tagged for a potential conflict with Taiwan, the regulations
will display the same muddle concerning strategic
objectives that have characterized PLA modernization
efforts in recent years. China has no major ground threat
since the end of the Soviet Union and the collapse of Russia’s
economy, yet it retains one of the world’s largest armor and
mechanized force structures. Much of the PLA’s experimen-
tation since 1992 has focused on a large ground fight against
a sophisticated opponent. Yet the likelihood of the U.S.
Army invading China, or of anyone else being able to even
contemplate such an attack, must seem vanishingly remote
even to the PLA. China already possesses an enormous
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military advantage over its land neighbors, at least for a
conflict within reach of its MR-based logistical network.
Training to confront a high-tech opponent does make
China’s ground forces better, but without a ground threat to
the homeland, it does not increase China’s useable military
capability, unless the PLA builds a logistics structure to
project and sustain those forces outside China—and there is
no evidence Beijing wants or intends to build such a
structure.

Military Terminology. Standard doctrine requires a
standard vocabulary. A new edition of Chinese PLA Military
Terminology, China’s equivalent of the U.S. Dictionary of
Military and Associated Terms (Joint Publication 1-02) , was
iIssued in 1998, replacing the previous 1982 edition. Most of
the jargon associated with high-tech warfare has come into
use in Chinasince 1982, and the need for standardization is
clear to anyone trying to make sense of exactly what a PLA
publication is talking about. The Jinan MR newspaper cites
the new dictionary, disseminated down to company level, as
laying down standards for PLA units in the same manner as
do the Common Regulations.

Training Procedures and Evaluation Standards.
Another effort at standardization focuses on the content of
field and garrison training and on the criteria for evaluating
such training. The PLA General Staff Department (GSD)
Training Department has been issuing army-wide Master
Training Plans for the past several years. New evaluation
standards for both unit and individual training were
promulgated by GSD at an army-wide training reform
meeting in late 1997, under the title of “Provisional
Stipulations for Grading Military Training.” The directive
applied to regimental and lower level unit traini£13g that
year, and to division level training starting in 1998. ~ There
has been no detailed reporting, however, on the content of
the training program or on the evaluation standards.
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Reorganization.

As of mid-1999, the PLA is engaged in a widespread
restructuring of combat units and noncombat organizations
and institutions. As the PLA leadership warned in early
1998, this phase of reorganization involves the “abolish-
ment, merger, downgrading an4c£|1 reorganization of units and
the departure of individuals.”  Only the broad outlines of
this reorganization are yet available, but some basic themes
are apparent. One is a straight manpower reduction, with
the focus on reducing the proportion of light infantry among
the regular PLA forces. So far, some 14 light infantry
divisions have been transferred to the People’s Armed
Police, and anumber of other units have been reorganized to
concentrate available major systems—tanks, infantry
fighting vehicles, artillery, etc.—into smaller units. Some
maneuver divisions are being reorganized as brigades, and
some artillery regiments have been upgraded to brigades
with Hle transfer of equipment from other, disbanded
units.

Another theme of structural reorganization is the
streamlining of the “institutional” PLA: military region
headquarters, garrison units, academies and schools,
research institutions, etc. The reorganization started with
iIssuance of revised “Common and Garrison Regulations” in
October 1997. StreamlLrging of military region-level organs
began in August 1998. ~ The U.S. Army in the early 1990s
managed to cut combat units, but had less success in
reducing headquarters staffs and the institutional Army; it
will be interesting to see whether the Chinese are any more
successful than we were.

Assessment of the Effect of These Reforms.

The most important issue raised by the reform programs
Is whether they constitute the kernel of a significant power
projection capability for the PLA. The short answer, in this
analyst’s judgement, is no. The logistics reform, if
successful, will improve the PLA’s ability to sustain its
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forces in high-intensity combat in or very near the
homeland, but it strengthens rather than mitigates their
dependence on a geographically fixed logistics infra-
structure. Organizations to provide mobile logistics on the
battlefield are one precondition for power projection, but the
other components required to sustain large maneuver
forces in combat outside of China remain absent from
Chinese force structure, support concepts, and reform
plans. These include logistics elements organic to major
maneuver units, making them more self-sufficient in
transportation, first- and second-line maintenance,
evacuating and repairing battlefield equipment casualties,
and maintaining and transporting mobile fuel and supply
stockpiles. They include port-opening and airfield-opening
packages, capable of creating the far end of a logistical flow
structure with minimal reliance on local infrastructure.
They include vastly greater airlift and sealift capabilities
than the PLA has chosen to buy, and the combatant escorts
and refueling units to get the lift to its destination. They
include construction engineers to build the land-based
transportation infrastructure at the far end of the
operation.

The logistics reform program addresses critical
weaknesses in the PLA’s operational capabilities. If
successful, it will improve the PLA’s ability to fight a
modern high-tech conflict on or near Chinese territory. But
It does not contribute significantly to regional, much less
global, power projection.

At the operational level, the restructuring of the ground
forces and the development of improved doctrine continue
the PLA'’s progress toward competent combined-arms
operations. The PLA still has a long way to go toward
effective joint service operations, but the new combat
regulations firmly establish joint operations as a goal for
continued doctrinal development.

More broadly, the reforms represent a major step
forward in the regularization of PLA operations. The
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“first-generation” combat regulations of the 1980s were far
too general in their scope to constitute operational doctrine
In the Western sense. If the 1999 ordinances prove to be as
detailed and comprehensive as initial reporting indicates,
they, together with the comprehensive restructuring of the
force and the 10-year logistics reform program, will
represent a major milestone in the professionalization of the
PLA and its slow maturation as a military institution.
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CHAPTER 4

POTENTIAL APPLICATIONS
OF PLA INFORMATION WARFARE
CAPABILITIES
TO CRITICAL INFRASTRUCTURES

William C. Triplett 11

Introduction.

There is a consensus among specialists that the United
States is the world leader in Information Warfare (IW).
Nevertheless, if the United States were to have a significant
offensive IW targeting the critical civilian infrastructure of
foreign countries, details of such a program would not likely
be public information. In fact, the phrase, “computer
netV\Z/ork attack” (CNA) was classified until about 2 years
ago.” The financial resources devoted to sugh a hypothetical
program, as well as some of the locations~ where the most
sensitive offensive IW Research and Development (R&D) or
operations could be carried out, would similarly be
restricted information. The capabilities of such a
hypothetical program would be cIoseIX held to the point of
approximating stealth 2 decades ago.

An extensive look at the U.S. official unclassified
publications on IW indicates they are mostly devoted to
military-on-military applications [Command and Control
Warfare], particularly within the Revolution in Military
Affairs (RMA) context. There is also a heavy emphasis on
defensive measures and only a rare mention of U.S. offensive
capabilities. Roger Molander of RAND candidly outlines one
aspect of the problem:

The sensitivities of our friends and allies and the
political-military capital that might accrue to possible
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adversaries from increasingly open emphasis on U.S. offensive
SIW [Strategic Information Warfare] initiatives has largely
kept the more definitive information on these capabilities in the
back room. Some SIW offensive capability clearly exists (and
some has been demonstrated) but the full potential is politically
and militarily sensitive.’

Added to the issue of a possible propaganda black eye is
the question of countermeasures. There is no physical
defense ag%inst a nuclear-armed missile except a preemp-
tive strike, something of a high-risk operation. As a result,
the declared nuclear powers have 9dopted a policy of highly
publicized and credible deterrent.  IW, on the other hand, is
subject to effective8 countermeasures to the point that
Electronic Warfare, for example, is subject to a constant
offense/defense battle of counter-counter-counter, etc.,
measures. If it were known, for example, that the United
States was successfully targeting foreign power grids for
CNA, then a prospective opponent should be able to invest
the resources necessary to frustrate that capability. °

In short, simply because a certain military capability i Is
not announced does not necessarily mean it does not eX|st

Definitions and Scope.

Definitions. IW is in a state of becoming, and definitions
are not universally agreed upon. " In some cases there is an
aversion to using the word “warfare” so that “Information
Operations” is the politically correct term of art.
Additionally, IW or 10 can have an expansive meaning that
even includes Civil Affairs. For the purpose of this exercise,
IW will principally mean CNA with the inclusion of
Precision Strike, Denial and Deception, Special Operations
and Psychological Operations, as appropriate. ©

Scope. The object of warfare is to make an opponent
accept your goals, not his. Your goals may be territorial
conquest, hegemony without territorial absorption, or even
deterrence of offensive operations. For example, one may
wish to exercise deterrence against a third party while
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engaging in operations against a second opponent. Because
IW is relatively cheap, it lends itself to sudden assault.
Because modern societies are increasingly vulnerable,l it
could be an effective military tool for reaching your goals.

This exercise is designed to look rather narrowly at how
the Chinese People’s Liberation Army (PLA) IW capabilities
might be applied against foreign critical infrastructures for
political/military purposes. A broader study would consider
other PRC institutions V\lljlth IW capability, such as the
Ministry of State Security” and other IW applications, such
as espionage. Such a study is recommended.

A Summary of PLA IW Capabilities and Doctrine.”

If the Liberation Army Daily (LAD) should announce
that the PLA has the capability to change Japan National
Railways (JNR) switches at will using CNA from outside of
the country, it would cause a sensation. Any responsible
Japanese Government would immediately move to head off
this obvious threat to public safety. There would probably
also be an intense examination in Japan of other parts of the
Japanese critical infrastructure of the potential risk.
Repercussions would spread to other countries as well. In
short order, whatever offensive IW capability the PLA had
would be countered both at the JNR and other infra-
structure nodes. The Japanese and others in the region
would have their alert level raised considerably.

The LAD has not, so far, made such a claim and seems
unlikely to do so but arguing from the U.S. analogy, absence
of publicity does not necessarily mean absence of capability.
From the externalities, however, what can we summarize
about the PLA’s IW capabilities or even the PLA’s
opportunity to have an IW capability, if it so chooses?

An IW Program. It is fairly well-established that the
PLA has some kind of IW program. The U.S. Department of
Defense writes, “the PLA has shown an exceptional interest
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in information warfare.”*® Others rank the PLA program
right behind the United States and Russia. *

Leadership Support. In a 1998 think piece on future
warfare, PLA Chief of Staff General Fu Quanyou added
“information warfare” to a list of new forms of combat that
also included air strike, missile and electronic warfare. —~ At
a Commission on Science, Technology, and Industry for
National Defense (COSTIND) meeting in 1995 General Liu
Huagqing is alleged to have said:

Information warfare and electronic warfare are of key
importance, while fighting on the ground can only serve to
exploit the victory. Hence, China is more convinced (than ever)
that as far as the PLA is concerned, a military revolution with
information warfare as the core has reached the stage where
efforts must be made to catch up with and overtake rivals."

There is some indication that W Qoas the support of
rocket scientist-emeritus Qian Xuesen,  and, according to
one observer, there is “a push t02ward establishment of a
high level leading group” on IW. "One also has to assume
that having repeated access to the pages of the LAD
indicates some measure of political support for IW, since the
LAD is published by the PLA’'s General Political
Department.

Financial Resources. There is no unclassified answer to
how much money the PLA is prepared spend on IW.
According to one unconfirmed report, the PRC is intending
to pour “billions” ofz,zb\ustralian-dollar equivalents into the
PLA’s IW program.

However, it would seem that there is an opportunity to
fund an IW program if they wish. At the end of 1999, the
PRC claimed approximately 155 billion U.S. dollars in
foreign exchange reserves. Billions of U.S. dollars have
already gone into a series of very expensive military
purchases from Russia, Israel, and other sources. In the
spring of 1999, the Republic of China on Taiwan (henceforth
Taiwan) found that the PLA had re-created an exact,
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one-for-one, duplicate of CCK Air Base in central Taiwan.
CCK was designed in the 1950s by the U.S. Strategic Air
Command with very long runways and ultra-wide taxiways
to handle B-52s. Even considering the relatively low cost for
construction labor in China and the location in the desert in
Gansu Province, creating this duplicate must have been
very expensive. It would have required approval at very
high levels, and the leadership must have been convinced of
its importance. Given how inexpensive a reasonable IW
program would look against the re-creation of a SAC base in
Western China, it would seem the funds should be
available.

IW Theorists. We have a list of the names of the major
theorists whose work appears in LAD or similar
- . 23 -
publications.”” Whether these are real persons in all cases,
or pen names, or committees are unknown.

IW Research and Development Centers. There is a list of
IW R&D Centers to which we must add the new Science and
Engineering University and the new PLA Information

. . R . 24 .
Engineering University at Zhenzhou.” However, consid-
ering again the American example, some of the more
sensitive centers may well be elsewhere.

Tools: SIGINT. The PLA “maintains by far the most
extensive signals intelligence (SIGINT) capabilities of all
the countries in the Asia/Pacific region.” ™ Just this year,
according to one unconfirmed report, they expanded their
SIGINT facilities to include Cuba, where they may be
intercepting telephone calls along the East Coast of the

R 26
United States.

Tools: Electronics and Telecommunications
Infrastructure. Without doubt Beijing is developing the
domestic infrastructure that could support a serious W
program. This includes microelectroni%c,, computers, and
fiber-optics-based telecommunications.

Tools: High Performance Computers. The Cox
Committee noted that between January 1996 and the end of
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1998, over 600 American-origin high performance
computers (HPCs) were delivered to China. The number is
undoubtedly higher today. The Committee believes that
such HPCs could prove valuable for offensive IW by giving
the PLA the tools to explore “U.S. information networks and
their vulnerabilities.” Such computers, the Committee says,
are also useful for the development of IW associated
technologies such as jammers, microwave weapons, and
anti-satellite weapons. The Committee notes that the PRC
does not permit end-user checks and therefore it cannot be
determined with precision where the HPCs are or to what
purposes they might be put. There have been a number of
recent cases where HPCs made their way to military
end-users, creating a sense of uneasiness, at the least.

Tools: Technical Personnel. The Cox-Dicks Committee
estimated that “at any given time there are over 100,000
PRC nationals who are either attending U.S. universities or
have remained in the United States after graduating from a
U.S. university.” They noted, correctly, that these students
are “a ready target for PRC intelligence officers and PRC
Government-controlled organizations, both while they are
in the United States and when they return to the PRC.” ™ A
National Counterintelligence Center report claims the PRC
Is recruiting ethnic Chinese students around the world who
have expertise in certain weapons and weapons-related
skills including computers.

As early as the fall of 1994 the PLA was telling the
domestic Chinese press that it was recruiting “returned
students” who have experience in “supercomputegis" and
“artificial intelligence,” both building blocks for IW. ™ In the
summer of 1999, President Jiang announced the
establishment of a cash awards fund designed to lure
Chinese students with science and technology skills back to
China.

There is definitely a domestic training program as well.
In July 1999 the LAD discussed the need for “Intggnet
warriors” who could take part in “Internet combat.” " The
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PLA is also offering scholarships for Informatlon Warfare
students at Beijing and Qinghua Universities.

Tools: High-powered Microwave Weapons. As the
Cox-Dicks Committee noted, high-powered microwave
weapons (HPMs), sometimes known as radio frequency
weapons, have a particularly important role to play in any
serious IW program. The report also accused the PRC of
illegally obtaining U.S. R&D information on

. 35 .
“electromagnetic weapons technology.” ~ This apparently
occurred in the late 1990s.

China has a national HPM program as does the United
States, Russia, the United Kingdom, and France. China’s
foremost expert on HPMs is Dr. Lin Weigan (University of
California, Berkeley 1950) and there are institutes devoted
to this research.

PLA writings make a clear connection between HPMs
and IW. For example, in 1995, a COSTIND researcher
praised HPMs’ ability to “destroy the opponent’s electronic
equipment and electronic telecommunications systems.
This is a special kind of information-intensified weapon for
waging information warfare.”

Russia is considered to be the world’'s leader in HPMs,
with research concentrated at the Instit3ute of Applied
Physics and Lebedev Physics Institute.” Some of the
Russian HPMs are suitcase-size and have been3gold on the
open market to at least Sweden and Australia.  If the size
could be further reduced, they might be deliverable by
Unmanned Aerial Vehicles (UAV). There are no open-
source indications that the PLA has purchased Russian
HPMs of any size or that Russian HPM specialists are
assisting the Chinese program, but under the current
circumstances it is certainly worrisome.

Tools: Precision Strike. U.S. doctrine for offensive
Information Operations include “physical attack/
destruction,” i.e., long-range precision strike. =~ PLA
theorists have no difficulty making the link between

85



“precision attacks” and “information warfare.” It is
abundantly clear that serious PLA resources are going into
offensive missile stril§f23 capability, and that these efforts are
seeing some success.

The connection between IW and air power is also not lost
on the PLA, as two authors pointed out in China Military
Science: “Air power’s exclusive strength in information
warfare has made it a key factor for armies of all
countries.”

Tools: Special Operations. U.S. doctrine for Information
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Operations also includes Special Operations.  In recent
years there has been considerable public attention paid to
PLA special forces/special operations, including airborne
troops, perhaps indicating that they are receiving more
resources. In the summer of 1999, Wen Wei Pao published a
report on “Special Forces: Emergency Mobilization for
Long-Range Assault.” The report discusses the new
equipment available to Chinese Special Forces, including
motorized hang gliders, and asserts that their mission

includes “going deep into the enemy heartland.”

Doctrine: Reading American Literature. PLA the%ists
are clearly reading the U.S. open-source literature. For
example, U.S. Army Field Manual 100-6, “Information
Operations,” has been translated by the PLA’s Military
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Science Publishing House.

As another example, in the summer of 1999 there was an
article on a Beijing-based Internet site discussing the June
3, 1995, National Defense University exercise, “The Day
After...in Cyberspace,” which appears as Appendix C in the
RAND publication Strategic Information Warfare published
in 1996. ° PLA writers tend to use virtually the same
definitions of IW that the United States does: “electronic
warfare, tactical deception, strategic deterrence,
propaganda warfare, psychological warfare, computer
warfare, and command and control warfare.” ~“From time to
time, thereis talk of an IW with Chinese characteristics, but
there is no evidence that such a creature exists as yet. PLA
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theorists speak of IW as a new form of “People’s War,”
meaning civilian technicians in uniform at the keyboard,
but that would be the case under any Western program as
well.

Doctrine: Writing Their Own Literature. The theorists
are certainly talking about it. Articles have appeared in
LAD on the subject since 1987, and in the first 9 months of
1999 the wordgo“information warfare” appeared in LAD at
least 10 times.” They began publishing books on the subject
as early 1985, and there aredmportant symposia covering
IW sponsored by COSTIND.

Arguably the most significant article appeared in LAD
on November 11, 1999. The three authors argued that the
PLA should create a “net force” equal to the PLA Army,
Navy, and Air Force. They also argued for an “offensive
technology” capability.

Doctrine: Preemptive Strike. One might argue that the
PLA has a long association with surprise attack, i.e.,
preemptive strike. Certainly the Vietnamese would agree.
It is, therefore, not surprising that PLA IW theorists have
been quick to see IW as a preemptive strike weapon. In an
often-quoted 1996 LAD article, Lu Linzhi pointed out that,
“In military affairs, launching a preemptive strike has
always been an effective way in which the party at a
disadvantage may overpower its stronger opponent.” Lu
calls for zeroing in on “enemy troops as well as the
war-making machine.”

Training and Exercises. There has been a lot of
discussion going back several years about training for IW.
For example, in February 1999 the LAD ran a story titled,
“Train Talerél?'ged People at Different Levels for Information
Warfare.””~ According to a COSTIND-controlled
publication, the PLA’'s Communications Command
Academy is offering a cross-disciplinary course on IW based
on textbooks prepared by experts from the PLA Engineering
Institute, the General Staff Department, the Academy of
Military Sciences and the National Defense University. The
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Annual Harvard Senior Militg14ry Officers program for PLA
officers includes IW training.

By one account, IW was iggluded In the spring 1996
exercises in the Taiwan Strait. Two years later Shenyang
Military Region was boasting of its IW exercises in LAD,
“Accept a New Challenge, Exercise in New Topics—More
than 20 Achievements Tested by Shenyang Military Region
Live Information Warfare Exercise.” Just recently Lanzhou
Military Region was conducting “Red Team-Blue Team”
Information Warfare exercises that %gened with a surprise
network attack by the “Blue Team.”

In summary, the Chinese have an IW program, they
have a reasonable level of leadership support, sufficient
available resources, the necessary tools (or are acquiring
them), and they are working on doctrine in the right
direction and conducting military exercises that feature IW
prominently. Their level of competence is as yet unknown,
perhaps to themselves as well.

The next question is “What's the most likely appli-
cation?”

Potential Applications I—The United States.

Today there exists a level of concern bordering on alarm
in official Washington over U.S. vulnerability to CNA
against critical infrastructures. A former Director of NSA
called the United States the most vulnerable country in the
world to CNA and in 1996 then-CIA Directog7J0hn Deutch
expressed similar concerns to the Senate.” The issue is
being studied in the public policy institutes. Some two major
commissions have convened on the matter, and the Defense
Science Board has reported on it. Even the Senate Y2K
Committee drew attention to it. A series of useful U.S.
General Accounting Office reports on the threats to critical
infrastructures have been written.

The Public Policy Institutes. The Center for Strategic
and International Studies (CSIS) recently completed a
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major IW study subtitled Averting an Electronic Waterloo.
The opening paragraph reads:

The United States is now exposed to a host of new threats to
the economy, indeed to the whole of society. It has erected
immensely complex information systems on insecure
foundations. The ability to network has far outpaced the
ability to protect networks. The economy is totally dependent
on these systems. America’s adversaries and enemies
recognize this dependency and are developing weapons of
mass disruption and destruction.*’[Emphasis added]

Nor is CSIS alone. RAND’s Strategic Information
Warfare%sA New Face of War contains the following
assessment:

U.S. homeland is vulnerable

- Cyberspace efficiencies-use-dependence-vulnerability
cycle especially acute in U.S.

- U.S. info-based infrastructures present lucrative
strategic targets.

- IW weapons less physically destructive than
Russian ICBMs, but much cheaper to field, and
probability of use in conflict is much higher.

60
You lose U.S. as sanctuary.

The Commissions. In 1997, the President’s Commission
on Critical Infrastructure Protection released its report,
“Critical Foundations—Protecting America’s Infrastruc-
tures.” The Commission was created in response to the
Oklahoma City bombing of 1995. It began looking at
physical threats but moved fairly quickly into cyber threats.
It examined five sectors—information and
communications; banking and finance; energy, including
electrical power, oil and gas; physical distribution; and vital
human services. The Commission was very alarmed at what
it found.
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1. There is an increasing dependence on critical
infrastructures.

2. There is an increasing vulnerability to those
infrastructures from a wide range of threats, particularly
Iw.

3. There is a lack of public awareness to the threats.

4. There is no national focus for protection of critical
infrastructures.

As the Commission findings noted,

Potentially serious cyber attacks can be conceived and planned
without detectable logistic preparation. They can be invisibly
reconnoitered, clandestinely rehearsed, and then mounted in a
matter of minutes or even seconds without revealing the
identity and location of the attacker.”

In the fall of 1999, the United States Commission on
National Security/21st Century re