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The country remains in transition, because of the tragic events of 9/11: the federal
government, our military, and the American way of life are in transformation. Four years after
September 2001, homeland security experts continue realigning a new department and defining
the roles and responsibilities of twenty-two combined legacy federal agencies and 188,000
employees. Likewise, a dozen years after the Cold War, defense experts continue determining
the most important features of the national strategic landscape. During this period of
adjustment, Americans have reasonable expectations that law enforcement will secure our
homeland and warfighters will defend this great nation. Our leadership will only meet these
expectations through a shared strategic vision for securing and defending our future. This
project reviews the roles and responsibilities of the Departments of Homeland Security and
Defense as legislated by the United States Congress and articulated in the President’s National
Security Strategy and supporting strategies. It then examines the intersection of homeland
security-homeland defense missions as one department provides a law enforcement capability
and the other a warfighter capability—each to secure our homeland and defend our nation.
Finally, this analysis recommends the development of a shared plan for orchestrating homeland

security and national defense.






A ROAD MAP FOR NATIONAL SECURITY:
THE INTERSECTION OF THE DEPARTMENTS OF HOMELAND SECURITY AND
DEFENSE

The country remains in transition, because of the tragic events of 9/11: the federal
government, our military, and the American way of life are in transformation. Four years after
September 2001, homeland security experts continue realigning a new department and defining
the roles and responsibilities of twenty-two combined legacy federal agencies and 188,000
employees. Likewise, a dozen years after the Cold War, defense experts continue determining
the most important features of the national strategic landscape. During this period of
adjustment, Americans have reasonable expectations that law enforcement will secure our
homeland and warfighters will defend this great nation. Our leadership will only meet these
expectations through a shared strategic vision for securing and defending our future. This
project reviews the roles and responsibilities of the Departments of Homeland Security and
Defense as legislated by the United States Congress and articulated in the President’s National
Security Strategy and supporting strategies. It then examines the intersection of homeland
security-homeland defense missions as one department provides a law enforcement capability
and the other a warfighter capability—each to secure our homeland and defend our nation.
Finally, this analysis recommends the development of a shared plan for orchestrating homeland
security and national defense.

When President George W. Bush released the National Security Strategy (NSS) of the
United States, the White House provided the architecture for a unified national security policy
and strategy. The President wrote, “Defending our Nation against its enemies is the first and
fundamental commitment of the Federal Government.” The White House recognized our past
enemies needed great armies and industrial capabilities to endanger America. Now, “America
faced shadowy networks of individuals [terrorists] who can bring great chaos and suffering to
our shores for less than it costs to purchase a single tank.”

The NSS provides vision to transform America’s national security institutions to prevent
attacks against the US and our allies, defeat global terrorism, and prevent threats from
Weapons of Mass Destruction (WMD).?® The NSS enjoins interagency support—the Department
of Homeland Security (DHS) and the Department of Defense (DoD) provide homeland security
and homeland defense, respectively.* DHS'’s primary mission predicates three security
objectives: prevent terrorist attacks against the US; reduce the US’s vulnerability to terrorism;
and, minimize the damage, and assist in the recovery, from terrorist attacks that occur within the
US.® Four tasks guide DoD’s security objectives: secure the US from direct attack; secure



strategic access and retain global freedom of action; strengthen alliances and partnerships; and,

establish favorable security conditions.®

National Security Legislation Mandates DHS and DoD'’s Roles and Responsibilities

In 1947, President Harry S. Truman signed into law the National Security Act (NSA), the
landmark US national security legislation for the latter half of the 20™ century.” This legislation
provided the mechanism to secure our homeland; it undergirded our diplomatic efforts, provided
the basis to establish our military capabilities, and focused our intelligence assets. Presumably,
the NSA fulfilled the need for additional national security legislation; but President Truman and
the 80" Congress never envisioned a terrorist attack fifty years later in New York City and
Washington, D.C. rivaling the Japanese attack on Pearl Harbor. On September 20, 2001,
President Bush addressed a joint session of Congress and stated, “Terrorists attacked a symbol
of American prosperity. They did not touch its source. America is successful because of the
hard work, creativity, and enterprise of our people.”® One year later, the President released the
NSS and provided direction to transform America’s national security institutions to meet the
challenges and opportunities of the 21 century.® The 106™ Congress quickly followed with
homeland security legislation.

The world changed dramatically in the last fifty years and particularly in the last decade.
Institutions designed in another age may not be appropriate for the future. The US Commission
on National Security/21st Century’s instruction was to examine precisely that question.™ In
February 2001, the Hart-Rudman Commission provided their final recommendations to
Congress and articulated the immediate need for additional national security legislation and a
new department to provide homeland defense!* Originally, Congress was slow acting on Hart-
Rudman’s recommendations for sweeping governmental transformation and massive
organizational change.

Consequently, on September 12, 2001, a united Congress stood on the steps of Capitol
Hill pledging its commitment to this great nation, our President, and our people. Nine months
later, on June 24, 2002, the 107" Congress first introduced House of Representatives (H.R.)
4660 calling for the establishment of the Department of National Homeland Security and the
National Office for Combating Terrorism? Five months later on November 25, 2002, a unified
House and Senate passed H.R. 5005 and President Bush signed the 2002 Homeland Security
Act (HSA) establishing the Department of Homeland Security. *2

The HSA established an executive department with the mandate to prevent terrorist
attacks within the US; reduce the US’s vulnerability to terrorism; minimize the damage, and



assist in the recovery, from terrorist attacks occurring within the US; and, carry out all functions
of entities transferring to DHS. * The HSA vested primary responsibility for investigating and
prosecuting acts of terrorism in federal, state, and local law enforcement agencies with proper
jurisdiction, except as specifically provided by law, to DHS.

Congress created DHS with the legal authority, among other things, to protect the
American people from the continuing threat of terrorism*®* The Federal Bureau of Investigation
(FBI) within the Department of Justice (DOJ) has the mandate to investigate, enforce, and
prosecute acts of terrorism against the US. Similarly, Customs and Border Protection (CBP)
and Immigration and Customs Enforcement (ICE) within DHS have the mandate to enforce,
investigate, and prosecute violations against Immigration and Customs laws. Accordingly, in
providing for homeland security, DHS has to work within the construct of the NSS and in concert
with the rest of the interagency.

On March 01, 2003, the federal government merged several law enforcement
organizations from within the Departments of Agriculture, Justice, Transportation, and Treasury
into DHS with the authority to prevent acts of terrorism and secure our borders.** DHS
leadership faced many challenges in merging several diverse agencies and legacy employees.
The US Coast Guard (USCG) moved from the Transportation Department and the US Secret
Service (USSS) moved from the Treasury Department as stand-alone agencies. The Treasury
Department’s US Customs Service (USCS) and the Justice Department’s Immigration and
Naturalization Service (INS) divided and merged into three separate agencies.” The USCS,
INS, and the Agriculture Department’s “inspection” functions merged into the new CBP; the
USCS'’s Office of Air and Marine Operations (AMO) and INS’s Border Patrol moved into CBP as
stand-alone offices. The USCS and INS'’s “investigative” functions merged into the new ICE;
ICE inherited INS’s Office of Detection and Removal (D&R), GSA'’s (General Services
Administration) Federal Protective Service (FPS), and DHS’s intelligence responsibilities as
stand-alone offices. The USCS and INS’s “naturalization” functions moved to Citizenship and
Immigration Services (CIS) as a stand-alone agency. The Transportation Department’s
Transportation Security Administration (TSA) moved along side CBP and ICE underneath the
newly created, Border and Transportation Security directorate (BTS). Lastly, the Federal
Emergency and Management Agency (FEMA) moved into the department under the Emergency
Preparedness and Response directorate. DHS also assembled Offices of Legislative Affairs,
Public Affairs, Information Analysis and Infrastructure Protection, Science and Technology, and
a multitude of other administrative and logistical offices.®



Before the agency could prevent acts of terrorism and secure our nation’s borders, DHS
required a strategic vision for promoting an efficient and effective business climate for a
coordinated law enforcement agency. *° In addressing the American Enterprise Institute in
September 2003, DHS Secretary Tom Ridge stated:

Every day Homeland Security works to deliver on our mission to better prevent,

prepare, and respond to a terrorist attack. We pursued that mission not merely

by setting up one authority for 22 different agencies, but by setting goals and

meeting them, and we are, and we will.?°
By then introducing the DHS strategic plan in 2004, Secretary Ridge provided vision for 188,000
employees to embrace their new agency partners, inside and outside of DHS, and their
mandate of preventing acts of terrorism and securing the homeland. As a strategic leader, the
Secretary translated the President’s vision into DHS goals and objectives as the agency
implemented a homeland security strategy. Simultaneously, Secretary Ridge led DHS through
organizational change as the department began to execute missions in support of the NSS.
Upon inception, DHS began a transformation.

The NSA transformed the US Armed Forces, foreign policy, and intelligence community.
In creating a Defense Department, the Act established an independent US Navy and Marine
Corps and separated the US Air Force from the existing US Army. Initially, each of the three
branches maintained quasi-cabinet status through their individual secretaries, but in 1949
Congress amended the NSA to assure their subordination to the Defense Secretary. * The
1986 Goldwater-Nichols DoD Reorganization Act sought improved military effectiveness
through greater jointness in planning and conducting military operations.?

Congress created the Defense Department with the mandate, among other things, to
defend the American people from the threat of war. DoD was to “provide for coordination of the
activities of the National Military Establishment with other departments and agencies of the
Government concerned with the national security.”?®* Hence, DoD’s primary mission is to deter
war and to protect the US. In addition to warfighting and homeland defense, DoD’s roles and
responsibilities may include humanitarian, peacekeeping, and evacuation missions outside of
the United States, and similar missions in support of civil authorities within our borders.
Because of past legislation, a DoD realigned and reorganized works within the construct of the
NSS and in concert with the rest of the interagency in providing homeland defense.

In his October 2005 guidance, General Peter Pace commented on accelerated military
transformation and articulated three priorities to the Joint Chiefs of Staff. The Chairman wrote:

Transformation is a continual process, not an end state. We must transform if we
are to meet future challenges. Transformation is concepts and practices,



technologies and capabilities, roles and missions, organizational structures,

internal processes, doctrine and education, personnel polices, and much more 2*
Besides military transformation, General Pace’s priorities were to win the war on terrorism and
strengthen joint war fighting?® He wrote, “The goal of warfighting must be to produce a force
capable of swiftly and decisively defeating any enemy. Itis a prerequisite to win the War on
Terrorism and will significantly accelerate and be accelerated by transformation.””® As a
strategic leader, the Chairman translated the President’s vision into goals and objectives for the
Armed Forces.

The President, in formulating strategic priorities for all federal institutions, provides
guidance through the Executive Budget submitted annually to Congress. The budget process
affords the Legislative Branch a “check and balance” of the Executive Branch; equally, in its
authorization and appropriation of funds, Congress monitors the domestic missions and
capabilities provided by DHS in a homeland security role in concert, or in contrast, with the
missions and capabilities provided by DoD in a homeland defense role. Congress is mindful of
the different legal authorities and associated responsibilities inherent in enforcing laws and
warfighting.?”

In his Fiscal Year (FY) 2006 Budget Message, President Bush outlined his vision for
ensuring our security at home and stated “the 2006 budget increases funding for anti-terrorism
investigations; border security; airport and seaport security; nuclear and radiological detection
systems and countermeasures; and improved security for our food supply and drinking water.”?
The President’s reiterated his administration remained focused on winning the “War on Terror”
and protecting the homeland:

Our Nation’s most critical challenge since September 11, 2001, has been to
protect the American people by fighting and winning the War on Terror.
Overseas and at home, our troops and homeland security officials are receiving
the funding needed to protect our homeland, bring terrorists to justice, eliminate
terrorist safe havens and training camps, and shut down their financing.®

AGENCY & YEAR 2000 2001 2002 2003 2004 2005 2006
Defense-Military $281,161 $290,342 $331,951 $388,870 $437,116 $444,068 $426,315
Homeland Security  $13,134  $15,025 $17,557 $31,967 $26,537 $33,259 $33,284

TABLE 1 THE BUDGET FOR FISCAL YEARS 2000-2006 IN BILLIONS OF DOLLARS

The FY06 budget provides DHS and DoD guidance in waging the Global War on
Terrorism; it contains information on the President's management priorities along with budget
overviews organized by agency. Table 1 reflects the FY outlays by dollar amount and agency. *°

In FYs 2002 through 2005, Congress authorized increased funding for both DHS and DoD *



Although overall outlays on military defense far exceeded outlays on homeland security,
Congress appropriated significant increases in outlays with a 34% DoD increase and 94% DHS
increase. By its authorization and appropriation of funds, Congress directly supports the
respective roles, responsibilities, and authorities of the Departments of Homeland Security and
Defense and indirectly supports the President’s NSS; and, it continues to resource the

respective homeland security—homeland defense structures of both departments.

National Security Strategqy—DHS and DoD Capabilities within the Interagency

Interagency coordination is the harmonization that occurs between agencies of the US
Government, including DHS and DoD, for accomplishing national strategic objectives. The
integration of US political objectives and the subsequent translation of these objectives and/or
ends are essential to success at the strategic and operational level.

DHS and DoD advance their interagency relationship by supporting the NSS and
executing their respective homeland security and national defense roles and responsibilities.
Their particular missions intersect where DHS provides a law enforcement function and DoD
provides a warfighter function. In accomplishing national security objectives and paralleling
their DoD counterparts, DHS strategic leaders must translate the goals of national security
policy into credible objectives (ends), achievable through the synchronization of integrated
strategic concepts and plans (ways) that employ interagency resources (means). DHS, in
concert with DoD and the rest of the interagency, must follow this strategy formulation process
to prevent acts of terrorism and secure our borders.

Ultimately, national security is a political, economic, and social objective where homeland
security-homeland defense becomes an end state of the US.*? The President’s NSS, reinforced
by various “supporting strategies” provides the way and/or concepts to achieve these national
level end states. In supporting the interagency process, ultimately designed towards these
ends, DHS and DoD must coordinate their respective strategies and plans with federal, state,
and local agencies.* Our national security hinges on the means and/or capabilities of national
power to accomplish these security end states whereupon DHS and DoD orchestrate and/or
support the successful execution of federal, state, and local action plans.

The NSS provides guidance to defeat terrorist’s threats by making “use of every tool in our
arsenal—military power, better homeland defenses, law enforcement, intelligence, and vigorous
efforts to cut off terrorist financing.”* In addressing their respective authorities and capabilities,
the National Strategy for Homeland Security and the National Defense Strategy provide the
templates for bridging the interagency capabilities of the Departments of Homeland Security and



Defense. Accordingly, these documents provide planning guidance for national security policy
and strategy as envisioned by the President's NSS.*

In July 2002, the Office of Homeland Security released the National Strategy for
Homeland Security (NSHS).*® The NSHS emphasized that the year after the terrorist attacks of
September 2001, no single government agency had homeland security as its primary mission.
In fact, the strategy highlighted that more than one hundred different government organizations
assumed responsibility for homeland security functions. The NSHS called for a new
Department of Homeland Security and stressed America needed a single, unified homeland
security structure that improved protection against the day’s threats and allowed flexibility to
meet unknown threats of the future.

The NSHS set a broad and complex agenda for the US. It defined the goals that the
country must meet, the programs DHS, DoD, and the interagency must implement, and the
responsibilities that federal employees must complete. The NSHS's principal purpose was to
set goals and indicated, “It is particularly important for government institutions to set priorities
explicitly, since these institutions generally lack a clear measure of how successfully they
provide value to the citizenry.”’

In December 2004, DHS Secretary Tom Ridge released the National Response Plan
(NRP).2® The NRP established a comprehensive all-hazards approach to enhance the ability of
the US to manage domestic incidents. The plan incorporated best practices and procedures
from incident management disciplines—homeland security, emergency management, law
enforcement, firefighting, public works, public health, response and recovery, worker health and
safety, emergency medical services, and, at times, elements from the private sector—and
integrated these disciplines into a unified structure. It formed the basis of how the federal
government coordinates with state, local, and tribal governments during critical incidents.

A basic NRP premise is that the lowest jurisdictional level generally handles incidents
during a critical incident response. However, in an Incident of National Significance such as a
major natural disaster, “the Secretary of Homeland Security, in coordination with other federal
departments and agencies, initiates actions to prevent, prepare for, respond to, and recover
from the incident.”® DHS takes these actions in conjunction with state, local, tribal,
nongovernmental, and private sector entities; the department orchestrates the capabilities and
resources of those with jurisdictional oversight. The NRP covers the full range of complex and
changing requirements in anticipation of or in response to threats or acts of terrorism, major

disasters, and other emergencies.*®



In March 2005, DoD Secretary Donald Rumsfeld released the National Defense Strategy
(NDS).** The NDS outlines DoD’s approach to dealing with the many challenges that face the
Armed Forces in implementing the President’'s commitment to the defense of freedom. DoD’s
intent is to create favorable security conditions around the world and to continue to transform
how DoD thinks about security, formulates strategic objectives, and adapts to achieve success.
The NDS builds upon the 2001 Quadrennial Defense Review (QDR)* and provides updated
guidance to the 2004 National Military Strategy (NMS).*®

The NDS articulates a broad strategic context for employing military capabilities in concert
with other instruments of national power. In turn, the NMS derives its objectives, missions, and
capability requirements from an analysis of the NSS, the NDS, and the security environment; it
provides focus for military activities by defining a set of interrelated military objectives and joint
operating concepts for which the military services identify associated capabilities measured
against associated risk.**

In June 2005, DoD published its Strategy for Homeland Defense and Civil Support
(SHDCS) and addressed DoD’s roles in homeland defense missions and support to civil
authorities. The SHDCS goals and objectives include deterring and preventing attacks,
protecting critical defense and designated civilian infrastructure, providing situational
understanding, and preparing for and responding to incidents. Under the SHDCS's “lead,
support, and enable framework,” the strategy recognizes DoD’s lead role in providing defense of
the US, in supporting civil authorities, and enabling domestic and international partners to
improve their homeland defense and homeland security institutions.*

The SHDCS refers to the NSHS when it defines homeland security as “a concerted
national effort to prevent terrorist attacks within the US, reduce America’s vulnerability to
terrorism, and minimize the damage and recover from attacks that do occur.”® DoD
acknowledges DHS’s primary mission is to prevent terrorist attacks within the US. Additionally,
as the lead federal agency for homeland security, DHS has responsibilities that extend beyond
terrorism to preventing, preparing, responding, and recovering from a wide range of major
domestic disasters and other emergencies.

The Attorney General heads the Department of Justice (DOJ) and leads our Nation’s law
enforcement effort to detect, prevent, and investigate terrorist activity within the US. By
tradition, and by statutes such as the Posse Comitatus Act of 1878, DoD does not have the
authority to seek out and arrest terrorists in the US. These responsibilities reside in DOJ.

Likewise, DoD does not have the authority to stop terrorists from coming across our borders,



through US ports, or from hijacking aircraft inside or outside the US. These responsibilities
reside in DHS.*’

The SHDCS defines homeland defense as “the protection of US sovereignty, territory,
domestic population, and critical defense infrastructure against external threats and aggression,
or other threats as directed by the President.”® DoD is responsible for homeland defense and
provides missions such as domestic air defense; therefore, DoD recognizes that threats planned
or inspired by “external” actors may materialize internally. DoD’s reference to “external threats”
does not limit where or how terrorists plan or execute domestic attacks. Hence, DoD is
prepared to conduct homeland defense missions whenever the President, exercising
constitutional authority as Commander in Chief, authorizes military actions. Beyond the
authority, DHS and DOJ do not have this capability; such authority and capability only resides
within DoD*

DoD provides defense support to domestic civil authorities. Such support includes federal
military forces, its career civilian and contractor personnel, and DoD agency and component
assets, for domestic emergencies and for designated law enforcement activities. DoD provides
defense support of civil authorities when directed to do so by the President and/or Secretary of
Defense® The SHDCS is an internal DoD strategy, supplemental in nature, supporting both
the NSHS, NDS, and, by extension, the NSS.

In August 2005, the Joint Chiefs of Staff released Joint Publication (JP) 3-26— Homeland
Security, which provides joint doctrine to guide the Armed Forces in the conduct of homeland
security operations.®* JP 3-26 describes the homeland security framework, mission areas, and
related supporting operations and enabling activities. It discusses the Armed Forces legal
authorities; joint force, multinational, and interagency relationships; command and control;
planning and execution; and training and resource considerations. JP 3-26 governs the joint
activities and performance of the US Armed Forces in military operations and provides the
doctrinal basis for interagency coordination and US military involvement in multinational
operations. It recognizes the dual role the USCG plays in support of its hierarchical DHS and its
auxiliary DoD missions; it also references other agencies within DHS such as the USSS and its
interaction with DoD.

Recognizing the freedoms guaranteed by the US Constitution, JP 3-26 indicates, “The
Nation must have a homeland that is secure from threats and violence, including terrorism.”?
According to JP 3-26's general overview in Chapter 1:

Homeland Security (HS) is the Nation’s first priority, and it requires a national
effort. The Department of Defense (DoD) has a key role in that effort. The
National Strategy for Homeland Security (NSHS) complements the National



Security Strategy of the United States by providing a comprehensive framework
for organizing the efforts of federal, state, local, and private organizations whose
primary functions are often unrelated to national security. Critical to
understanding the overall relationship is an understanding of the distinction
between the role DoD plays with respect to securing the Nation and HS, and the
policy of the NSHS, which has the Department of Homeland Security (DHS) as
the lead. HS at the national level has a specific focus on terrorist threats. The
DoD focus in supporting HS is broader.®

Under JP 3-26's application, US Armed Forces conduct planning and operations to detect,
deter, prevent, and defeat threats and aggression aimed at the US, its territories and interests,
and to mitigate the impact of adversary actions** It describes the homeland as the physical
region that includes the continental US, Alaska, Hawaii, US territories and possessions, and
surrounding territorial waters and airspace; the geographic homeland is the area exposed to the
possibility of harm from hostile sates or non-state actors. “Military application of the NSHS calls
for the preparation, detection, deterrence, prevention, defending, and responding to threats and
aggression aimed at the homeland.”™® Concurrently, law enforcement’s “prevent, protect,
respond, and recover” application of respective homeland security strategies parallels the
military’s application of the NSHS.*® Lastly, DoD provides military assistance to civil authorities
(MACA) including consequence management (CM) activities.

The Preamble states two purposes of the US Constitution are to insure domestic
tranquility and provide for common defense® Congress has the power to declare war, raise
and support armies, provide and maintain a Navy, and provide for the calling forth the militia to
execute the laws of the Union, suppress insurrections and repel invasions; the President is the
Commander and Chief of the Armed Forces. Thus, the Constitution provides the fundamental
justification for homeland security through the guarantee of domestic tranquility and provision for
the common defense of the nation. In supporting the NSS, NSHS, and NDS, the Departments
of Homeland Security and Defense have restructured and resourced to meet changing threats.
For instance, both DHS and DoD now combat a persistent non-terrorist threat to our national
borders posed by the influx of illegal arms, aliens, narcotics, and contraband.

The NSS establishes homeland security as the first priority of the Nation. The Armed
Forces’ role in homeland security is complex, combining actions overseas and at home to
protect the US. The military’s first line of defense is abroad; however, closer to home the
military uses its capabilities to secure strategic land, sea, air, and space approaches to the US
and its territory. When directed, the Armed Forces can employ military capabilities at home to
protect the nation, the domestic population, and critical infrastructure from domestic attack.
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Protecting the US ultimately requires integrating military capabilities with other government and

law enforcement agencies to manage the consequences of attack or natural disaster.

The Intersection of the Departments of Homeland Security and Defense

Itis clear, then, that the Department of Homeland Security is the lead federal agency in
charge of homeland security, just as the Department of Defense is the lead federal agency for
homeland defense. In supporting the NSS, there are many missions where DHS and DoD’s
respective roles and responsibilities intersect in providing homeland security-homeland defense.
Both departments have specific capabilities along with limitations when enforcing laws and
executing warfighting functions. Along with these similar capabilities, there are often overlaps of
similar missions. For instance, both DHS and DoD are structured and resourced to conduct
border security, air and marine domain awareness, and critical infrastructure protection-
response. When conducting these missions, federal agencies and the Armed Forces perform in
supported and supporting roles with other US executive offices and military commands.

In June 2004, DoD nearly shot down Kentucky Governor Ernie Fletcher's B-200 King Air
from the skies over the National Capital Region (NCR) as his aircraft approached Washington
Reagan National Airport (DCA).*® The Federal Aviation Administration’s (FAA) air traffic
controllers communicated with the aircrew while radar controllers maintained intermittent
contact with an aircraft meeting the B-200 profile. However, DHS who also monitored the NCR
airspace detected an aircraft with an inoperable transponder approaching DCA. In responding
to a possible NCR air threat, the TSA coordinated a CBP launch of a CE-550 Citation jet and a
UH-60 Blackhawk helicopter to interdict the suspect track of interest; simultaneously, TSA
coordinated a launch of two US Air Force (USAF) F-16 Falcon jets to interdict the suspect target
of interest. DHS and DoD both scrambled aircraft in response to the suspect track/target of
interest (TOI) per standard operating procedures; CBP and USAF assets responded in a law
enforcement and military defense capacity, respectively. *° As the FAA and TSA diffused the
situation without further incident, the aircraft landed safely at DCA while the US Capitol Police
evacuated Capitol Hill. Coincidentally, the evacuation played out on national television during
former President Ronald Reagan’s memorial service. Congress soon held hearings on the
incident and questioned who acted as the lead agency for air domain security-defense over the
skies of Washington, D.C.

In August 2005, a Category 5 hurricane approached the Gulf Coast with great ferocity
generating winds in excess of 165 miles per hour. As the National Weather Service
downgraded Hurricane Katrina to a Category 4 storm, her winds struck the coastline in excess
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of 145 miles per hour. Meanwhile, federal, state, and local government officials attempted a
coordinated response as Katrina struck Louisiana and Mississippi. New Orleans initially
survived the hurricane’s debilitating wind; but, the levees gave out within twenty-four hours and
floodwaters submerged the city as many citizens found themselves in a crisis. The horrific
natural disaster unfolded on national TV as America called for an immediate critical incident
response. Congress demanded that the Bush Administration explain what plans the federal,
state, and local governments had in place to respond to such a domestic crisis. Clearly, DHS
through FEMA was the lead federal agency for this critical incident response; DoD provided civil
support via the active and reserve component.®°

In the Fletcher incident, Mr. Randy Beardsworth, head of DHS’s Border and
Transportation Security directorate that included TSA and CBP, addressed questions from
congressional staffers.® Beardsworth stated advanced radar, computer databases, and other
tools used by the multi-agency system including DHS and DoD provide an unprecedented early
warning system; the system had detected more than 2,000 aircraft "of interest" over Washington
airspace since January 2003. Furthermore, Beardsworth stated that shooting down hostile
aircraft is the responsibility of the Defense Department, not his agency, implying DHS
possesses neither the authority nor the means for this kind of response.®? With Katrina’s
devastation, DHS Secretary Michael Chertoff testified before the House Select Committee on
Homeland Security; he spoke of the communication problems between areas struck by the
hurricane and officials back in Washington, D.C. along with the federal government’s slow
Katrina response

The Fletcher and Katrina incidents demonstrate the need for one department to support
the other department with the supported agency in temporary lead of the other agency providing
support.% In the Fletcher incident, DHS supported DoD with a law enforcement capacity based
on a memorandum of understanding; in the Katrina incident, DoD assisted DHS with military
civil support based on the NSHS, the NRP, and the SHDCS. Lessons learned from these
critical incidents emphasize the National Security Strategy calls for interagency coordination,
especially between these two departments. Furthermore, lessons learned illustrate the
requirement for task force organization and standard operating procedures delineating the roles,
responsibilities, and authorities between DHS and DoDf This is where the two departments
require a shared plan for integrating their national security policies and strategies.
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A Shared Homeland Security-Defense Plan for DHS and DoD
The National Security Counsel (NSC) is the principal forum to advise the President with

respect to the integration of domestic, foreign, and military policies relating to national security. *®
The members of the NSC constitute the President’s personal and principal staff for national
security issues. At the strategic level, the current national-level interagency membership
includes the NSC Staff, the State Department, the Office of the Secretary of Defense, the Joint
Staff representing the Chairman of the Joint Chiefs of Staff, the Department of Homeland
Security, and the Intelligence Community. The NSC System (NSCS) is the process to
coordinate executive departments and agencies in the effective development and
implementation of national policies; the NSCS provides the foundation for interagency
coordination in the development and implementation of national security policy.

In December 2003, the Gilmore Commission called for an improved homeland security
strategy. A RAND Corporation news release indicated, “The United States needs an improved
homeland security strategy to strengthen security in communities facing the greatest risk,
improve the use of intelligence, increase the role of state and local officials, and sharpen
disaster response capabilities.” The Gilmore Commission’s report to President Bush and
Congress stated the creation of the Department of Homeland Security has resulted in improved
planning and readiness. However, the Commission also concluded that a White House-level
entity must direct the overall national homeland security strategy and “must have some clear
authority over the homeland security budgets and programs throughout the federal
government.” The Gilmore Commission continued, “...an existing entity—the Homeland
Security Council—is best equipped to craft a new strategic policy that could then be carried out
by the Department of Homeland Security, other federal agencies and a host of state, local and
private groups.”®

In providing homeland security-defense among the interagency, the most important factor
for DHS and DoD becomes one of coordinating strategies and synchronizing their associated
operating plans® The NSA directed that the function of the NSC “shall be to advise the
President with respect to the integration of domestic, foreign, and military policies related to
national security” and to coordinate efforts of other departments in support of national security. "
Successful national security policy and associated formulation processes depend on the
interaction of the NSC and the Homeland Security Council (HSC).

In October 2001, the Bush Administration established the HSC to coordinate “homeland-
security related activities of executive departments and agencies” and to develop and

implement homeland security policies.”* Members of the HSC constitute secretaries and heads

13



of federal departments and agencies with homeland security responsibilities ; the White supports
the HSC with its own staff.”> The Gilmore Commission asserted that by providing long-term
guidance to federal, state, and local government officials, an improved homeland security
strategy can help create a “new normalcy” that acknowledges the threat of terrorism will not
disappear, but still preserves and strengthens civil liberties.

In formulating US national security policy, the NSC and HSC must synchronize their
strategies; the two councils cannot act independently. These national policy makers must use
the ends-ways-means framework in developing and implementing national security policy and
strategy. They must analyze US policy objectives, coordinate the concepts, courses of actions,
and/or methods to achieve those objectives, and determine the resources to support this policy.
They must determine if the ends-ways-means framework is in balance and what is the
associated risk of this national security policy and strategy. Ultimately, the NSC and HSC must
synchronize their strategy formulation process. The NSS provides the ends and suggests the
ways for the interagency process; the interagency provides the means.

In confronting threats to our homeland, DHS and DoD leadership must assess their dual
HSC and NSC roles and responsibilities—both councils must work in harmony to ensure
national security. The homeland security-homeland defense challenge requires a unified
response where strategic leadership simultaneously develop fresh concepts that coordinate
limited resources to accomplish national objectives. The interagency requires a new plan
similar to the NRP model that formulates, coordinates, and applies the ends ways and means to
promote, secure, and defend national interests within the US.™

In supporting the President’s NSS, this all-discipline homeland security-defense plan must
coordinate and/or integrate the NSHS and NDS and establish a single, comprehensive network
for the management of national security-defense. The HSC should develop a homeland
security plan with the NSC that coordinates homeland defense; it should present the best
interagency strategy for implementing a homeland security-defense posture and supporting the
NSS. The homeland security-defense plan should establish the relationship of lead and
supporting agencies and acquire the endorsement of those department heads. Ultimately, this
interagency plan would compel future execution of domestic land, air, and maritime domain
security missions, infrastructure protection, and responses to critical incidents.

While the federal government, our military, and the American way of life continue
transformations, Americans have reasonable expectations law enforcement will secure our
homeland and warfighters will defend this great nation. In achieving the hopes and beliefs of
our citizenry, Secretary Chertoff continues evaluating DHS’s organization and structure in
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meeting the challenge of preventing acts of terrorism and securing our borders. In leading DHS

through organizational change, Secretary Chertoff discussed the 2SR:

This is an exciting time for our organization. Change brings opportunity, and
after a historic first two years, our young department continues to hold one of the
most important and valued roles in government -- the responsibility to protect the
safety and security of our nation. It's a mission, which President Bush placed
squarely and confidently on our shoulders, and | share his confidence in you. As
we face the future, we set these priorities and we make these adjustments
always to serve that mission, to protect our families, our fellow citizens, our

visitors, and our homeland.”
In supporting the President's NSS, DHS and DoD must clearly distinguish that homeland
security officials are stewards of the profession of law enforcement and warfighters are
sophisticated stewards of the profession of arms. Through a shared strategic vision and a
unified homeland security-defense plan for safeguarding our future, our national leadership will

meet America’s expectations for both national security and defense.
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