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FOREWORD

Organized crime, by and large, has been a neglected
dimension of the conflict in Iraq. Yet, its importance is
difficult to overestimate. As Dr. Phil Williams shows in
this monograph, both criminal enterprises and activities
had a debilitating impact and made the attainment of
U.S. objectives much more difficult. Organized crime
inhibited reconstruction and development and became
a major obstacle to state-building; the insurgency was
strengthened and sustained by criminal activities;
sectarian conflict was funded by criminal activities
and motivated by the desire to control criminal
markets; and more traditional criminal enterprises
created pervasive insecurity through kidnapping and
extortion. Organized crime also acted as an economic
and political spoiler in an oil industry expected to be
the dynamo for growth and reconstruction in post
Ba’athist Iraq.

In this monograph, Dr. Williams identifies the
roots of organized crime in post-Ba’athist Iraq in an
authoritarian and corrupt state dominated by Saddam
Hussein and subject to international sanctions. He
also explains the rise of organized crime after the U.S.
invasion in terms of two distinct waves: the first wave
followed the collapse of the state and was accompanied
by the breakdown of social control mechanisms and
the development of anomie; the second wave was
driven by anarchy, insecurity, political ambition, and
the imperatives of resource generation for militias,
insurgents, and other groups.

This monograph looks in detail at major criminal
activities, including the theft, diversion, and
smuggling of oil, the kidnapping of both Iraqis and
foreigners, extortion, car theft, and the theft and
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smuggling of antiquities. The author also considers
the critical role played by corruption in facilitating
and strengthening organized crime. He shows how
al-Qaeda in Iraq, Jaish-al-Mahdi, and the Sunni tribes
used criminal activities to fund their campaigns of
political violence. Dr. Williams also identifies necessary
responses to organized crime and corruption in Iraq,
including efforts to reduce criminal opportunities,
change incentive structures, and more directly target
criminal organizations and activities. His analysis
also emphasizes the vulnerability of conflict and
post-conflict situations to organized crime and the
requirement for a holistic or comprehensive strategy
in which security, development, and the rule of law
complement one another.

DOUG?AS C. LOVELAé, JR.
Director

Strategic Studies Institute
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SUMMARY

Although organized crime has been the neglected
dimension of the conflict in Iraq, both criminal enter-
prises and criminal activities have had a profoundly
debilitating impact. Organized crime inhibited
reconstruction and development and became a
major obstacle to state-building; the insurgency was
strengthened and sustained by criminal activities;
sectarian conflict was funded by criminal activities
and motivated by the desire to control criminal
markets; and more traditional criminal enterprises
created pervasive insecurity through kidnapping and
extortion. Organized crime also acted as an economic
and political spoiler in an oil industry expected to be
the dynamo for growth and reconstruction in post
Ba’athist Iraq.

The rise of organized crime in Iraq was a strategic
surprise for decisionmakers and military planners.
Although organized crime developed in particularly
concentrated and corrosive waysinIraq, ithad parallels
elsewhere —including the Balkans (especially Albania),
as well as Russia, Mexico, and Nigeria. Warnings
about the rise of organized crime came from several
sources, including the United Nations Office of Drugs
and Crime (UNODC).

Organized crime in Iraq, as elsewhere, can be
understood in two distinct forms: (1) as entities or
criminal enterprises which treat crime in Clausewitzian
terms as a continuation of business by other means;
and (2) as a set of illicit activities appropriated and
utilized by various entities for specific purposes.
Terrorist organizations, insurgents, ethnic factions,
sectarian groups, and militias all use organized crime
activities as a funding mechanism. Not surprisingly,
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therefore, organized crime in Iraq challenges existing
concepts and categorizations, casts doubt on strategies
that focused narrowly on the military dimension of
a complex problem, and demands new measures
of effectiveness. If the conflict in Iraq is a hybrid or
mosaic form of warfare, organized crime in Iraq has an
analogous form, adding another dimension to the anti-
coalition violence.

Objectives.

Chapter 1 serves as the introduction to an analysis
which seeks to explain the rise of organized crime,
pervasive criminality, and widespread corruption in
contemporary Iraq. It contends that organized crime
did not suddenly arise from the chaos of invasion and
occupation but had deep roots in an authoritarian
and corrupt state subject to international sanctions.
The analysis explores how criminal activities were
used not only by traditional for-profit groups, but
also by insurgents, militias, sectarian groups, political
parties, and tribes seeking to enhance their resource
bases and prosecute their campaigns of violence
more effectively. The monograph identifies key actors
exploiting the criminal opportunity space in Iraq
and explores the intersections and overlap between
criminal organizations and more political or sectarian
actors. Finally, it identifies necessary responses to
organized crime and corruption in Iraq. These include
efforts to reduce criminal opportunities, change
incentive structures, and more directly target criminal
organizations and activities.



The Rise of Organized Crime in Iraq.

Chapter 2 examines the rise of organized crime in
Iraq, emphasizing that the actions of the international
community in the 1990s unintentionally widened and
intensified the scope of organized crime and the illicit
economy. By 2003 all the conditions for an upsurge
of organized crime were present; the toppling of the
regime provided the catalyst. The upsurge itself had
two distinct if overlapping waves. The first wave
followed the collapse of the state and was accompanied
by the breakdown of social control mechanisms and
the emergence of social instability. The U.S. decision to
react passively in the face of widespread looting was a
major mistake, creating a climate of citizen insecurity
and criminal impunity. The second wave of organized
crime was driven more by the forces of anarchy,
insecurity, political ambition, and the imperatives of
resource generation for militias, insurgents, and other
groups.

Major Criminal Activities.

Chapter 3 focuses on the diversion, theft, and
smuggling of oil, probably the most lucrative source
of illicit income for tribes, insurgents, and militias, as
well as many criminal groups and corrupt officials.
The legacy of oil smuggling during the sanctions era
combined with growing demand, limited supply,
and the desire to exploit arbitrage opportunities, thus
intensifying and perpetuating the criminalization of
the oil industry. This process was facilitated by the
lack of standardized measures, the absence of meters
or gauges on pumps and tankers, and the inadequacy
of oversight.
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Three different kinds of illicit activity —the theft
and smuggling of crude oil, some of which involved oil
bunkering; the theft, fraudulent diversion, smuggling,
and black market sales of imported refined fuels;
and theft of locally produced gasoline from the Baiji
refinery —became almost a national pastime in Iraq,
while funding much of the violence.

Chapter 4 examines another major criminal activity
in Iragq—kidnapping. This chapter distinguishes
between economic or for-profit kidnapping and
political kidnapping, while acknowledging that the
distinction is sometimes blurred. Activities which
initially appear to be politically inspired, for example,
sometimes turn out to be primarily concerned with
profit. The participants in the kidnapping business
are identified, as are its changing patterns over time.
An assessment is also made of the profits obtained
through kidnapping — profits which were significantly
enhanced by the willingness of France, Italy, Germany,
and several other countries to pay large ransoms.
Although the kidnapping of foreigners led to some
spectacular ransom payments, it was found that the
kidnapping of Iraqis, because of its sheer volume,
might have been more lucrative.

In Chapter 5, the focus shifts to extortion and
related criminal activities which also helped to fund
much of the violence in Iraq. Extortion was highly
profitable partly because of the scale of reconstruction
and partly because of the loss of security on Iraqi
roads. Other crimes include bank robberies, various
forms of commodity smuggling across Iraq’s highly
permeable borders, drug trafficking (which is a modest
but growing problem), the theft and smuggling of
antiquities, car theft and smuggling, and the trade in
black market weapons, as well as human smuggling
and trafficking in women.
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In Chapter 6, attention is given to business and
government corruption, which not only undermined
efforts to reestablish effective governance, but also
contributed to a general feeling of impunity on the
part of would-be perpetrators. Activities heretofore
under centralized authoritarian control suddenly
became diffused and democratic. In addition, the U.S.
presence brought with it a massive injection of cash for
reconstruction, much of which was administered in
an ad hoc manner with insufficient oversight, thereby
providing opportunities for corporate malfeasance
on the U.S. side, along with skimming and personal
profiteering on the Iraqi side.

Corruption was not only a condition characterizing
government and bureaucracies, but also an instrument
used by criminal organizations to advance their illicit
business interests and protect the illicit markets in
which they operated. Corruption in Iraq was also
buttressed by violence, which effectively neutralized
the mechanisms and institutions put in place by the
United States to fight it.

The Players.

Chapter 7 looks more closely at the entities involved
in organized crime, considering some of the ways in
which they have interacted with one another. It identi-
fies four major kinds of groups involved in organized
crime in Iraq: traditional criminal enterprises; tribal-
based criminal organizations; foreign jihadi groups;
and militias which include splinter or rogue factions.
The wide variety of criminal organizations active in
Iraq make analysis more complex and generalizations
risky.
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Traditional criminal enterprises vary in size and
scope. Some are highly specialized while others have a
broad portfolio of activities. An important component
of organized crime in Iraq was traceable to prisoners
released by Saddam Hussein. Many of these criminals
were prone to violence, with their presence contributing
significantly to the post-invasion lawlessness. In
some cases, they were organized by former regime
elements.

Many of Iraq’s tribes have a long tradition of
smuggling, an activity that ballooned after 2003. Some
of the tribes were heavily involved in oil smuggling
in Basra, while those along the border with Syria
smuggled livestock and various other commodities.

Foreign fighters and jihadis groups, especially
al-Qaeda in Iraq (AQI), exploited various criminal
activities to augment their financial base. Kidnapping,
as we have seen, was very lucrative, surpassed only
by the profits from the theft, diversion, smuggling,
and black market sales of oil. Car theft was another
important source of funding for AQI, having become
particularly important in Mosul when AQI and its
affiliates concentrated there after setbacks in Al-Anbar
and Baghdad. Extortion and various kinds of fraud are
also core funding activities.

Shiite militias, especially Jaish-Al-Mahdi (JAM),
have been among the most powerful and important
groups engaged in organized crime in Iraq—although
how much has been carried out under the direct
control of the organization and how much by rogue
factions is uncertain. Four criminal activities provided
Mahdi Army members with important revenue
streams: extortion and protection; black market sales
of petroleum; seizures of cars and houses inextricably
linked with, if not done completely under the guise of,
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sectarian cleansing; and involvement in oil smuggling
in Basra. The Iraqi army offensives (supported by U.S.
forces) in Basra and Sadr City in the first half of 2008 had
a major role in reducing the power of the organization,
including its criminal reach and illicit activities.

Control over smuggling activities became a
major factor in the defection of the Sunni tribes from
AQI, which had sought to take over their traditional
smuggling and black market activities. In Anbar
Province, in particular, tensions over illicit activities
and the attendant profits created opportunities for the
United States. The U.S. military, as the “strongest tribe,”
became adjudicator and enforcer in criminal disputes
dressed up as political differences, siding with one set
of violent armed groups engaged in criminal activities
against other groups judged more dangerous. The
tribes were losing the turf wars to AQI until the U.S.
military came to the rescue. The result was the Anbar
Awakening and the defeat of AQI in the province.
Nevertheless, AQI’s criminal activities continue to
finance its resistance in and around Mosul.

Conclusions and Recommendations.

Chapter 8, Conclusions, has four purposes: (1) to
offer reflections on the nature of organized crime in
Iraq; (2) to assess the impact of organized crime on
the efforts to reestablish security and stability; (3) to
suggest initiatives that could be taken in Iraq to combat
organized crime more effectively; and (4) to elucidate
the broader considerations and lessons for future U.S.
military intervention.

It suggests that organized crime in Iraq is a complex
system exhibiting emergent behavior, characterized by
high levels of adaptability and resilience, and driven
by a mix of need, greed, and creed. Organized crime is
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also a means of “primitive capital accumulation” and is
closely linked to alternative (that is, nonstate) forms of
governance, whether these provide security when the
state fails to do so or provides services when the state
marginalizes or neglects certain populations. Indeed,
organized crime is both a safety valve and safety net
amid massive economic and social dislocation. Yet, it
is also highly predatory, and in Iraq has both sustained
and precipitated conflict. In the final analysis, criminal
activities and corruption have had profoundly
debilitating effects, not only on U.S. efforts to restore
political and military stability in Iraq but also on
economic reconstruction.

Unfortunately, the very conditions that allowed the
blossoming of organized crime in post-Hussein Iraq
make it difficult to counter. Nevertheless, it is possible
to outline a broad program that seeks to reduce the
criminalization of Iraqi political and economic life,
in tandem with the rebuilding of the state, the re-
creation of infrastructure, the revitalization of the Iraqi
economy, and the generation of legitimate employment
opportunities. Unless combating organized crime is
integrated into this broader program for Iraq, it stands
little chance of success. Conversely, unless the attempt
to rebuild Iraq incorporates an effective strategy to
combat organized crime, the prospects for stability
will remain poor.

The monograph highlights the need for a fusion of
military and law enforcement intelligence as the basis
for a three-pronged strategy seeking (1) to constrict
the opportunity space for organized crime; (2) to
change the incentive structure for criminal, corrupt, or
violent behavior; and (3) to target the most dangerous
organizations and networks linked to crime and
corruption.
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More broadly, Iraq, like the Balkans and Afghanis-
tan, reveals the vulnerability of conflictand post-conflict
areas to organized crime, and the need for a holistic
strategy in which security, development, and the rule
of law complement one another. Such an approach is
not a guarantee of success, but the absence of a holistic
strategy is a guarantee of failure.
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CHAPTER 1
INTRODUCTION
Organized Crime in Iraq.

Organized crime for most of the 20th century was
a law enforcement problem evident in relatively few
countries such as the United States, Italy, and Japan.
During the 1990s, this changed. Organized crime,
especially transnational organized crime, emerged
as a worrisome, wide-ranging security issue when
more traditional security challenges appeared to
have diminished. After September 11, 2001, however,
organized crime all but disappeared from the national
security agenda, maintaining traction and demanding
attention only when it appeared to be linked to
terrorism. Consequently, when the United States
invaded Iraq in March 2003, organized crime was the
last thing policymakers, intelligence analysts, or even
military planners were thinking about. However, both
criminal organizations and organized crime activities
came to have debilitating effects on U.S. efforts to
combat the insurgency and establish stability. These
effects both delayed and complicated economic
reconstruction. Indeed, organized crime proved to be
the unrecognized joker in the pack, or to use Steven
Stedman’s term, a “spoiler.”! Though Stedman focused
narrowly on such spoilers in the negotiations to end
conflict, his concept has much broader applicability:
spoilers have an impact well beyond hindering or
derailing peace negotiations; they can also inhibit
reconstruction and development and become major
obstacles to state-building. This is certainly the case in
Iraq. The insurgency was strengthened and sustained



by criminal activities; sectarian conflict was funded
by criminal activities and motivated by the desire to
control criminal markets; and more traditional criminal
enterprises created pervasive insecurity through
kidnapping and extortion. Organized crime also acted
as an economic and political spoiler in the oil industry
which was expected to be the dynamo for growth and
reconstruction in Iraq. To some degree, the oil sector
is now finally fulfilling its promise, albeit several
years later than anticipated and only after significant
theft, diversion, and black market activity robbed the
government of substantial revenues.

Unfortunately, organized crime in Iraq is still given
far too little attention. The U.S. Department of Justice
has undertaken several initiatives in Iraq, including
the creation of a Law and Order Task Force to “train,
mentor, and assist Iraqi police and judges,” plus a
Major Crimes Task Force (MCTF) which it describes
as “a unique joint Iraqi-U.S. organization, formed in
2006 in response to a rash of high-profile murders,
assassinations, and acts of sectarian violence” to
provide “on-the-job training, support, and mentoring
to Iraqi law enforcement and task force members.”?
In spite of these initiatives, the United States has
regarded law enforcement as primarily an Iraqi
responsibility. More significantly, it has treated
organized crime as a stand-alone problem rather than
recognizing its intersection with other challenges and
problems. In fact, reducing the criminalization of Iraqi
political and economic life is inextricably linked with
rebuilding the state, reestablishing infrastructure, and
revitalizing Iraq’s economy. Indeed, unless strategies
to combat organized crime are integrated into the
broader rebuilding program for Iraq, they stand little
chance of success. Conversely, unless the attempt to
rebuild Iraq incorporates more effective strategies to



combat organized crime, the prospects for long-term
stability will remain tenuous. Organized crime has
been the neglected dimension of the Iraq conflict, and
unless efforts to contain and reduce it are included
in a comprehensive approach that goes well beyond
the current counterinsurgency model, then it will
continue to provide a resource base for insurgents as
well as sectarian militias. This situation could become
particularly challenging after the withdrawal of U.S.
forces, undermining many of the security and political
gains made in 2007 and 2008.

Organized Crime as a Strategic Surprise.

When the United States invaded Iraq in March 2003,
it did not appreciate either the pervasive criminality
in that society and economy or the stark divisions
existing within the country — divisions that were based
on sectarian identity, class politics, tribalism, and
the tension between the center of power in Baghdad
and outlying local and regional power and authority
structures.®> Nor did it understand the potential
for pernicious interactions between these political
structures and organized crime. Yet, the salience of
organized crime in post-Saddam Hussein’s Iraq should
not really be a surprise. During the 1990s, organized
crime, as facilitated and driven by globalization,
emerged as a far-reaching phenomenon. It became a
particularly thorny challenge for developing states
and states in transition from authoritarian rule and a
command economy to liberal democracy and a free
market. Organized crime flourished in countries with
weak state structures, questionable levels of legitimacy,
and chaotic, dislocated, or dysfunctional economies.
Such crime also became an integral feature of post-



conflict situations in countries as diverse as Bosnia and
Haiti. Although Iraq does not fit neatly into the post-
conflict category, it has become home to a particularly
concentrated and virulent strain of criminality that has
deeply pervaded a variety of other countries ranging
from Mexico to Guinea-Bissau.

Many aspects of organized crime in Iraq are far
from unique. In Mexico, for example, the intensifying
struggle between drug trafficking organizations and
the Mexican state is characterized by high levels of vio-
lence that are beginning to approximate those in Iraq.
In some instances, the killing of policemen in Mexico
is simply a settling of accounts with law enforcement
officers involved in the drug business. Increasingly,
though, the trafficking organizations target policemen
and military personnel committed to fighting the drug
business. In the same way, insurgents and criminals in
Iraq threaten or kill those trying to fight corruption in
the ministries. And even beheadings are not limited to
Iraq.

Mexican drug trafficking organizations have also
made extensive use of beheadings as a weapon of
intimidation in their struggle against one another and
the forces of the state. On one occasion, five severed
heads were thrown into a disco; on another, the severed
heads of policemen were prominently displayed
outside a police station as a warning to others. In yet
another incident in August 2008, 12 headless bodies
were found on the outskirts of Merida in Yucatan, a
city which had hitherto been largely spared drug-
related violence. Many of these bloody episodes can be
understood in terms of what Sebastian Rotella describes
as “the semiotics of murder” in which the message is
as important as the killing.* Such grisly displays have a
powerful psychological impact, and it is not surprising



that in both Iraq and Mexico videos of the murders
have been displayed on the Internet.

While such displays became a trademark of AQI
under the leadership of Zarqawi, the beheading
phenomenon in Mexico also reached the Internet with
decapitation videos posted on You-Tube.> Multiple
law enforcement agencies across Mexico have also
been infiltrated by trafficking organizations; in Iraq, as
discussed more fully below, the infiltration has been
predominantly by sectarian militias. In other words, the
manifestations of organized crime in Iraq and Mexico
have many things in common even though in Iraq the
connections to insurgency and sectarian violence create
additional complications without an obvious parallel
in Mexico.

The centrality of oil and oil smuggling in Iraq
might appear distinctive, but even this is not without
analogues elsewhere. The tapping of oil pipelines, the
theft of oil, and its subsequent transportation in small
boats out to sea where it is transferred to oil tankers —a
process known as illegal oil bunkering —characterizes
both the oil-rich province of Basra and Nigeria’s Niger
Delta.® In both cases, the smuggling is bound up with
militia violence and facilitated by corruption at high
levels. In both cases, smuggling is in part a response
to the government’s monopoly over oil extraction
and sales. The effect in both cases is to deprive the
government of revenues. Although much is made of
the battle among rival political and criminal groups
for control over oil smuggling in Basra, even this had
an analogue (discussed more fully in Chapter 3) in
the Ukrainian port city of Odessa in the mid-1990s.
More generally, the oil and gasoline industry in Russia
and other parts of the former Soviet Union were also
heavily criminalized during the 1990s, with criminal
organizations vying for control and engaging in



contract killings against their rivals.” In Iraq the conflict
over oil is of a larger scale—but so too is the prize.
Another parallel with events in Russia is the growth
of extortion. During the 1990s extortion of shopkeepers
and small businesses became pervasive in Moscow and
other large cities. Payoffs had to be made to organized
crime simply for the business to operate. Protection
rackets became big business in Russia because law
enforcement was weak while the regulatory apparatus
for business was absent.® In Iraq too, deficient law
enforcement was a major factor. Even though protection
rackets have been driven more obviously by militias
rather than traditional criminal gangs, the dynamics
are very similar. The militias are both predatory
and protective, while in Russia some extortionists
developed a vested interest in the commercial success
of the businesses they were targeting and actually
acted as protectors.’ Other groups, of course, remained
merely parasiticc, while dressing up the demands
as payments for services rendered. In Baghdad and
elsewhere in Iraq, protection payments often take the
form of ostensibly legitimate and innocuous payments
for market stalls or kiosks. The result, however, is
that profits are diminished, entrepreneurial initiative
is stifled, and the legitimate capital accumulation
required for economic regeneration is undermined.
Post-Saddam Hussein’s Iraq has also witnessed the
emergence of a kidnapping industry. Once again this
is not unique. Other countries facing challenges from
insurgencies and terrorist or criminal organizations
also have to contend with abductions. This is certainly
the case with the Philippines, where kidnapping has
been concentrated in Mindanao and Metro Manila; in
Colombia, where both FARC and the ELN have made
extensive use of kidnapping as a fund-raising device;



and in Mexico, where the capital, Mexico City, has
become particularly dangerous. According to some
assessments, by 2004 Mexico City had become the
kidnapping capital of the world with targets including
not only unwary foreigners, but many middle class
Mexicans.”” Baghdad subsequently took over this
dubious distinction, with kidnappings reaching a peak
in 2005 and 2006 and continuing (albeit at a lower level)
in spite of the improved security situation. Once again,
however, Iraq is hardly distinctive. In all the threatened
countries, the impact on public security has been
serious. In Iraq an added twist is that families which
had invested their savings in businesses intended to
meet demands for commodities and consumer goods
in post-Saddam Hussein’s Iraq became a major target
of kidnapping gangs; their entrepreneurial energy was
dissipated and their resource base depleted by ransom
payments.!

Perhaps an even more striking parallel —yet one
rarely mentioned —is that between Iraq and Albania. In
1997 the Albanian state imploded after the collapse of
massive pyramid schemes in which many people lost
their savings. In effect, this was the culmination of a
period of dismal and increasingly corrupt governance.
According to Daniel Vaughan-Whitehead, the failure
of the Albanian state had its roots in:

fragile economic growth characterized by the collapse of
industrial activity, the absence of substituting activities
from an emerging and weak service sector, and a banking
system still unable to assume its role as a financial
intermediary; . . . the failure of the mass privatization
program; . . . the growth in unemployment and the fall
in real wages and living standards which combined to
condemn a growing proportion of the people to total
destitution; finally, the fragility of public authority and
institutions."



In the case of Iraq, the collapse was the result of
the U.S. invasion and the decapitation of the regime —
although significantly not the defeat of the total
country in the same way that Germany and Japan
were defeated in World War II."* The regime collapse
had more far-reaching consequences than anticipated
because of an underlying brittleness in state structures
which had not been evident from the outside. In both
cases, however, the result was an orgy of looting which
in Albania included the looting of the national armory
and in Iraq encompassed the sacking of ministries and
the National Museum, and the theft and diffusion of
weapons and ammunition from depots and caches
spread through the country.

Nor was this the only parallel. The cultures of
both Iraq and Albania were based on tribal or clan
laws and traditions—including blood feuds and
vendettas —rather than the rule of law as understood
in western societies. Such affiliations came to the
fore in the aftermath of state collapse and, in both
cases, complicated and intensified the difficulties of
reestablishing the power of a centralized state.

Obviously, there were differences, and the analogy
is far from perfect. Nevertheless, it is interesting that
organized crime, which was already flourishing in
Albania prior to 1997, consolidated its position after
the crisis, allowing Albania to become a safe haven
not only for Albanian criminals but also for criminal
organizations from Italy and elsewhere. In May 2000,
for example, it was reported that more than 500 Mafiosi
of different nationalities were in Albania.™ In Iraq after
the fall of Saddam Hussein, there was an even more
dramatic upsurge of organized crime than in Albania —
although the high levels of violence and instability
probably inhibited the influx of foreign criminals.



There are even some parallels that pre-date the U.S.
military intervention and the fall of Saddam Hussein.
During the 1990s, Hussein’s son, Uday, and Marco
Milosevic, son of the then Serbian leader Slobodan
Milosevic, were both heavily involved in cigarette
smuggling —although independently of one another.
In both cases, approval and protection of their criminal
activities was provided at the very highest levels of
government. More generally inIraq, smuggling — which
was a time-honored tradition—reached new heights
prior to the downfall of the regime as part of Hussein’s
efforts to circumvent sanctions. It was to become even
more prominent in post-Hussein Iraq, partly reflecting
the new availability of goods but also the differential
prices of commodities in contiguous countries. Once
again, this situation is not unique. Smuggling across
the border to and from Iraq’s neighbors responds to
the same dynamics as smuggling elsewhere. In the
early 1990s, for example, increased taxes in Canada
created large price differentials with the United States.
Almost inevitably, this was followed by large-scale
smuggling of cigarettes into Canada—often through
Indian reservations such as the Akwesasne reservation
which extends from New York State into Quebec and
Ontario provinces.

None of this is intended to ignore or downplay
the unique features of Iraqgi culture, the role of tribal
allegiances, the religious divide between Sunni and
Shiite, or the particular historical experience and
geographic location of the country. The argument is
simply thatorganized crimeinIraqresembles organized
crime in other countries—up to a point. Organized
crime in Iraq is far from sui generis, but its concentrated
forms are probably unmatched anywhere and possibly
unprecedented in depth and extent. In effect, Iraq has
been transformed into a magnified Sicily —with oil.



Indeed, organized crime in Iraq combines aspects of
organized crime in Nigeria with Prohibition Chicago,
gang warfare in Los Angeles with organized crime
in the Balkans and Russia, and the power of Mexican
drug trafficking organizations with religious zeal and
nationalist passion. In short, organized crime in Iraq
is a true witches” brew, a powerful concoction with
internal dynamics that remain little understood. Iraq
also suffers from an insurgency that uneasily combines
foreign terrorists, Iraqi nationalists, and former regime
elements, with a sectarian conflict that is sometimes
overshadowed by intra-sectarian clashes. It is an inter-
nal conflict with external meddling, a battleground be-
tween the United States and al-Qaeda, and a proxy
conflict for the on-going cold war between the United
States and Iran. At stake are the norms and rules for the
society, issues of identity, and control over resources —
all of which are a prize of the conflict and a way of sus-
taining the struggle. Criminal activities help fuel these
battles, while criminal organizations exploit the oppor-
tunities provided by an environment characterized by
conflict, disorder, and weak government.

Accordingly, this analysis explores the organized
crime dimension of the conflict in Iraq, a dimension
given scant attention even though it weaves through
many other facets of the conflict. The importance of
understanding organized crime in the country was
highlighted in July 2003 by Mark Edmond Clark of the
Strategy Group. As he noted, “Combating organized
crime in Iraq will be an issue that will demand further
consideration as the humanitarian and reconstruction
efforts get underway.”” He added that “the Balkans
could possibly serve as a model for understanding
what is now taking place in Iraq.”'® In August 2003 a
delegation from the United Nations Office of Drugs and

10



Crime (UNODC) provided an even more detailed and
emphaticstatementonthecentralroleoforganizedcrime
in Iraq, noting that it was already contributing to in-
stability and complicating reconstruction.” The report
focused onoil smuggling, trafficking in firearms, human
trafficking, theft and trafficking of artifacts, kidnapping
and extortion, and car-jacking, while emphasizing that
the large-scale theft of copper from electricity pylons
and power lines would have a serious effect on the
electricity infrastructure.’”® It added that the process of
copper smuggling had developed remarkably quickly,
and had reached “industrial scale” proportions.”” The
report also noted that “the conditions for the expansion
of organized crime include the absence of the rule of
law, the disintegration of state institutions, and the
promotion of various forms of smuggling under the
previous regime. Such factors have taken place against
the backdrop of deterioration in socio-economic
conditions in the past decade.”? In sum, the UNODC
report revealed that conditions in Iraq were ripe for a
tsunami of organized crime. Although the report was
both prescient and compelling, it had little impact on
high-level decisionmaking.

In spite of this deficit of attention at high levels, some
U.S. military units were quick to recognize the nature
of the challenge they were confronting. A July 2004
report from Pamela Hess, United Press International’s
(UPI) Pentagon correspondent, observed that Marine
commanders were already acknowledging that it was
difficult to

overemphasize the importance of organized crime in
the insurgency. . . . The perpetrators are motivated by
self-interest and greed. They not only plan and carry out
violence but pay others to do the same. One commander
compared the intransigence of Iraqi organized crime
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networks to that of the mafia in Sicily before World War
II. It has the same stranglehold on whole local economies
and populations, and is protected by family and tribal

loyalties.”

Although this report was picked up by a few blogs in
the United States, it received little or no attention from
the mainstream news media. For the most part, the
intensifying challenge posed by organized crime was
still largely ignored, both at the official level and in the
public debate.

There were a few other exceptions, especially among
Iraq specialists. Toby Dodge, for example, consistently
and vigorously asserted that criminal activities were a
major cause of public insecurity following the invasion
and needed to be countered in a serious and systematic
way. In his view, lawlessness and the ready availability
of weapons combined with the absence of effective po-
licing to provide a highly permissive environment for
criminal organizations which terrorized “what remains
of the middle class, car-jacking, house-breaking, and
kidnapping, largely with impunity. Groups like these
alsoregularly rob and kidnap foreign workers. In many
cases, these gangs are better armed and organized
than the Iraqi police trying to stop them.”? Dodge also
concluded that the continued capacity of these groups
“to operate is the most visible sign of state weakness.”*
Such observations, however, were largely disregarded
as the focus switched to the growing violence and the
improvised explosive device (IED) phenomenon.

Once again, there were important exceptions.
Steven Metz, in particular, characterized what was
going on in Iraq as a complex insurgency within
which reinforcing streams of activity were embedded.
He observed that the insurgency in Iraq resembled
other contemporary insurgencies in the widespread
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use of criminal activities as a funding mechanism.*
John Robb made a similar point in a different way,
referring to the development in Iraq of what he termed
a “bazaar of violence . . . composed of many en-
trepreneurial groups—each with its own bond . . .,
sources of funding, and motivations.”* Finally, on
October 28, 2007, the importance of organized crime
was acknowledged at a high level when General David
Petraeus highlighted the importance of nonsectarian
crimes such as kidnapping, corruption in the oil
industry, and extortion, noting that in certain areas
of Baghdad, there is “almost a mafia-like presence.”?
Although General Petraeus stated that all this had
become more visible because of the improvements
in the security situation, it is important to emphasize
that organized crime in Iraq is not something separate
from the insurgency, the sectarian conflicts, or the
activities of AQI; rather, it is interwoven with these
other organizations and activities, exacerbating the
fault lines in the society and creating negative but very
powerful synergistic effects.”

This becomes particularly evident when it is
acknowledged that organized crime in Iraq, as else-
where, can be understood in two distinct ways. First,
it can be understood as entities or criminal enterprises
which see crime as a continuation of business by other
means. Organized crime can also be understood as a
set of activities which can be appropriated or utilized
by a variety of different entities for their own narrow
purposes.?® Terrorist organizations, insurgents, ethnic
factions, sectarian groups, and militias can all use
organized crime activities as a funding mechanism to
support their political and military activities.

There have evenbeen afew cases of states — typically
pariahs such as North Korea, Serbia under Milosevic,
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and Saddam Hussein’s Iraq—using criminal activities
to offset their isolation in the international community
and to counter sanctions directed against them by
that community. The particular crimes depend on the
state carrying them out. North Korea, for example,
executed a broad portfolio of criminal activities,” while
Hussein’s Iraq focused primarily on oil smuggling to
reduce the impact of sanctions and provide a revenue
stream which funded both the construction of new
palaces and a renewed weapons program.

Similarly, for nonstate entities, specific criminal
activities depend in part on the range of opportunities
in the environment. This in turn helps to explain why
some groups specialize while others develop a broad
portfolio of criminal activities.

In post-war Iraq it is possible to discern both
criminal enterprises interested primarily in profit and
other entities using organized criminal activities as a
way of furthering and funding their political agendas.
Indeed, both criminal enterprises and criminal
activities appropriated by other violent nonstate
actors have become an integral part of the situation
in the country. Post-Hussein Iraq provided an almost
unprecedented opportunity space for organized crime,
the exploitation of which contributed significantly to
the difficulties faced by the United States in its efforts to
create stability, reestablish a legitimate, effective state,
and reconstruct Iraq’s infrastructure and economy.

Once again, there are parallels, this time with the
situation in Bosnia-Herzegovina, where the central
state envisaged in the 1995 Dayton Accords has still not
fully materialized. One of the reasons is that in Bosnia
the nationalist parties working with organized crime
groups have controlled most of the contraband trade,
thereby depriving the state of much-needed customs
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revenues.” Similarly in Iraq, organized crime activities,
corrupt officials, and smuggling networks significantly
hindered the reestablishment of a viable and effective
central government and delayed the regeneration of the
Iraqi oil industry, an industry expected to provide the
momentum for reconstruction in post-Hussein Iraq.*!
In addition, organized crime not only contributed
significantly to the pervasive climate of fear in the
country but also provided funding to the multitude of
violent groups engaged in combat with one another
and with American and Iraqi government forces. At the
same time, crime and corruption within the governing
political elite and key ministries undermined both
legitimacy and effectiveness.

Furthermore, the emergent police force, intended
to uphold the rule of law, was infiltrated by militias
and riddled with sectarianism and corruption.
Consequently, it has been part of the problem rather
than part of the solution. For many ordinary Iraqis, the
very force that was designed to protect them preyed on
them instead, engaging in sectarian killings, extortion,
robberies, and kidnapping. In addition, insurgent tribes
and AQI targeted occupation forces, reconstruction
efforts, and emerging forms of governance, while
funding their campaigns of violence partly through
criminal activities. In the early years of the insurgency,
in particular, the Ba’athist former regime elements
(FREs) who wanted to regain power used their access
to the illicit economy to finance this effort.

Although the component parts of the challenge
in Iraq are old and familiar, the overall picture in the
aftermath of the U.S. invasion in 2003 was new and
different. In fact, the rise of organized crime in Iraq
challenges existing concepts and categorizations, casts
doubts on strategies that focus narrowly on the military
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dimension of a complex problem, and demands new
measures of effectiveness or metrics of success. Much
as the conflict in Iraq can be understood only as a hybrid
form of warfare, so too must organized crime in Iraq
be understood. Furthermore, criminality has added
to the hybrid quality of the anti-coalition violence.?
In the final analysis, however, the failure to foresee
the emergence of organized crime and subsequently
to understand the relationship between organized
crime and much of the violence in Iraq, are sufficiently
serious that they constitute what can only be described
as strategic surprise.

Purpose and Scope of the Analysis.

Against the background of organized crime,
violence, and insurgency, this analysis attempts to fill
what has been an important gap in our understanding
of developments in Iraq since March 2003. Specifically,
it seeks to:

* explain the rise of organized crime, pervasive
criminality, and widespread corruption in
contemporary Iraq. Organized crime did not
suddenly arise from the chaos of invasion
and occupation; rather, it had deep roots in
an authoritarian and corrupt state subject to
international sanctions;

* explore the dimensions of organized crime and
specifically criminal activities which are used
not only by traditional for-profit groups but
also by insurgents, militias, sectarian groups,
political parties, and tribes to enhance their
resource base and thereby prosecute their ends
more effectively;
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* identify the major actors exploiting criminal
opportunity in Iraq and to explore the ways
in which criminal organizations and political
or sectarian actors merge or overlap with each
other. The actors include many members of the
political and administrative elites who have
used their positions in the state apparatus to
advance personal or private agendas rather
than to serve the public good; and,

* suggest a range of possible and necessary
responses to organized crime and corruption in
Iraq. These responses run the gamut from new
priorities in governance and reconstruction
efforts to a new emphasis on law enforcement
and the establishment of greater transparency.
They include environmental modification
to reduce criminal opportunities, changes in
incentive structures, and the direct targeting of
criminal organizations and activities.

Although these tasks appear relatively straight-
forward, there are inevitable gaps in both knowledge
and understanding as well as inherent obstacles to
the kind of analysis being undertaken here. Any deep
examination of a conflict zone has to confront major
challenges and problems. In Iraq, the complexity and
dynamism of the situation, combined with the gaps in
intelligence and thelack of open-source reporting, make
conclusive judgments problematic. Some of the social
connections that provide a basis for trust networks
are not clearly discernible to the outsider even though
they facilitate illicit transactions. Similarly, much
of the extortion that occurs, by its very nature, goes
unreported or is reported only in very general terms.
Another challenge is to identify those responsible for
criminal activities which are often obscured by denial
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and deception efforts. The problem, however, is not
only one of information but also of analysis. In this
connection, an important challenge is to determine
the extent to which particular organizations in Iraq are
monolithic and centralized or so highly factionalized
that some members act without central authority.
Notwithstanding these problems, difficulties, and
challenges, piecing together large parts of the puzzle is
possible.

Accordingly, in Chapter 2 we shall examine the rise
of organized crime in Iraq. It shows how the reign of
Saddam Hussein combined with international sanc-
tions to create all the conditions for an upsurge of org-
anized crime. The upsurge itself can be understood
in terms of two distinct if overlapping waves which are
also elucidated. In Chapter 3, the focus is on oil theft and
oil smuggling, which are probably the most lucrative
sources of illicit income. Chapter 4 analyzes the practice
of kidnapping, which also became pervasive yet was
rarely accorded a level of attention commensurate with
its significance unless it involved foreigners. In Chapter
5, the focus moves to extortion and a range of other
criminal activities which, although less important than
oil smuggling and kidnapping, cannot be ignored. In
Chapter 6, the subject of corruption in Iraq comes to
the fore. This malady has not only undermined efforts
to reestablish effective governance but also contributed
to a climate of prosecutorial impotence and facilitated
many criminal activities. Chapter 7 looks at the entities
involved in organized crime and considers some of the
ways in which they have interacted with one another.
Finally, Chapter 8 develops a set of recommendations
regarding responses to organized crime in Iraq as well
as a set of lessons distilled from the Iraq experience
which might be relevant to other conflicts and post-
conflict situations.
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CHAPTER 2
THE RISE OF ORGANIZED CRIME IN IRAQ
The Roots of Organized Crime in Iraq.

The rise of crime in Iraq was a result of several
separate but intersecting factors, some of which are
part of a broader pattern and some of which are unique.
Organized crime had its roots in authoritarian and
corrupt political structures, but increased in response
to the sanctions imposed on Iraq following the 1990
invasion of Kuwait. The U.S. invasion in March 2003
and the subsequent collapse of Iraq’s political structures
marked a turning point after which organized crime
expanded into a formidable problem for the United
States and the nascent Iragi government.

Although organized crime is usually discussed
in relation to weak states, it can also flourish —albeit
within strictly defined limits —in strong, authoritarian,
or “fierce states” in which there is little oversight or
control.! Robert Klitgaard’s argument that corruption
flourishes where there is monopoly plus discretion
minus accountability applies equally well to organized
crime.? This notion accords with what has been termed
the elite exploitation model of organized crime.
Developed by Peter Lupsha and Stanley Pimentel, the
central proposition is that the political elites control
and manipulate criminal organizations for their own
purposes.> Good examples of this can be found in
Mexico under successive Institutional Revolutionary
Party (PRI) governments and in the Former Soviet
Union where the Communist Party typically used
black market organizations to ensure a consistent and
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abundant supply of commodities for members that
were not available to ordinary citizens.

It is only a small step from the elite exploitation
model to what might be termed the criminal state
model, in which the regime does not simply exploit
independent criminal organizations but develops
centralized control over many criminal activities and
mobilizes state resources in carrying them out. This is
not a case of organized crime taking over the state but
of the state taking over organized crime. Perhaps the
most obvious example is North Korea, which has been
heavily involved in methamphetamine production,
trafficking in endangered species, diamond smuggling,
counterfeiting, money laundering, and other criminal
activities. In many cases, North Korean diplomats
posted abroad engaged in such activities, while in
North Korea itself currency counterfeiting and other
activities were under the control of Bureau 39, the
agency responsible for obtaining hard currency.” The
other obvious example is Milosevic-era Serbia, where
members of the cabinet were given control over critical
economic sectors, often exploiting them for personal
gain.

Iraq under Saddam Hussein was, in some ways,
very similar. According to one observer, the process of
criminalization really began with the nationalization
of the oil industry in 1972 and the subsequent
development of a party “slush fund” by leading
members of the Ba’ath Party, a fund which reportedly
amounted to $17.4 billion by 1990.° This development
marked the beginning of a slippery slope. Gradually,
if inevitably, “Iraqi officials began to use the powers
of the state for personal benefit through criminal
activities of one kind or another.”” In certain respects,
therefore, Iraq in the 1990s resembled an extended
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mafia family with Saddam Hussein as the “Godfather”
presiding over extensive criminal entrepreneurship
by party members and particular tribes or groups.
The consent, connivance, or collusion of the regime
was critical. Some activities, especially the smuggling
of oil to circumvent sanctions, were probably directly
overseen by Saddam Hussein and his family as they
exploited the resources of the Iraqi state including the
state-run banks. In effect, Iraq under Hussein combined
both the elite exploitation model and the criminal state
model of organized crime.

Although authoritarian states provide fertile
ground for the growth and operations of organized
crime, they also seek to circumscribe criminal
activities within defined limits. Yet sometimes this
dominance begins to erode as criminal organizations
develop more resources, acquire greater power, and
exercise increased autonomy. This happened in Iraq.
Initially, criminal organizations which could be of
use to the regime were allowed to operate within
clearly demarcated limits; the activities of these
groups were significantly constrained by a regime in
which social control mechanisms, although uneven in
implementation, were often draconian. As the regime’s
control declined, albeit in subtle rather than overt ways,
it was compelled to turn for help to some of the more
traditional centers of power in Iraq.

This process of co-option became increasingly
evident in the late 1990s. As Robert Looney has noted,
in 1998 “heavily armed and equipped Sunni tribal units
were positioned in and around Baghdad to control the
restive urban population, a role formerly belonging to
the Ba’ath party militia.”® During the next few years,
these tribal units became more autonomous and less
dependent on the support and goodwill of the state.

25



Indeed, it was not long before “clan based groups” not
only “controlled the highways around Baghdad,” but
“increasingly turned to criminal activities—looting,
smuggling, and hijacking throughout most of al Anbar
province.”® Not surprisingly, this led to clashes with
state agencies such as the police, judges, party officials,
and Iraqi military. Yet these clashes do not seem to have
had muchimpactinstemming either a growingcriminal
economy or the increased power and independence
of criminal organizations. “Tribal groups were . . .
increasingly involved in criminal-type activities,
especially in the western border regions . . . . Illicit
criminal networks were initially based on the cross-
border smuggling of animals, tea, alcohol, and
electronics. Later these activities began encompassing
the drug trade.”' It was perhaps a sign of the brittleness
of the regime—a brittleness that was not readily
apparent outside Iraq—that “tribal based organized
criminal activities increased toward the end of Ba’athist
rule with many party members becoming involved due
to declining opportunities to acquire official resources.
By early 2002, the entire route along the Euphrates River
in Al Anbar had essentially developed into a sanctuary
for illicit traffickers and criminal entrepreneurs.”*
Rather like paramilitaries in Colombia, tribes which
had been utilized and empowered by the Iraqi state
escaped the control of the state.

Part of the reason that Saddam Hussein needed
to cooperate with other criminal entities in Iraq was
outside pressure following the 1991 military defeat. The
regime sought to resist and circumvent international
economic sanctions which, during the 1990s, became
one of the favorite enforcement tools of the international
community, partly because such tools were more
effective than diplomacy but less drastic than military
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force. Unfortunately, sanctions are an imperfect
mechanism for coercion. They often have unintended
and unfortunate consequences, hurting the weaker
and more vulnerable segments of society in the target
state while leaving the regime and elites unaffected.
Often the target state or regime is able to respond to
sanctions with circumvention methods that are both
ingenious and highly innovative. It is not surprising,
then, that international sanctions typically lead to an
increase of both smuggling and corruption.’? Iraq was
no exception. The task of evading, undermining, and
circumventing sanctions was greatly facilitated by the
power and resources of the Iraqi state, combined with
the willingness of a variety of groups within society to
be co-opted by the state. While post-regime Iraq would
almost certainly have had an organized crime problem
even without sanctions and their circumvention, it
is unlikely that the phenomenon would have been
as powerful and widespread. In effect, sanctions
contributed significantly to the criminalization of Iraq.

The most blatant aspects of criminality and
corruption were associated with the United Nations’
(UN) Oil for Food (OFF) program. The main impetus
for this program was the desire of the international
community to mitigate the impact of sanctions on the
most vulnerable sectors of Iraq’s population, such as
children suffering from malnutrition and inadequate
health care. In the event, the program was successful
in mitigating some of the suffering. Malnutrition
rates dropped from 32 percent in 1996 to just over 20
percent in 1999, while overall gross domestic product
(GDP) increased from $10.6 billion to $33 billion.” At
the same time, the program was unexpectedly but
skillfully exploited by Saddam Hussein to provide
additional funding for the regime. When this was
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revealed, it was followed by a storm of criticism, much
of it justified. Lax supervision and oversight at the UN,
the susceptibility of some UN officials themselves to
corruption,andthegreed ofseveralcorporationsallowed
Saddam Hussein to exploit the OFF program for his
own purposes. The program became so compromised
that senior UN officials, along with companies in
Australia, Russia, the United States, and several other
countries, were deeply implicated in the resulting
scandal. Ironically, Hussein had initially resisted this
program. According to Central Intelligence Agency
(CIA) official Charles Deulfer, “It was only when the
effects on the Iraqi country and the population were
so devastating that it became regime threatening, that
Hussein decided to accept the Oil-for-Food Program as
embodied in the December 1996 decision.”** Not only
did this alleviate what was emerging as a major crisis
of legitimacy for the regime, it also provided “collateral
benefits” that Hussein and his entourage “had not
anticipated.” The most important of these benefits
was the “ability to generate illicit revenue streams of
hard currency.”’® Yet, the abuse of the OFF Program
provided far less revenue than the often overlooked oil
smuggling schemes resulting from “protocols” with
Iraq’s neighbors.

This is not to deny the significance of the OFF
program. The program provided major political
opportunities for Saddam Hussein. Particularly
important in this respect was “a clandestine oil allo-
cation voucher program” involving “the granting of
oil certificates to certain individuals or organizations”
in return for efforts to undermine the resolve of the
international community to maintain sanctions.'” The
vouchers, negotiable instruments which could be
sold or traded at a profit, were also used to encourage
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people or organizations to be helpful to the regime in
more specific ways. Certain vouchers were categorized
as “special allocations” or “gifts.” These were given
to Benon Sevan, the UN official in charge of the OFF
program as well as Russian, Yugoslav, Ukrainian, and
French politicians and businessmen.”® Duelfer noted
that “frequent buyers of theselarge allocations included
companiesinthe UAE [United Arab Emirates] as well as
Elf Total, Royal Dutch Shell, and others.”* The voucher
system was not itself illegal as it was approved by the
UN, but the beneficiaries were not always open and
aboveboard. Consequently, the system devolved to an
exercise in corruption and influence-buying by Saddam
Hussein (who personally approved all recipients of
the vouchers). But the vouchers were ultimately less
important to the regime than the OFF revenue streams,
which provided substantial sources of income in spite
of sanctions.

These revenue streams were generated in four
main ways. First, the regime imposed surcharges of 10
to 35 cents per barrel on approved oil sales, a scheme
that, according to the Volcker Report, earned at least
$228.8 million.?’ Second and more lucrative, kickbacks
on humanitarian supply contracts brought in at least
$1.5 billion.?" Under the OFF program,

proceeds from authorized OFF Iraqi oil sales were
deposited in a designated UN account to be used for
humanitarian purposes, such as purchasing food and
medical supplies for the Iraqi people. To circumvent
the restrictions on purchases and generate additional
illicit revenue, the Iraqi government ordered each of
its ministries to institute a 10 percent kickback scheme.
Vendors selling goods to the Iraqi government were
required to inflate the contractual purchase price
typically by 10 percent and kick back the excess charge
to the Iraqi government.?
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Third, oil “cash sales” or private-sector exports, ac-
cording to the Duelfer Report, yielded approximately
$990 million.® These were “exports, primarily
petroleum, to private-sector buyers” that were not UN
approved.*

Fourth, and most important of Saddam Hussein’s
illicit revenue streams, were the trade protocols with
Jordan, Syria, Turkey, and Egypt, which preceded
and then paralleled the OFF Program. The status of
these protocols was ambiguous. They were illicit in
the sense that Security Council Resolution 661 passed
in August 1990 restricted all UN member states from
importing any goods, including oil and its derivatives,
originating from Iraq; at the same time, the protocols
were agreements between sovereign states and,
therefore, had some degree of legitimacy.

According to the Volcker report, $10.99 billion of
the $12.8 billion generated in illicit revenue between
1990 and 2003 came from activities associated with
these protocols (this figure apparently includes the
almost $1 billion identified by the Duelfer Report
as “cash sales”).” The proceeds of the oil sales were
split between a trade account and a cash account in
the protocol country. While 60 to 75 percent of the
proceeds was placed in the trade account and used “to
purchase goods from vendors and businesses in the
particular protocol-partner country,” the other 25 to 40
percent “was transferred to bank accounts in Jordan
and Lebanon — usually through bank accounts set up in
the names of front companies or individuals, to further
disguise the scheme and the movement of the funds.
Eventually, the cash account funds generated under
all of the protocols were deposited in bank accounts
controlled by the Central Bank of Iraq, Rasheed Bank,
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or Rafidian Bank.”? The money was later withdrawn
in cash and sent back to Iraq where it was deposited at
the Central Bank of Iraq. A network of front companies,
each using multiple accounts, was set up to move the
money.

These flows were strategically significant: between
1996 and 1998 Iraq was able to establish “a growing
underground network of trade intermediaries, front
companies, and international suppliers willing to
trade oil or hard currency for conventional weapons,
WMD [weapons of mass destruction] precursors, and
dual-use technology.”” The more important result
for the long term, however, was the development
in Iraq of a set of sophisticated skills in criminality
combined with methods of smuggling and repatriating
funds that survived the downfall of the regime and
its replacement first by the Coalition Provincial
Authority (CPA) and then by the reconstituted Iraqi
government. This should not have been surprising.
Peter Andreas, in a compelling and incisive analysis,
has demonstrated that sanctions almost invariably
have a criminalizing impact on the targeted country as
well as its neighbors.?® As he shows, the criminalizing
consequences of sanctions occur at several distinct but
overlapping levels.

First, while sanctions are in effect, the target state
typically goes “into the business of organized crime
to generate revenue, supplies, and strengthen its
hold on power, fostering an alliance with clandestine
transnational economic actors for mutual gain. This
alliance may, in turn, persist beyond the sanctions
period.”® Iraq clearly exemplifies this tendency.
Although in many respects the regime was already
primed for criminal activity, it was during the imposi-
tion of sanctions that corruption and state-controlled
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smuggling really expanded, with Hussein using “the
implements of the State — the central bank, commercial
enterprises, and his diplomatic and intelligence
assets—to help skirt international restrictions.”*
Smuggling became one of the central activities of the
state and one in which “all levels of the government
were complicit.”?! It also proved to be a remarkably
resilient activity. Moreover, just as “profiteering, black
market trafficking, and sanctions-busting became the
principal activity of the Iraqi elite,”?? so profiteering,
corruption, and crime subsequently became major
activities for many members of the post-Hussein elite.

The second development contributing to crim-

inalization was the creation of regional linkages in
smuggling and other criminal activities. In this con-
nection, Andreas notes that “an elaborate regional
clandestine trading network developed in the 1990s to
evade sanctions, largely involving the smuggling of oil
by truck to neighboring Turkey and Jordan, by ship
to Iran, and by pipeline through Syria.”** This process
was facilitated by a long tradition of smuggling in
the region. As the Duelfer report acknowledges, Iraq
exploited “long-established business relationships
with its neighbors, cross-state tribal connections, and
use of ancient smuggling routes.”* These smuggling
routes crossed land borders with such Iraqi neighbors
as Turkey, Syria, Jordan, Saudi Arabia, Kuwait, and
Iran. In addition, Iraq used its own access to the Gulf
from Basra as well as the Jordanian port of Agaba.
Specific examples included:

* Smuggling across the Habur gate on Iraq’s
northern border with Turkey where the heavy
volume of traffic “hindered the adequate
monitoring of cargo.”*® UN monitors had the
capacity to inspect only one in every 200 trucks
crossing into Iraq.”
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* Smuggling goods by truck from Dubai via
Saudi Arabia.®® There was also smuggling
of “foodstuffs, luxury goods, and especially
cement and asphalt” along the highway between
Khorramshahr in Iran and Al-Basra, Iraq’s most
important southern city.*

* Smuggling oil out of Iraq and other commodities
in and out using “a pool of private dhows,
barges, and tankers.”*

* Smuggling oil using “routes through the
northern Arabian Gulf,” as facilitated by the
Iranian Revolutionary Guard Navy “in return
for a fee.”*' It was estimated in 2000 that Iran
was taking about 25 percent of the profit from
smuggled Iraqi oil, a margin made possible
because Hussein charged well below the market
price of oil “to earn revenue that was not tracked
by the UN.”#?

* Smuggling military and dual-use goods by air.

In sum, the smuggling enterprise was comprehensive,
characterized by diversity of routes and exploitation
of the “entire spectrum” of smuggling methods.*
Typical schemes included “disguising illicit shipments
as legitimate cargo; hiding illicit goods in legitimate
shipments; avoiding customs inspections; and, for
high-priority, low-volume shipments, using Iraqi
diplomatic couriers.”*

Although sanction-busting smuggling was built on
existing connections, it clearly took these to new levels.
In effect, Saddam Hu