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FOREWORD

Russia’s seizure of Crimea from Ukraine in March
2014 underscored the vast differences between the
world views of Russia and the United States. Yet these
differences notwithstanding, Russia and the United
States do share key security challenges. One of these is
terrorism. The 2014 Winter Olympics in Sochi, Russia,
saw the attendance of a significant number of high-
profile U.S. citizens at an event explicitly threatened
by Islamic insurgents. This was seen to provide a
prime opportunity for the two nations to foster mean-
ingful cooperation against a common threat. Yet, the
extent of joint work in counterterrorism with Russia
remains insignificant.

Written before the Sochi Games, this monograph
by Henry Plater-Zyberk explores the Russian ap-
proach to counterterrorism, and draws significant
conclusions on the prospects for common cause with
Russia in fighting terror. Cooperation with Russia in
this field is possible and would provide significant
benefits, but requires deep understanding of unique
Russian concepts and constraints, and the specific
nature of the terror threat perceived by Russia.

Mr. Plater-Zyberk provides these insights. This
monograph is therefore recommended for policymak-
ers considering all aspects of security cooperation
with Russia.

DOUGLAS C. LOVELACE, JR.

Director

Strategic Studies Institute and
U.S. Army War College Press
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SUMMARY

Key points resulting from this analysis include:

e Until the end of the Cold War, terrorism was
a phenomenon practically unknown in the So-
viet Union. The chaotic disappearance of the
Union of Soviet Socialist Republics (USSR)
resulted, among other developments, in two
wars in North Caucasus and subsequent waves
of terrorism in the region and terrorist attacks
in Moscow. The demise of the USSR also weak-
ened the organizations responsible for the se-
curity and law and order of Russia—a phenom-

enon rarely understood in the West.

* Russia and the United States are the priority
targets for many radical Islamic groups. The
two countries should be able, in theory at least,
to cooperate closely against many terrorist
groups. However, several issues, which each
country sees as important, make this coopera-
tion very difficult and occasionally impossible.

* In the post-communist, unipolar world, the
United States was the dominant power, which
paid little attention to the views and opinions
of other countries. This attitude was particu-
larly strongly resented in Russia, accustomed
to its status of an equal security and military
power. The United States failed to appreciate
the changes in the Russian Federation and still
does not always accept that repetitive public
criticism of Russia’s democratic deficit can be

counterproductive.

* Political orphans of the Soviet Union, who re-
gret the disappearance of the country they were
born in, brought up in, and worked for, run
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Russia. Twenty-three years after the collapse of
communism, they may not want to see a return
of communism, but they want the new Russia
to be as respected or feared as was the USSR.

* Many Russians see the United States as the
principal culprit of the USSR collapse and the
present U.S. foreign policy as a continuing at-
tempt to dominate the world. They also blame
the United States and other Western coun-
tries for profiting from the chaos of their own
making in the 1990s.

* The United States has a clear choice between
imperfect cooperation with an imperfect Rus-
sia, or in-your-face lecturing of Moscow about
its deficiencies. The lecturing achieved nothing
positive so far and provoked Russian coun-
terarguments about Washington’s double
standards.

* Anti-terrorist cooperation with Russia can be
very productive if it is well planned and ex-
ecuted. This requires a detailed knowledge of
those with whom to work, and with specific
lists of operational do’s and don’ts.

* For the last 12 years, the Russian security ap-
paratus has benefitted from increased funding.
While it has become more effective, this brings
a duality, creating more problems not only for
those against whom it operates, but also for po-
tential partners. Russia has become, once again,
a security superpower.

Successful anti-terrorist cooperation with Rus-
sia requires, above all, an understanding of Russia.
(NOTE: This monograph was written before the 2014
Winter Games at Sochi, Russia.)



RUSSIA’S CONTRIBUTION AS A PARTNER
IN THE WAR ON TERRORISM

INTRODUCTION

Terrorism is a blight that has affected Russia for
almost 2 decades. Since the early-1990s, the North
Caucasus has been ravaged by small-scale attacks
such as pinpoint assassinations and kidnappings,
up to large scale attacks on communities —most viv-
idly illustrated by the attack on Beslan in 2004, which
killed hundreds, the majority of whom were children.
Attacks have emphasized both casualties and the dis-
ruption of authority by attacking not just prominent
civic leaders, religious leaders, and military person-
nel in both blunt and sophisticated ways, but also the
civilian population. Although the Chechen Republic
was the center of this problem for many years, it has
spread into neighboring regions and beyond. Outside
of Chechen, terrorists have attacked Russian transport
networks —including bombing aircraft and airports,
such as the Domodedovo attack in 2011, and also at-
tacking trains. Attacks have also been conducted in
Moscow itself, again vividly illustrated by the attacks
on the Nord-Ost theatre in 2002.

Although they are not the only source of terrorist
activity in Russia, radical Islamic cells based in the
Caucasus are seen by the Russian authorities to be the
main source of such activity. Furthermore, Russian of-
ficials point to the succor given to these cells (in the
form of financial support, equipment, and fighters) by
international terrorist groups and networks. For Mos-
cow, this poses a dual dilemma: It is both a domestic
problem and yet simultaneously an international one.



Such characteristics will be familiar to U.S. and
European authorities, who have also faced attacks by
terrorists, and, on the face of it, suggest that the West
and Russia have a common cause in fighting “interna-
tional terrorism.” Some senior Western officials have
advanced the idea of developing practical coopera-
tion in the fight against international terrorists. It is a
feature, for instance, of the North Atlantic Treaty Or-
ganization (NATO)-Russia agenda—and one which
has yielded some practical results. The Winter Olym-
pics, held in the Caucasus in Sochi in 2014, offered an
obvious point of focus for such cooperation.

Yet, if the agenda appears to coincide and offers a
potential platform for developing a more practically
cooperative relationship, the situation is complex. On
the one hand, U.S.-Russian relations are riven with
wide problems, practical and conceptual. The Rus-
sian leadership is critical of many U.S. foreign policy
and military initiatives on the international stage, and
skeptical about the sincerity of U.S. rhetoric about co-
operation. Any cooperation against terrorism must
also be seen in the light of a wider political and securi-
ty context marred by recurring scandals most recently
illustrated by Edward Snowden’s asylum in Russia.

On the other hand, there are more specific ques-
tions relating directly to a counterterrorism agenda.
This relates to the “domestic and yet international”
duality of the question. As a result, there are impor-
tant questions of mutual understanding and evalua-
tion of counterterrorist operations. Coordination of
definitions of the problem, as well as preferred solu-
tions, may prove difficult.

This monograph explores these questions. First,
it lays out detailed Russian definitions of terrorism,
illustrating the important point that Russian under-



standings of this blight draw on a fundamentally dif-
ferent history from Western definitions. It then turns
to look at the Russian security “pyramid,” which sets
out the relevant authority structure. The monograph
first examines the roles of coordinating bodies such as
the Security Council (SC) and the National Anti-Ter-
rorist Committee (NAC), before looking in more depth
at the individual organs involved in counterterrorism
operations, particularly the Federal Security Service
(FSB) and Ministry of the Internal Affairs (MVD). The
monograph then explores the most important question
for Russia in terms of terrorism: the North Caucasus,
illustrating the extent of the problem, before sketching
out the security situation regarding the Winter Olym-
pic Games in Sochi. The monograph finally looks at
the wider context of the relationship between Russia
and the West, particularly the United States, and looks
at the lengthy list of tensions. These problems have an
important negative impact on the wider relationship
between Russia and the West, one that reduces the
possibility for real cooperation in counterterrorism.

DEFINING TERRORISM FROM THE
COLD WAR TO TODAY

The Union of Soviet Socialist Republics (USSR) was
largely terrorism free, in part because of the oppres-
sive, but on the whole effective, security system and in
part because the KGB (the State Security Committee)
and its predecessors, which were the central organs
for counterterrorism operations, defined terrorism as
an anti-Western propaganda slogan, Thus:

Terroristicheskiy akt—terrorist act. One of the most
extreme forms of subversive activity carried out by



capitalist intelligence services, their agents and anti-
Soviet elements within the country, consisting of the
assassination of a state or public personality or rep-
resentative of authority, or the infliction of grievous
bodily harm on them, on the grounds of their state or
public office, with the aim of disrupting or weakening
Soviet authority.!

This official Soviet definition of a terrorist act was
therefore a political and linguistic by-product of the
Soviet struggle with armed independence move-
ments after World War II. Once the armed groups
fighting for the independence of their countries and/
or against Soviet invaders were subdued, Moscow
could not accept that any sane Soviet citizen would
attempt to subvert their communist paradise without
outside support.

The situation changed dramatically on January
8, 1977, when a group of Armenian radicals planted
three bombs in Moscow, the first in a carriage of the
Metro, the second in one of the capital’s food shops,
and the third near the main shopping complex in Mos-
cow. The three attacks killed and wounded 37 people.?
Soviet leaders were shocked. Yuri Andropov, the head
of the KGB, described the attacks as the crime of the
century.’ The investigation of the attack was given
absolute priority and no resources were spared—
for a whole year, the KGB attached about 800 of its
own students to assist the investigation because the
original Soviet investigating team had only 30 people.
The USSR was simply not prepared for these types
of attacks.*

The roots of terrorism in modern Russia can be
found in the later stages of the decline of the USSR
and immediately after its demise. The collapse of the
USSR resulted in a concatenation of circumstances



that allowed terrorism to flourish not just across the
Soviet republics but also within Russia itself.” The col-
lapse of authority had a dual impact. As the power
of the Communist Party of the Soviet Union slowly
faded away and, with it, all the state organizations it
controlled, especially the law enforcement and secu-
rity organs, the economy became a free-for-all rather
than a free market system. This weakening of state or-
ganizations and the emergence of the new, powerful,
and rich individuals operating in untested economic
waters resulted in a rapid growth of crime.

At the same time, the Russian Soviet Federative So-
cialist Republic, by far the largest and the most domi-
nant component of the USSR, was the only republic
without its own security organization. Just before the
collapse of the Soviet Union, Russia set up its own ver-
sion of the KGB very late, on May 5, 1991.7 The setting
up of the new security organizations, especially in the
various regions of Russia, was exceptionally difficult
in the post-Soviet chaos. There was no legal frame-
work to deal with “new” crimes and transgressions,
which in the Soviet period were simply regarded as
anti-Soviet activities and treated accordingly.

The strict control of firearms and other weap-
ons of the Soviet era deteriorated rapidly. Weapons
dumps were only inadequately guarded, or even not
at all, and military units in some areas —especially in
North Caucasus—were attacked and their weapons
stolen. The armed forces and law enforcement or-
gans were not able to control some parts of the Rus-
sian Federation because the decisionmaking system
within the power structures practically collapsed, as
did the military conscription system and the central
funding system.



The legal vacuum left by the Soviet Union was
matched by the situation in the security and law en-
forcement organizations. The sword and shield of
the ruling Communist Party of the Soviet Union was
gradually dismantled and weakened by the defec-
tion of its personnel to the private sector. The failed
October 1993 coup against Boris Yeltsin made him
weaken the whole security apparatus even further,
transferring some personnel and functions to the inef-
ficient and corrupt, but representing no threat to him,
Ministry of Internal Affairs.®

Subsequent (endless) reforms of the security appa-
ratus in post-Soviet Russia and the rolling reallocation
of the anti-terrorist units and resources in the early-
and mid-1990s, resulted in a further weakening of the
situation. Many officers retired or were removed by lo-
cal authorities hostile to Moscow.? As a result, the Rus-
sian Ministry of Defense and the Security Ministry, re-
sponsible for the police who briefly replaced the KGB
and the Ministry of Internal Affairs, were desperately
short-staffed and underequipped.’® When President
Yeltsin decided to transfer the elite unit “Vympel” —
originally set up by the First Directorate (Intelligence)
of the KGB —from the Presidential Security Service to
the MVD, all members of the unit objected. On Feb-
ruary 11, 1994, they met their new boss, Minister of
Internal Affairs, Viktor Yerin. Although General Yerin
offered to increase their salaries by 40 percent, none
of the 500 experts accepted the offer —most of them
resigned, 50 moved to the Main Protection Directorate
or reapplied for the jobs in the Presidential Security
Service, 30 moved to the Intelligence Service, and 30
moved to the Federal Counterintelligence Service.!!

During this time, Islam filled this ideological and
political vacuum in some parts of the former Soviet



Union. In the North Caucasus in 1999, there were
about 110 registered Islamic educational establish-
ments with teachers from Syria, Jordan, Egypt, and
Saudi Arabia. Some of the Russian Islamic scholars
were taught in the Middle East or North Africa.'> By
1999, in Dagestan alone, there were 1,670 mosques, 25
madrassas, nine Islamic establishments of higher edu-
cation, and 1,230 inhabitants of Dagestan studied in
10 Islamic countries.” The recruitment of Russian citi-
zens by the Islamic organizations was well-organized
and well-funded. In mid-1998, Saudi Arabia began to
pay more attention regarding who its funds were go-
ing to in Russia. The most popular form of transfer-
ring money to Islamic groups in Russia were couri-
ers who arrived carrying substantial sums of money
legally and left the county without it."*

In this post-Soviet chaos, legislative changes were
made to the definition of terrorism. A new article
(213.3) was introduced to the old Penal Code of the
Russian Soviet Federative Socialist Republic. The new
article described terrorism as:

an explosion, arson, or other activities aiming to vi-
olate public security or to influence decisions of the
authorities creating a danger of the loss of life, sig-
nificant property damage, as well as other serious
consequences.’

The new article envisaged —in the most extreme
cases — the death penalty and the confiscation of prop-
erty. Article 205 of the new Criminal Code introduced
in 1996 and updated several times describes a terrorist

act as:
1. An explosion, arson or other acts, frightening people
and endangering the lives of people, causing signifi-
cant property damage or other serious consequences,



in order to influence decision-making authorities or
international organizations, as well as the threat to
commit such acts for the same purposes—punish-
able by imprisonment for a term of 8 to 12 years. (Part
One, as amended by the Federal Law of 27.07.2006
N 153-FZ.)

2. The same acts: a) committed by a group of persons,
by prior collusion or by an organized group; b) result-
ing, inadvertently, in death of a person, and c) result-
ing in significant property damage or other grave con-
sequences, shall be imprisoned for a term of 10 to 20
years. (Part Two, as amended by the Federal law from
30.12.2008 N 321-FZ.)

3. Acts stipulated in the first or second paragraph of
this Article, if they: a) involve an attack on nuclear
facilities or using nuclear materials, radioactive sub-
stances, sources of radiation or toxic, poisonous, haz-
ardous chemical or biological agents, and b) caused
intentionally death of a man—shall be imprisoned for
a term of 15 to 20 years or life imprisonment. (Federal
law of 30.12.2008 N 321-FZ.)'

Later, Vladimir Putin further amended the legisla-
tion, the Federal Law N 35-®3 (Nr 35-F3), “On Coun-
tering Terrorism,” signed by President Putin on March
6, 2006, after it was ratified by both chambers of the
Russian Parliament. Point 1 of Article 3 Describes ter-
rorism as an ideology of violence and the practice of
influencing decisions of public authorities, local gov-
ernments or international organizations by terrorizing
the population, and/or other forms of unlawful acts
of violence."” The law specifies, among other things,
what constitutes a terrorist act (Article 3); outlines
the basis of the combat against terrorism (Article 5);
describes the rules governing the use of the Armed
Forces of the Russian Federation in the fight against
terrorism permitting them to operate outside the



Russian territory (Articles 6 and 10); and gives them
the power to shoot down aircrafts, in extreme situa-
tions (Article 7); the role and functions of those lead-
ing an anti-terrorist operation (Article 13); the com-
petences and powers of the operational headquarters
(HQs); and lawful infliction of harm in anti-terrorist
operations (Article 22)."

THE RUSSIAN SECURITY PYRAMID

The Russian president, in accordance with Article
5 of Nr 35-F3, defines the main directions of the coun-
terterrorist state policy and determines the composi-
tion of the operational HQ in anti-terrorist operations
(Article 14)." He is the pinnacle of the law enforce-
ment pyramid, dominating all the relevant core struc-
tures. These include the Security Council of the Rus-
sian Federation (SC) and the National Anti-Terrorist
Committee (NAC).

The president forms and leads the SC. In the early-
and mid-1990s, anti-terrorist operations were coordi-
nated by the SC. President Boris Yeltsin established
the Council in the summer of 1992. The main tasks of
the Council were and remain:

* Preparation of the annual report of the Presi-
dent to the SC about Russia’s security, as the
key policy document for the organs of the exec-
utive power concerning the internal, external,
and military policies, as well as drafting legal
acts to protect vital interest of individuals, so-
ciety, and the state from external and internal
threats.

* Organizing the work of temporary and perma-
nent interdepartmental commissions formed
by the SC, on a functional and regional basis,



as the main instrument of developing the draft
decisions of the President of the Russian Fed-
eration.

* Developing proposals to protect the constitu-
tional sovereignty and territorial integrity of
Russia. The SC also implements presidential
strategic security programs.

The attack on the school in Beslan, Russia, in early-
September 2004, provoked a deep reassessment of the
Russian security strategy and showed the need for a
new organization focusing only on the suppression of
terrorism. In the wake of this, the role of the SC has
grown considerably: The latest status, approved by the
Russian President — the Chairman of the Council —on
May 6, 2011, and updated on July 8, 2013, describes
precisely the roles of President (Chairman) and the
Secretary of the Council and gives both specific and
wide powers.? The SC’s responsibilities now cover all
aspects of national security.

The SC brings together the heads of the main or-
gans responsible for combating terrorism. These are
the Federal Security Service the Ministry of Internal
Affairs (MVD), the Foreign Intelligence Service (SVR),
the Federal Protection Service (Federalnaya Sluzhba
Okhrany or FSO), and the Ministry of Defence (MO).*!
Article 6 of the Law “On Countering Terrorism” of
March 6, 2006, describes the role of the armed forces
in combating terrorism, but the SC and the five orga-
nizations mentioned earlier represent the backbone of
the Russian anti-terrorist machinery.
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The National Anti-Terrorist Committee.

As President, Putin has restored the pre-eminence
of the FSB and gradually reformed the whole security
and law enforcement system. The Presidential Decree
of February 15, 2006, Nr 116, set up the National Anti-
terrorist Committee (NAC), with the head of the FSB as
its statutory chairman. In accordance with the decree,
the NAC has its own operational HQ and operational
HQs are also established in the regions. The leader-
ship of the Federal HQ is nominated by the Chairman
of the NAG, i.e., the President of Russia, and the heads
of the local HQs are the regional heads of the FSB, un-
less decided otherwise by the President. The decree
specifically mentions Chechnya (Point 4.1.) as an area
of particular attention.

The decisions made by the Federal HQ have to be
obeyed on Russian territory, and the relevant deci-
sions of the local HQs, in accordance with their com-
petence, have to be obeyed by all regional state organs.
The person in command of the joint group of forces at
the federal level is the Minister of Internal Affairs. The
decree addresses also the process of the withdrawal of
troops from Chechnya. The apparatus of the NAC is
in the FSB system (Point 11a). The staff size of the FSB
is to be increased by 300 places and that of the FSO by
seven places. (Point 13). The regional HQs were to be
organized very quickly.?

The decree was updated on August 3, 2006, and
November 4, 2007, giving the NAC the power to co-
operate with other countries in combatting terrorism,
and involving it in planning of the protective mea-
sures for people fighting terrorism and victims of ter-
rorism. Further updates, concerning the personnel of
the Federal HQ and the regional HQs, appeared on
August 8, 2008, April 22, 2010, and October 8, 2010.%
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The main body coordinating the everyday opera-
tions and other organs is the FSB, a much depleted
successor of the Soviet KGB.* This role was origi-
nally based on the law “On Combating Terrorism” of
July 25, 1998, Nr 130-F3, amended several times and
later replaced by the law “On Countering Terrorism”
of March 10, 2006, Nr 35-F3.% Much maligned by its
enemies and opponents in Russia and abroad, the
FSB, helped by Putin’s patronage, is the best trained,
best equipped, and the most efficient security organ
in Russia.

The FSB also plays a major role countering ter-
rorism in the regions. The FSB’s anti-terrorist Special
Purpose Centre was established on October 8, 1998,
and includes Russia’s two best anti-terrorist units
known today as Directorate “A” (Alfa group) and
Directorate “V” (Vympel group). On July 16, 1999,
the center acquired the Special Operation Service
(changed later to “Directorate”). The center serves as
Russia’s main anti-terrorist establishment and the FSB
operational unit.*

The heads of the FSB’s operational HQs, in accor-
dance with the Presidential Decree Nr 116 of February
15, 2006 (as amended), are the heads of the regional
FSB directorates, with the exception of Chechnya,
where the priority has been given to the Ministry of
Internal Affairs where its police force and the Internal
Troops provide the frequently used firepower.?

The Law Nr 40-F3 of April 3, 1995, allows the FSB
to have official contacts with foreign special servic-
es—implying both intelligence and security organiza-
tions—and law enforcement agencies. The law gave
the FSB the right to cooperate with foreign partners
within the framework of the established rules and in-
ternational agreements. The service has 142 such con-
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tacts from 86 countries and has its own official repre-
sentatives in 45 countries.”

Powerful politically, reasonably well equipped,
better trained and disciplined than other organizations
combating terrorism in Russia, the FSB nevertheless is
an awkward partner for all foreign potential security
organizations, especially those in NATO countries.
All eight directors and one minister responsible for
the FSB and its two predecessors, in the short history
of the Russian Federation, were educated in the So-
viet educational system belonging to one of its power
structures. The last four heads of the FSB started their
careers in the KGB, as did all six commandants of the
highly regarded FSB academy. They may not see the
United States as the enemy, but the new generations
of the security personnel formed by them trusts the
United States no more than did their predecessors.
Equally, cooperation with the FSB is also difficult be-
cause it operates against real and imaginary spies and
enemies of the state in Russia and does it usually ef-
fectively but without much finesse. It is therefore very
often criticized by the Western media and human
rights organizations.

The Ministry of Internal Affairs.

The Russian MVD is seen by some countries as the
alternative Russian partner when it comes to fighting
terrorism. The May 2013 visit to the United States of
the Russian Minister of Internal Affairs was a moder-
ate success. During the meeting with the head of the
Homeland Security Department, Janet Napolitano,
Minister General Vladimir Kolokoltsev called for
the creation of a joint U.S.-Russian working group to
counter crime and terrorist threats, and praised the ex-
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isting, but insufficient according to him, cooperation.
“Since the beginning of this year, we have exchanged
827 documents with U.S. law enforcement agencies,”
Kolokoltsev told reporters, adding that the United
States is one of the top five countries with which
Russia cooperates within Interpol.?

Additionally, the MVD wants to improve coop-
eration with the United States in tackling cyber crime,
especially searching for the Internet Protocol (IP) ad-
dresses of attackers threatening the cyber security of
the two countries.” This may be the only—and lim-
ited — opportunity for both sides, as the FSO, the Rus-
sian principal cyber and electronic security operator,
and the FSB would be unlikely to join. The agreement
on cooperation in cyberspace was close to final ap-
proval at the beginning of this year. The United States
and Russia were to cooperate in combating attacks on
computer networks of state agencies. In case of detec-
tion of any activity that can potentially damage the
national security, Russian and American specialists
would be able to contact each other using a special
communication line to deal with the threat together.*

Cooperation with the MVD is politically and op-
erationally less risky than working with the FSB, but
there are serious drawbacks. First, the MVD has been
very corrupt in its Soviet period and the post-Soviet
era. During the failed October 1993 coup, the MVD
supported Boris Yeltsin, saving his career and pos-
sibly his life. It was rewarded with full presidential
support and better funding —but not with the quality
control which it badly needed. Russia was economi-
cally weak and flooded by a crime wave. The sweep-
ing reforms of the ministry’s 1.2 million-strong police
force, notorious for its corruption, came only in 2011.
Some 200,000 officers were dismissed, salaries were
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raised and the force changed its name from “militia”
to “police.”*

Second, the MVD’s capacities are limited. The
MVD’s own anti-terrorist structure, the Main Director-
ate for Combating Extremism of the MVD, was estab-
lished by Presidential Decree Nr 1316 on September 6,
2008, and was updated twice in 2011. The Directorate
is the main operational unit of the ministry respon-
sible for combating extremism and terrorism. It takes
part in formulating policies countering extremism
and terrorism, and organizes and coordinates within
it competent MVD structures and executive powers
in the regions.*® The MVD is also in charge of the In-
ternal Troops and their seven regional commands.*
They are a relic of the old Soviet era, and their robust
presence, sadly necessary, is a testimonial of Russia’s
terrorist and criminal problems. Internal Troops sus-
tained heavy losses in North Caucasus since the be-
ginning of the first Chechen war and will continue to
be deployed in the region irrespective of the level of
tension there. The Internal Troops are responsible for:

* Maintaining public order, together with the

MVD police.

* Combatting terrorism and handling the legal

aspects of the anti-terrorist activities.

* Protection of important public facilities and

special cargo.

e Taking part in the territorial defense of the

country.

e Assisting the FSB border guards.*

The ministry’s information acquisition capabilities
are limited, and its listening and electronic surveil-
lance capacities are modest, in comparison with the
FSO, the MO, or the FSB. It has limited experience
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dealing with foreign security related issues and its
counterintelligence activities, including monitoring
foreign contacts, are handled by the FSB. Cooperation
with the MVD is the safest but also the second best
choice. All this machinery is enforcing law and secu-
rity on the territory of the Russian Federation, but its
main effort is focused on terrorist centers in the North
Caucasus and Volga regions.

If an awareness of these different elements of the
Russian security pyramid is important, at the same
time, we cannot escape the central role of the presi-
dent. Putin is uncompromising. In September 1999, as
newly appointed Prime Minister, Putin said publically
that terrorists will be pursued and killed, even if they
are in the toilet.** On November 12, 2002, following
a summit meeting between Russia and the European
Union (EU), when challenged by a journalist about the
war in Chechnya, Putin said:

If you want to become a complete Islamic radical and
are ready to undergo circumcision, then I invite you to
Moscow. We are a multi-denominational country. We
have specialists in this question as well. I will recom-
mend that he carry out the operation in such a way
that after it nothing else will grow.”

In July 2003, after a suicide bombing at a rock fes-
tival, Putin said: “They must be dug up out of their
basements and caves, where they are still hiding, and
destroyed.”?® At the end of March 2010, after the ter-
rorist attacks in the Moscow metro, he declared:

... in this case, we know that they [terrorists] are lying
low. This is a matter of honor of the law enforcement
organs—to dig them out from the bottom of the sew-
ers into the daylight.*
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The Russian President reacts strongly to minor
foreign criticism of Russia, of what he considers the
country’s internal affairs, even on insignificant is-
sues. For example, he responded to a criticism of The
New York Times and many bloggers of “stacking” the
World University Games in July 2013 with 18 London
Olympic gold-medal winners, with a suggestion that
the critics should take Viagra, which would “improve
their lives and unfold some of its bright sides.”*

THE NORTH CAUCASUS: NO ROOM
FOR COMPROMISE

There is no room for compromise in the North
Caucasus conflict. The Russian Empire and later the
USSR subjugated the region with extreme brutality,
and the local populace resisted with the same ferocity.
Today’s fighters for the freedom of North Caucasus
battle for sovereignty and radical Islam. The region
has long suffered from attacks. Colonel General Sergei
Chenchik, Chief of the Main Directorate of the MVD
of the Caucasus Federal Region, announced in Janu-
ary 2013 that in 2012, terrorists killed 211 members of
the law enforcement organs and injured 405; 78 civil-
ians were killed, and 179 were injured. The terrorists
operate in smaller groups than previously and target
members of security structures, public figures, reli-
gious leaders, and opposing extremists and terrorists.
They also demand extortion money from local busi-
nessmen. In 2012, the Russian power structures killed
391 terrorists.*
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During his visit to the HQ of the FSB in February
2013, President Putin announced that 99 crimes of a
terrorist nature, including six specific terrorist acts,
were prevented in 2012 but acknowledged the gen-
eral “tense operational situation.”*> The unquestion-
able successes are overshadowed by the unchanging
number of terrorist attacks. According to the MVD
and General Prosecutor’s Office, 295 terrorist crimes
were committed in 2012 in Dagestan alone—more
than in 2011. The number of crimes committed by
armed groups in the first several months of 2013 was
more than 100, and one-fifth of the 180 victims were
civilians.®

The attacks on the Russian military decreased dra-
matically, as there were fewer of them and they were
less involved in anti-terrorist operations. In 2012, at-
tacks on the military and military bases represented
up to 4 percent of all terrorist incidents. The local gov-
ernment institutions and law enforcement bodies be-
came the priority target for the militants.* The official
or semi-official upbeat announcements about terror-
ism in North Caucasus do not reflect the real situa-
tion. In August 2013, Ramzan Kadyrov, the Chechen
leader, announced that there were 35 to 40 terrorists
in Chechnya. He claimed that they recruit now weak-
willed and mentally retarded young people.* No one
believes him.

The FSB and the MVD forces in North Caucasus
are quite clearly not sufficient to subdue the terrorists
without major losses. Magomed Shamilov, Chairman
of the Dagestani Independent Trade Union of Police
Officers, wrote a letter to the national leadership re-
porting “steady and methodical extermination of po-
lice officers in the republic.” According to Shamilov, in
the recent years, more than 800 members of the MVD
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died, and thousands were injured. In 2011, 188 police-
men were killed in Dagestan, representing 50 percent
of the national police killings for that year.*

The conscription system has practically been abol-
ished in the region. Only 179 young Dagestanis were
drafted in 2012, and only 42 of them were to serve in
the Russian MO. The rest serve in the Emergency Situ-
ations Ministry. Until 2010, every year 15,000-20,000
young men were drafted in the republic, but only
2,009 were drafted in 2011. Conscription in Dagestan
was stopped, because the draftees from that region
are usually undisciplined and intolerant of other eth-
nic groups. The Russian authorities worry also that
the conscripts serve as an information source for the
terrorists, and that their military training is used by
criminals and terrorists.*

The second biggest problem after terrorism in
North Caucasus is unemployment. At the beginning
of July 2010 at a meeting in Kislovodsk, Russia, Putin
announced new economic plans to improve the situ-
ation, but admitted at the same time how much room
for improvement there is in the region. In Ingushetia,
Russia, 50 percent of the working population was
unemployed; in Chechnya, the number is 30 percent.
At the very end of his speech, the Russian President
asked, “What must be done to stop corruption in the
region? He suggested hanging, but then added, “but
this is not our method.”** Acting President of Dages-
tan Ramazan Abdulatipov said in May 2013 that ter-
rorism is the result of long-term lawlessness and cor-
ruption of the local authorities. He argued that there
is nothing new in these attacks —this is a continuation
of age-old policies and fanaticism, and the failure
to implement promised social and economic plans.
Abdulatipov claims that:
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even as an amateur, I am convinced that there is a clear
operational, spying, and intelligence work, a lot of
random people got jobs in the law enforcement organs
of Dagestan through connections, not on merit.*

In July, Abdulatipov said that the new wave of ter-
rorist attacks was the answer to the purge of the mu-
nicipal bad apples ordered by the federal authorities.”

Aleksey Alekseevich Grishin, a former security of-
ficer and a present member of the Russian Duma, ar-
gues that the ineffective work of the special services in
the region is a problem of unqualified and untrained
personnel —only about 10 percent of those operating
against radical Islamic groups are properly trained. A
former security service officer and a member of the
Public Council of the FSB, Lieutenant General (Rs)
Andrey Stanislavovich Przhzdomskiy added that the
local authorities in Dagestan do not conduct a suffi-
ciently robust information and propaganda campaign
in the republic.” In Spring 2013, the terrorists began to
target the personnel of the Russian power structures
and teachers. The campaign covers Dagestan, Ingush-
etia, and Chechnya.”? In July 2013, Timur Aliev of the
Rossiskaya Gazeta, the government official daily, wrote,
“The July 2013 killings, in Dagestan, of police officers,
journalists, businessmen, and civilians happened one
after the other.”>® On December 5, 2012, an employee
of the TV & Radio Company was killed in Kabardino
Balkaria, Russia. In February, several broadcasters of
the station were threatened by militants. Various un-
specified militant websites began to threaten journal-
ists working in the region, and on December 1, 2012,
one of the Dagestani extremists published “a warning
tojournalists” that they, together with the members of
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special forces, the military, and government officials
became the priority target. The message made it clear
that a list of potential victims was already being com-
piled.* The most successful terrorist killing campaign
is against “disobedient” imams in the whole of Rus-
sia. Indeed, the elimination of “disobedient” imams
across Russia shows clearly a long-term strategy of the
militants and the inability of the Russian state to take
appropriate action.

In October 2012, Russian military units began to re-
turn to North Caucasus to participate in anti-terrorist
operations. They closely cooperate with the FSB and
MVD organs. This is partly to help suppress the unre-
lenting terrorist campaign and partly to gain experi-
ence before the Winter Olympics in Sochi, Russia, and
to learn how to synchronize their actions with other
security actors in the region. The communications net-
works of the power structures in North Caucasus are
still not compatible, although special communications
links were introduced recently.®

The Russian General Staff officials and the Military
Intelligence Directorate (GRU) have asked Russian
Minister of Defense Sergei Shoigu to create a Special
Operations Command, with the Special Forces cen-
ter —which would be answerable only to the Defence
Minister. It would include a Special Forces brigade
“borrowed” from one of the military districts, a heli-
copter squadron, and a squadron of transport Il-76s.
The command would undertake special missions such
as freeing hostages on enemy territory, evacuating cit-
izens from local conflict zones, and liquidating terror-
ist formations. During a war, the command would be
responsible for eliminating enemy leadership, strate-
gic sites, communication hubs, nuclear missile launch
facilities, and so on. A similar project was rejected by
Shoigu’s predecessor.*
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The Russian federal and local security and law en-
forcement organs appear to concentrate their efforts in
three principal directions:

1. Killing or arresting of terrorists. In a shootout
with the federal forces, the terrorists practically never
surrender.

2. Combating corruption—a particularly difficult
task considering the old customs, clan and family
links at every level, economic poverty and high un-
employment, the high level of corruption everywhere
in Russia, and terrorist intimidations.

3. Eliminating terrorist “tax collectors.” The “col-
lectors” are less visible than the terrorist fighters or-
ganizing explosions and killings but equally deadly
when surrounded.

Although they occasionally lose their officers and
troops in shootouts, the federal forces are not unsuc-
cessful in eliminating terrorists. Never very subtle,
they blow up the houses of terrorists when they find
explosives in them, arguing that it is done for security
reasons. The residents of these houses argue in return
that the explosive are planted by the Russian forces. Six
houses which belonged to the militants were blown up
in April 2013 in Gimry village in Dagest