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FOREWORD

Our current national security system is more than
60 years old, inaugurated by the Truman administra-
tion and adjusted only periodically and incremen-
tally ever since. Designed for a world in which the
primary threat was nuclear war between the two su-
perpowers, in today’s rapidly changing global secu-
rity environment the structures and processes of the
national security apparatus have become more than
antiquated: they are dangerous. Though talented men
and women work tirelessly to keep America safe, they
struggle within a system that inconsistently supports,
obstructs, and even undermines their efforts.

The increasingly interlinked challenges of to-
day —from global jihad to global warming — push the
boundaries of traditional national security and de-
mand integrated strategies, unity of effort, and timely
resourcing tailored to U.S. objectives. Yet, the present
system, instead of empowering policymakers, too of-
ten prevents leaders from planning rationally and ef-
fectively for future contingencies and from matching
resources to objectives. Largely hierarchical structures
impede unity of effort and are not conducive to the in-
tegration of hard and soft assets of power. The costs of
these deficiencies are readily apparent, in unnecessary
U.S. casualties, dollars wasted, opportunities lost, and
American prestige undermined.

Under the auspices of the Project on National Se-
curity Reform (PNSR), hundreds of national security
experts have worked for 2 years to analyze the na-
tional security apparatus and address the urgent need
for systemic reform. Established in 2006, PNSR—a
nonpartisan, nonprofit organization —is directed by a
guiding coalition of 23 former senior officials with ex-
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tensive national security experience. Funded and sup-
ported by Congress, foundations, and corporations,
PNSR has executed one of the most comprehensive
studies of the U.S. national security system in Ameri-
can history. Guided by a framework similar to the
one that led to the Goldwater-Nichols Act of 1986, the
project has two objectives: to identify needed changes
to the current system and to assist the new adminis-
tration with enacting comprehensive reform.

The first of these objectives was partially achieved
when, in November 2008, PNSR issued Forging a New
Shield, a report of the project’s findings and compre-
hensive recommendations for reform. PNSR’s analy-
sis determined that our nation is vulnerable in ways
never before considered. To address the weaknesses
of the current system and ready it for future chal-
lenges, transformational change is required. In 2009,
PNSR published a follow-on report, Turning Ideas
into Action, which proposes next steps and provides
implementation tools essential for making national
security reform a reality. In December 2010, PNSR
released The Power of People: Building an Integrated Na-
tional Security Professional System for the 21st Century, a
congressionally mandated study that provides a plan
to create an Integrated National Security Professional
(INSP) system. The INSP system would do two things:
produce national security professionals and manage
them. National security professionals must be able to
handle complex 21st century issues by working col-
laboratively across government or agency boundaries.

In diagnosing key systemic deficiencies and in
forming its recommendations, the project has greatly
benefited from the contributions of its case studies
working group, which has recruited and assessed a
multitude of case studies investigating past national
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security policy formulation and execution. In identify-
ing key trends, challenges, and solutions to the com-
plex operational demands of the past, these case stud-
ies have informed the project’s conclusions.

The studies featured in this second case study vol-
ume span from the Eisenhower administration to the
present day, offering diverse lessons and covering a
range of issues from public diplomacy, to nonprolif-
eration, to biodefense, to peacekeeping and alliance
management, among others. Investigations of the
Iran-Contra Affair and the American response to the
Rwanda genocide provide valuable analysis of infa-
mous national security system breakdowns, while as-
sessments of more successful responses, such as the
U.S. intervention in East Timor, offer more positive
and equally informative lessons. Overall, the PNSR
body of case literature confirms that the reactive deci-
sionmaking, sequential leveraging of tools of national
power, and inefficient resourcing which are regular
products of the current system consistently fail to sup-
port U.S. security.

More than 20 years ago, I had the privilege of par-
ticipating in the writing of Goldwater-Nichols which
resolved interservice rivalries that impeded U.S. mili-
tary operations for decades. As the first decade of the
21st century gives way to the second, it is imperative
that we effect similarly sweeping changes to the U.S.
national security system. As the cases in this volume
suggest, unless the new administration undertakes
transformative reform, the United States will remain
unprepared to address the challenges of the 21st cen-
tury.
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PNSR is deeply grateful to those authors, edi-
tors, and analysts who have dedicated their time and
knowledge to writing this volume and all the case
studies. The project is equally appreciative of the thou-
sands of supporters who have encouraged PNSR in its
efforts, and interested readers can track PNSR and its
working groups’ progress at www.pnsr.org. We remain
steadfast in our dedication to bringing profound, ur-
gent improvements to the national security process to
better safeguard America’s future.

JAMES R. LOCHER III
President and Chief Executive Officer
Project on National Security Reform



SUMMARY

The Project on National Security Reform (PNSR)
is a nonpartisan, nonprofit, public interest organiza-
tion working to revitalize the American government
by transforming the national security system. Since
the current national security system was developed
in 1947, the world has changed. PNSR’s sole focus
is to help government transition its national security
system to this new world. We need an institution that
looks at opportunities as much as threats, plays to
America’s strengths, preserves its national values, and
helps fulfill its promise to its people and the world as
a leading force for good.

In support of PNSR’s research and analysis, the
Project tasked the Case Studies Working Group
(CSWGQG) to assess a series of events and developments
that would shed light on the past performance of the
U.S. Government (USG) in mitigating, preparing for,
responding to, and recovering from national security
challenges. The CSWG accordingly commissioned a
diverse range of “major” and “mini” case studies to
examine significant national security issues and inci-
dents that involved multiple USG agencies and de-
partments. This retrospective analysis seeks to discern
the strengths and weaknesses of the U.S. national se-
curity process, so as to better inform efforts to reform
the current system.

The case study collection is not entirely random
nor entirely planned. The potential cases for analysis
are effectively infinite. The CSWG, following PNSR
leadership guidance, solicited several specific studies
that addressed issues and historical events considered
essential in any examination of the U.S. national secu-
rity system (e.g., the U.S. intervention in Somalia and
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the planning for the Iraq War, which can be found
in PNSR Case Study Volume I; the Iran-Contra Affair,
which appears in these pages; and others yet to be
published). The working group also sought cases on
national security matters that covered lesser-known
events, episodes not entailing the use of force, and
those to which the authors brought unique insights
based on past scholarship or government service. The
outcome of a proposed case was not considered in the
selection process. Successful, failed, or mixed results
are equally valuable in analyzing the national security
process.

The working group also strove to cover issues that
have affected different administrations because they
reflected enduring national security challenges (e.g.,
managing crises with China, analysis of U.S. counter-
terror capacity building programs, etc.). Although the
majority of cases focus on the post-Cold War security
environment, the CSWG sought to include studies of
events that occurred during each presidential admin-
istration since 1947. Despite tremendous changes in
the international environment as well as the structure
and capabilities of the USG, many of these past epi-
sodes yield rich analytical insights for contemporary
U.S. national security reform.

The cases investigate a range of national security
issues, including responses to immediate-, medium-,
and long-term challenges as well as organizational re-
structuring and program management. All the studies
explicitly note why the particular case is important to
PNSR. Furthermore, all major case study authors ap-
proach their investigations through the analytic lens
of four guiding questions:

1. Did the USG generally act in an ad hoc manner
or did it develop effective strategies to integrate its national
security resources?
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2. How well did the agencies/departments work
together to implement these ad hoc or integrated strate-
gies?

3. What variables explain the strengths and weak-
nesses of the response?

4. What diplomatic, financial, and other achieve-
ments and costs resulted from these successes and fail-
ures?

The cases also attempt to assess the extent to
which certain organizational variables influenced
the strengths and weaknesses of the government re-
sponse. These explanatory variables break down into
three classifications: decisionmaking structures and
processes, civilian national security organizational
cultures, and baseline capabilities and resources.

The case studies in this volume confirm the conclu-
sions of other PNSR analyses that the performance of
the U.S. national security apparatus is inconsistent. Al-
though some cases illustrate relatively clear, integrat-
ed strategy development, unified policy implementa-
tion, and coherent tactical planning, coordination, and
execution, others depict flawed, divided, contradicto-
ry, and sometimes nonexistent strategy promulgation
and enactment. Similarly, the U.S. national security
system can provide resources efficiently, but it also
can do so inadequately and tardily. Flawed responses
recur in issue areas as diverse as biodefense, public
diplomacy, and military intervention. They also occur
across many presidential administrations, from the
onset of the Cold War to the present day. The piece-
meal organizational reforms enacted to date have not
fostered improved policy outcomes or decisionmak-
ing, while capability building, especially in the civilian
national security agencies, remains less than optimal.
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While instances of successful government re-
sponses demonstrate that the USG can, under certain
circumstances, generate relatively efficient and effec-
tive policy responses. The infrequent achievement of
such outcomes points to underlying flaws in national
security policy development and implementation pro-
cesses. From the perspective of addressing immedi-
ate-, medium-, and long-term national security issues,
the cases support the finding that the current U.S. na-
tional security system too rarely achieves systematic,
integrated policy, and unity of purpose. Even when
sound strategies are created, coordinated implemen-
tation and favorable outcomes are not guaranteed.
Often, success is ephemeral, as positive short-term
impacts of U.S. actions are rarely harnessed to yield
long-term benefits. Given the high potential costs of
failure in a world characterized by weapons of mass
destruction proliferation and catastrophic terrorism,
the cases as a whole reveal dangerous flaws in the cur-
rent U.S. national security system that require urgent
correction.
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INTRODUCTION
Richard Weitz

The Project on National Security Reform (PNSR)
is a nonpartisan, nonprofit, public interest organiza-
tion working to revitalize the American government
by transforming the national security system. Since
the current national security system was developed in
1947, the world has changed. The PNSR’s sole focus
is to help the government transition its national secu-
rity system to this new world. We need an institution
that looks at opportunities as much as threats, plays to
America’s strengths, preserves its national values, and
helps fulfill its promise to its people and the world as
a leading force for good.

Funded and supported by Congress, foundations,
and corporations, the PNSR has accepted this mis-
sion in response to a new consensus among American
leaders and citizens that the system is dangerously
outdated, unbalanced, and dysfunctional. It serves as
an authoritative resource and a trusted advisor that
defines and develops the means to bridge the gap
between the current state and needed future state of
national security. Led by a 23-member Guiding Coali-
tion that includes former senior federal officials with
extensive national security experience, in 2008 the
PNSR issued one of the most comprehensive studies
of the U.S. national security system in American his-
tory — Forging a New Shield —which recommends solu-
tions to the problems that plague the current system.

In 2009, a follow-on report— Turning Ideas into Ac-
tion —was published that proposes next steps and pro-
vides the implementation tools that will be required
to make national security reform a reality. The report



found that while momentum for reform is growing,
it is largely based on rhetoric and good intentions,
while the hard work of reform continues to lie ahead.
Strategic management of the national security system
remains absent and is desperately needed to make
it integrated, cohesive, and agile. It will take much
more effort and time to transform the current outdat-
ed system into one based on a whole-of-government
approach in the national interest, updated to today’s
challenges.

In support of the PNSR’s research and analysis,
the Project tasked the Case Studies Working Group
(CSWG) to assess a series of events and develop-
ments that would shed light on the past performance
of the United States Government (USG) in mitigating,
preparing for, responding to, and recovering from
national security challenges. The CSWG accordingly
commissioned a diverse range of “major” and “mini”
case studies to examine significant national secu-
rity issues and incidents that involved multiple USG
agencies and departments. This retrospective analysis
seeks to discern the strengths and weaknesses of the
U.S. national security process, to better inform efforts
to reform the current system.

The case study collection is neither entirely random
nor entirely planned. The potential cases for analysis
are effectively infinite. The CSWG, following PNSR
leadership guidance, solicited several specific studies
that addressed issues and historical events considered
essential in any examination of the U.S. national secu-
rity system (e.g., the U.S. intervention in Somalia and
the planning for the Iraq War, which can be found
in PNSR Case Study Volume I; the Iran-Contra Affair,
which appears in these pages; and others yet to be
published). The working group also sought cases on



national security matters that covered lesser-known
events, episodes not entailing the use of force, and
those to which the authors brought unique insights
based on past scholarship or government service. The
outcome of a proposed case was not considered in the
selection process. Successful, failed, or mixed results
are equally valuable in analyzing the national security
process.

The working group also strove to cover issues that
have affected different administrations because they
reflected enduring national security challenges (e.g.,
managing crises with China, analysis of U.S. counter-
terror capacity building programs, etc.). Although the
majority of cases focus on the post-Cold War security
environment, the CSWG sought to include studies of
events that occurred during each presidential admin-
istration since 1947. Despite tremendous changes in
the international environment as well as in the struc-
ture and capabilities of the USG, many of these past
episodes yield rich analytical insights for contempo-
rary U.S. national security reform.

THE MAJOR CASES

A majority of the PNSR’s major case studies (ap-
proximately 15,000 words in length) offer original
scholarship in national security policymaking. These
products typically use both secondary and primary
sourcing, including government records, interviews,
and periodicals. Case studies examining relatively
recent issues, such as the proposed U.S.-Indian civil
nuclear cooperation accord, rely heavily on contempo-
rary media coverage, while those that analyze earlier
events often incorporate archival research. Some case
study authors had government experience directly



relevant to their investigations —though the authors
and CSWG also reviewed the secondary literature on
these issues to ensure comprehensive analysis.

The major cases investigate a range of national
security issues, including responses to immediate-,
medium-, and long-term challenges, as well as organi-
zational restructuring and program management. All
the studies explicitly note why the particular case is
important to the PNSR. Furthermore, all major case
study authors approach their investigations through
the analytic lens of four guiding questions:

1. Did the USG generally act in an ad hoc manner
or did it develop effective strategies to integrate its national
security resources?

2. How well did the agencies/departments work
together to implement these ad hoc or integrated strate-
gies?

3. What variables explain the strengths and weak-
nesses of the response?

4. What diplomatic, financial, and other achieve-
ments and costs resulted from these successes and fail-
ures?

The major cases also attempt to assess the extent
to which certain organizational variables influenced
the strengths and weaknesses of the government re-
sponse. These explanatory variables break down into
three classifications: decisionmaking structures and
processes, civilian national security organizational
cultures, and baseline capabilities and resources. Ta-
ble I-1 lists the factors constituting these categories.



(1) Decisionmaking Structures and Processes

Interagency Decision Mechanisms: Did existing interagency decisionmaking bodies (in
the United States, the region and the field) produce compromise decisions that stymied
or slowed progress?

Clear Authorities: Were standing and assigned authorities and responsibilities for
interagency bodies and for each agency clear or ambiguous, at the national, regional
and local levels?

Interagency Authorities: Were lead interagency bodies so constrained in their scope of
authority (i.e., to policy decisions) that they could not exercise effective control over
implementation?

Lead Agency Approach: Did existing interagency decisionmaking bodies assign
implementation to a lead agency which was unable to produce unity of effort with other
agencies?

Informal Decision Mechanisms: Did informal and ad hoc decisionmaking bodies have
to be established that took too long to become effective?

Individual Agency Behaviors: Did strong individual department and agency bureaucra-
cies resist sharing information and implementing decisions from interagency bodies?

(2) Civilian National Security Organizational Cultures

Interagency Culture: Did different agency and department cultures, including leadership
styles and behavior, reinforce competition or collaboration among organizations?

Shared Values: Did existing organizational cultures and personnel systems value and
reward individual agency performance over U.S. government unity of purpose and
effort?

Missions and Mandates: Were civilian agencies unprepared to apply their expertise
rapidly in a risky overseas environment?

Expeditionary Mindset: Did civilian agencies lack a culture that embraces operational
activities; i.e., making success in the field as important as success in Washington or
the U.S.?

(3) Baseline Capabilities and Resources

Staff: Were interagency staff capabilities sufficient to provide rapid policy, planning and
implementation direction?

Sufficient Resources: Did civilian departments and agencies have sufficient resources
to carry out their national security responsibilities?

Congressional Resourcing: Was Congress slow, unable, or unwilling, to provide neces-
sary resources and the authorities to permit their effective use?

Resource Management: Were agencies and departments unable to effectively adminis-
ter the resources and programs that they controlled?

Information Management: Were interagency bodies able to generate, find, and quickly
access relevant information and analysis?

Legal: Were there any specific legal issues that affected decisionmaking processes and
structures, organizational culture, or capabilities and resources?

Table I-1. Explanatory Variables.




While not all variables were relevant to each case,
targeting these factors —in the initial guidance as well
as during the revision phases — successfully facilitated
the process-oriented analysis of interest to the PNSR.

THE MINI CASES

In contrast to the major cases, the mini case stud-
ies (typically running less than 10,000 words) draw on
the vast secondary literature that has arisen over the
decades on important national security events. The
study of American national security decisionmaking
and implementation presents a rich corpus in many
dimensions. The CSWG often decided to exploit this
literature rather than try to write an even better his-
tory of a well-covered event. The value-added that the
PNSR authors bring to these cases is that they apply
the unique PNSR questions —focusing on issues relat-
ed to the performance of the USG agencies involved
rather than the personalities engaged or other dimen-
sions unrelated to the structures and processes of the
USG —when analyzing the assessment of other schol-
ars on these subjects.

Mini case authors employ the most important
three-to-five books, monographs, government re-
ports, or seminal articles regarding their event, basing
their choices on scholarly and popular reviews. Most
authors use 10-15 additional sources, including news
articles and government documents, to enhance the
narrative of the case and provide more detail regard-
ing the organizational and process issues of central
concern to the PNSR. The mini cases review these
sources to determine whether there is a general con-
sensus among experts regarding USG decisionmaking
and policy implementation toward a particular event



or issue. If agreement proved lacking, the CSWG eval-
uated the reasons for these differences.

The mini studies and major cases adhere to a simi-
lar structure and approach in order to aid in cross-
case analysis. The introductory sections of the cases
explicitly identify the importance and relevance of the
study to national security reform, describe the second-
ary sources used in the case, and provide summary
answers to the PNSR’s guiding questions. The intro-
duction is followed by four sections, each pertaining
to one of the PNSR foundational questions. The con-
clusions then highlight in bullet format the main vari-
ables associated with the strengths and weaknesses of
the USG effort.

ANALYSIS

The CSWG has compiled a diverse and expansive
body of case literature. Together, the major and mini
case studies helped the PNSR identify variables that
lead to recurring weaknesses in U.S. national secu-
rity. In addition, the studies demonstrate enduring
strengths in the system and trace these to their likely
causes. The first collection of case studies was released
in September 2008 and garnered widespread positive
attention. The PNSR plans to publish additional vol-
umes in the future, including both the major and mi-
nor variants. In the meantime, the interested reader
can review summaries of select studies and Volume
I of the case studies on the PNSR website (available
from www.pnsr.org). The summaries for the cases in-
cluded in this volume are located in the Appendix at
the end of this book.

Although limited in number, the major cases fea-
tured in this volume illustrate important strengths



and weaknesses of the U.S. national security system.
The study of American counterterror capacity build-
ing programs reveals that the USG has sought to use
multiple elements of national power to undermine
terrorism abroad, often yielding substantial security
benefits for relatively little cost. Analysis of the USG
role in the 1999 East Timor intervention demonstrates
that various USG agencies can act as one and success-
fully leverage specialized military assets for limited
peacekeeping responsibilities in support of a key ally,
in this case Australia.

Other cases illustrate less encouraging traits. The
story of the Iran-Contra Affair shows a system so
plagued by internal conflict that the Reagan admin-
istration resorted to operationalizing the tiny, insuf-
ficiently resourced National Security Council (NSC)
staff to formulate and implement U.S. foreign policy.
A look at the inner workings of the USG during the
Rwanda genocide finds an interagency system that
virtually guaranteed inaction because of established
structures and processes enabled officials who were
reluctant to intervene to filibuster any move toward
American involvement, no matter how small. Discus-
sion of the 2007 Andrew Speaker tuberculosis incident
depicts a homeland security and public health system
unable to cross-communicate and so ill-prepared to
address and contain communicable disease threats
that it was easily and repeatedly evaded by Speaker,
an Atlanta lawyer. Similar faults are illustrated in an
examination of the U.S. biodefense strategy, which
currently lacks a strategic direction and clear goals.

These are just a few of the many insights that
the case studies contained in this volume and in the
PNSR’s greater body of case study literature advance.
For this reason, this book concludes with a cross-case



analysis that evaluates the most important observa-
tions from the entire case study collection.

KEY PNSR THEMES

The system established by the National Security
Act of 1947 has not proven as adaptive as its found-
ers likely envisioned. While Presidents have great
leeway in issuing directives, articulating policy pri-
orities, and establishing processes, they have infre-
quently achieved fundamental changes in the major
national security agencies or significantly altered the
outputs of these bureaucracies. As a result, individual
departments have not collaborated well on tasks that
involved shared responsibilities.

The NSC staff, originally envisioned as a coordi-
nating body between departments and agencies, has
been continually remade but has not been consistently
able to cajole or coerce interagency cooperation. Dis-
unity has been further facilitated by a long-standing
emphasis on capability building over mission integra-
tion and the resulting inculcation of organization-spe-
cific cultures and loyalties.

As detailed in Forging a New Shield and illustrated
in PNSR case studies, the U.S. national security sys-
tem is currently plagued by inadequate unity of effort.
Hard and soft power are not adequately integrated,
and when an event requires the simultaneous wielding
of military, diplomatic, and other tools of U.S. power,
the outcome is often suboptimal. The case studies and
the PNSR analysis clearly demonstrate that the gap
between the challenges that the United States is facing
and its capability to manage them is widening.



Today’s threat environment differs greatly from
the one that the U.S. national security system was
created to manage. Forging a New Shield found four
aspects of today’s environment especially disturb-
ing. First, while there is no single apocalyptic threat
of nuclear war between the superpowers, there are a
multitude of other challenges that threaten the United
States and the international system itself. The case
studies here, which cover topics ranging from geno-
cide to loose nukes to financial crises, clearly illustrate
the many forms of current threats. Second, since we
cannot be sure which threat is the most important, the
United States is forced to spread thin our limited re-
sources to cover all threats as best as possible. This is-
sue is particularly prominent in the case study on the
U.S. biodefense strategy. Third, nonstate actors now
have the ability to harness technology and directly
threaten the United States at an unprecedented level.
This makes issues such as loose nuclear weapons and
materials particularly disturbing. Finally, as depicted
by the case study on counterterrorism assistance, the
United States cannot solve its national security prob-
lems alone.

Given these changes in the international security
environment, a new and expanded definition of na-
tional security is needed. According to Forging a New
Shield, national security, the capacity of the United
States to define, defend, and advance its interests and
principles in the world, should have the following ob-
jectives:

* To maintain security from aggression against
the nation by means of a national capacity to
shape the strategic environment; to anticipate
and prevent threats; to respond to attacks by
defeating enemies; to recover from the effects
of attack; and to sustain the costs of defense.
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* To maintain security against massive societal
disruption as a result of natural forces, includ-
ing pandemics, natural disasters, and climate
change.

* To maintain security against the failure of ma-
jor national infrastructure systems by means of
building up and defending robust and resilient
capacities, and investing in the ability to recov-
er from damage done to them.

Four principles follow from this expanded view of
national security. First, the efforts to manage national
security must be as multidimensional as the challeng-
es we face. Second, the national security system must
incorporate diverse skills and perspectives. Third, the
USG resource and budget allocation systems must
be optimized. Lastly, the current security environ-
ment means that, more than ever, a premium must be
placed on foresight.

Taking these principles into consideration, the case
studies and the PNSR overarching analysis indicate
that there are five interwoven essential problems with
the current system, from which a multitude of other
problems emanate. These are:

1. The system is grossly imbalanced. It supports
strong departmental capabilities at the expense of in-
tegrating mechanisms.

2. Resources allocated to departments and agen-
cies are shaped by their narrowly defined core man-
dates rather than broader national missions.

3. The need for presidential integration to compen-
sate for the systemic inability to adequately integrate
or resource missions overly centralizes issue manage-
ment and overburdens the White House.

4. An overburdened White House cannot manage
the national security system as a whole to be agile and
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collaborative at any time, but the system is particu-
larly vulnerable to breakdown during the protracted
transition periods between administrations.

5. Congress provides resources and conducts over-
sight in ways that reinforce the first four problems and
make improving performance extremely difficult.

In summary, as Forging a New Shield aptly states,
“The basic deficiency of the current national security
system is that parochial departmental and agency in-
terests, reinforced by Congress, paralyze interagency
cooperation even as the variety, speed, and complexity
of emerging security issues prevent the White House
from effectively controlling the system.”"

To address this and other deficiencies, Forging a
New Shield included detailed recommendations for
reform. These proposals represent the work of more
than 300 national security experts over the course of
2 years. Holistically, they offer the sort of sweeping
change needed to ready the U.S. national security sys-
tem to more effectively face complex contemporary
national security challenges. Without such change,
the current system will remain dangerously deficient
in the tools required to optimize American security in
the 21st century.

The PNSR’s Forging a New Shield focuses on four
key goals as the basis for its recommendations. To ef-
ficiently achieve these goals the national security sys-
tem must:

1. Mobilize and marshal the full panoply of the in-
struments of national power to achieve national secu-
rity objectives.

2. Create and sustain an environment conducive to
the exercise of effective leadership, optimal decision-
making, and capable management.
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3. Devise a more constructive relationship between
the executive branch and Congress; one that can suc-
cessfully and appropriately tackle the expanded na-
tional security agenda.

4. Generate a sustainable capacity for the practice
of stewardship —defined as the long-term ability to
nurture the underlying assets of American power in
human capital, social trust, and institutional coher-
ence — throughout all domains of American statecraft.

These four goals set the framework for detailed
recommendations that, if implemented, would consti-
tute the largest overhaul of the U.S. national security
system since 1947. Specifically, to achieve unified mis-
sions, integrated effort, concerted collaboration, and
enduring agility, the PNSR calls for a new approach to
the design of today’s national security system. To this
end, it advocates:

* The establishment of a President’s Security
Council (PSC) to replace the NSC and the
Homeland Security Council (HSC). In addition
to assuming the responsibilities of the NSC and
HSC, the PSC would handle international eco-
nomic and energy policy issues to create fully
integrated U.S. political and security strategies
targeted to national missions and outcomes
rather than departmental strengths and goals.

* The statutory creation of a director for national
security (DNS) within the Executive Office of
the President who has responsibilities for and
authorities in the high-level operation of the
national security system, well surpassing those
endowed to the present assistant to the Presi-
dent for national security affairs.
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The issuance of an Executive Order, and presi-
dential directives, as necessary, that define the
national security system and establish a coher-
ent framework for the system by iterating en-
during expectations and fundamental system
functions.

The delineation of the national security roles of
each executive branch department and agency
in congressional statute and the creation of an
assistant for national security in nontraditional
national security executive branch components.
The consolidation of all functions associated
with the core competencies of the Department
of State within Foggy Bottom.

The establishment of a Homeland Security Col-
laboration Committee to serve as a venue for
federal collaboration with state and local gov-
ernment, the private sector, and nongovern-
mental organizations (NGOs); and the creation
of a Business Emergency Management Assis-
tance Compact to provide improved private
sector and NGO contributions to USG emer-
gency management.

To better focus the Executive Office of the Presi-
dent, the PNSR recommends:

Mandating a quadrennial National Security Re-
view to be performed at the beginning of each
presidential term under the direction of the
PSC.

Yearly issuance of National Security Planning
Guidance by the President to all national secu-
rity departments and agencies.

Empowering, by statute, an executive secretary
of the PSC to support overall system manage-
ment and report to the DNS.
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Creation of an official under the DNS who is
specifically responsible for analyzing inter-
agency operations, including realtime assess-
ments of the overall system and the perfor-
mance of all system components.

To decentralize policy implementation, even as
strategy formulation is becoming more centralized,
the PNSR calls for:

The President to shift management of certain
issues away from the PSC (and supporting
interagency committees) to new, empowered,
fully resourced Interagency Teams composed
of full-time personnel for flexible duration.
The presidential creation of Interagency Crisis
Task Forces to handle crises that exceed the ca-
pacities of both existing departmental capabili-
ties and new Interagency Teams.

The development of a National Operational
Framework by the Secretary of Homeland Secu-
rity. The Framework should specify the opera-
tional integration of private sector and multiple
levels of government actors for the full range
of homeland security activities, including pre-
vention and protection as well as response and
recovery.

To better link resources to goals through improved
national security mission analysis and mission bud-
get, the PNSR prescribes:

Mandating that national security departments
and agencies prepare 6-year budget projections
in accordance with the National Security Plan-
ning Guidance. In addition, PSC staff should
lead a joint PSC-Office of Management and
Budget (OMB) review of the projections and

15



provide guidance for the development of the
department and agency 6-year programs in a
National Security Resource Document, which
outlines the President’s 6-year national security
resource strategy proposal to Congress.

The creation and submission to Congress of
an integrated national security budget, which
is supported by justification reflecting how the
budget aligns with National Security Review
and National Security Planning Guidance ob-
jectives.

To correctly align personnel incentives, personnel
preparation, and organizational culture with strategic
objectives, the PNSR advocates:

Establishing a National Security Professional
Corps (NSPC) of officials trained for inter-
agency assignment. The Corps must also offer
NSPC personnel proper incentives and career-
long training opportunities.

Augmenting civilian personnel authorizations
and appropriations in annual increments over
5 years via the National Security Education
Consortium to create a personnel “float” which
will allow for interagency training and ongoing
professional education.

The creation of a National Security Strategic
Human Capital Plan, designed to identify and
secure necessary human capital capabilities;
and the creation of a Human Capital Advisory
Board (of public and private experts) to advise
the PSC executive secretary on national secu-
rity human capital.

Within each administration, creating the ex-
pectation that each presidential appointee will
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serve the President until a successor has been
appointed.

To enhance the flow of knowledge and information
within the national security system, the PNSR advises:

The establishment of: 1) a chief knowledge of-
ficer in the PSC Executive Secretariat who will
support the President and his advisors and en-
sure an effective flow of information within the
national security system; 2) a chief knowledge
office within each national security department
and agency; and 3) a Federal Chief Knowledge
Officer Council.

The development of a collaborative, cross-de-
partmental information architecture, and the
institution of overarching business rules for
interdepartmental communications and data
access established by the PSC Executive Secre-
tariat and designed to eliminate bureaucratic
barriers to information exchange.

The institution of a single security classification
and access regime for the entire national secu-
rity system.

Finally, to bridge the executive-legislative divide
and build better partnerships between administra-
tions and Congress, the PNSR recommends:

The creation of Select Committees on National
Security in the Senate and House of Repre-
sentatives. These committees should have
jurisdiction over interagency activities and
organizations; embassies; funding; personnel,
education, and training policies; nominees for
Senate-confirmed interagency positions that
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may be established; and a new National Secu-
rity Act.

Empowering the Senate Foreign Relations
Committee and House Foreign Affairs Com-
mittee to formulate and enact annual authoriza-
tion bills via new House and Senate rules. This
will require, inter alia, amending section 302(a)
of the Congressional Budget Act to provide
that the Senate and House Budget Committees
recommend allocations for all national secu-
rity budget function components; reenacting
the firewalls that prevented floor amendments
from transferring funds from international or
defense programs to domestic programs that
exceed caps on discretionary spending; and re-
quiring a supermajority in the House to waive
the current rule requiring passage of autho-
rizing legislation prior to the consideration of
appropriations bills for defense and foreign
policy.

Placing each nomination for the 10 most senior
positions in a national security department or
agency on the executive calendar of the Senate,
with or without a committee recommendation,
after no more than 30 days of legislative ses-
sion, and abolishing the practice of honoring
a hold by one or more senators on a national
security position nominee.

Restoring the integrity of the U.S. foreign as-
sistance program by wholesale revision of the
Foreign Assistance Act of 1961.

Consolidation of oversight over the DHS to one
authorizing committee and one appropriations
subcommittee per chamber.
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If adopted, these recommendations would create a
national security system that enables our leaders and
dedicated public servants in all parts of the USG to
best protect America. The PNSR welcomes a vigor-
ous discussion on its proposals and looks forward to
working with the new President, the Congress, and
the nation to move the country forward.

ENDNOTES - INTRODUCTION

1. James Locher et al., Forging a New Shield, Washington, DC:
Project on National Security Reform, November 2008, p. vii.
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CHAPTER 1

THE VICE PRESIDENT AND FOREIGN POLICY:
FROM “THE MOST INSIGNIFICANT OFFICE”
TO GORE AS RUSSIAN CZAR

Aaron Mannes
INTRODUCTION

The Clinton administration’s Russia policy was in-
novative in two major ways. First, at a level unprec-
edented in American history, it actively sought to
foster economic and political liberalization' as a tool
to advance American security interests. Second, it spe-
cifically empowered a Vice President (VP), Al Gore, to
play a leading foreign policy role, in this case through
the Bi-National Commission on Economic and Tech-
nological Cooperation, which he co-chaired with the
Russian Prime Minister.? These commissions, which
became known by the names of their co-chairs (ini-
tially the Gore-Chernomyrdin Commission, or GCC),
were an attempt to establish a stronger and more sys-
tematic U.S.-Russian relationship by creating an ongo-
ing process to address a variety of problems as they
arose. Initially focused on space and energy coopera-
tion, the commissions expanded and were ultimately
involved in issues ranging from trade and business
development to public health and safety.

Gore’s important function within the national se-
curity process, administering a major, high-profile
national security program, was a significant moment
in the continuing evolution of the VP office, which
over the past 60 years has changed from a mere after-
thought (once referred to as a constitutional appen-
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dix’) to a power base in its own right. The expansion of
the VP role in the last several decades makes this case
an important one for the Project on National Security
Reform (PNSR). Studying situations in which a VP
wielded notable authority can be instructive for future
administrations if they choose to continue this trend.
In the next several decades, it is likely that future ad-
ministrations will continue to give VPs substantial
policy assignments. Richard Cheney, Al Gore’s suc-
cessor as VP, is generally considered to have wielded
unprecendented influence in the Bush administration.
VP Biden was selected, in great part, on the basis of his
national security experience. A six-term Senator and
chairman of the Senate Foreign Relations Committee,
Biden has taken on leading roles in the Obama ad-
ministration. So far, Biden has travelled the world ex-
tensively on behalf of the administration —including
five trips as VP to Iraq—played a central role in the
debate over the administration’s Afghanistan policy,
and helped settle disputes between the Director of Na-
tional Intelligence (DNI) and the Director of Central
Intelligence (DCI).

In addition, examining the effectiveness of VP
Gore’s engagement with the Russian government
through the Gore-Chernomyrdin Commission and its
successors provides important insight into how the
Clinton administration handled a major, multifaceted
foreign policy issue. The report further illustrates the
advantages and disadvantages of empowering the
VP as a prominent actor in an administration’s for-
eign policy, especially in situations where the VP is
responsible for a line assignment, an administrative
duty in which authority is delegated by the President*
to another member of his administration for a specific
policy issue.
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Because of the very real possibility that a VP may
become President (14 of the 43 U.S. Presidents have
previously served as VP), another important aspect of
this report is examining the extent to which the VP
role serves as preparation for the presidency. A criti-
cal component of this issue is the possibility of emer-
gency succession. Eight of the 43 U.S. Presidents have
died in office, and one has resigned. This suggests ap-
proximately a one-in-five chance that a President may
not complete his or her term in office. Among the last
dozen Presidents starting with Roosevelt, three have
left office suddenly (Franklin Delano Roosevelt [FDR]
died, John F. Kennedy was assassinated, and Richard
M. Nixon resigned). In addition, there have been a
number of close calls in the modern era: Dwight D.
Eisenhower and Lyndon B. Johnson both had serious
heart attacks in office, Ronald Reagan was shot, and
Bill Clinton was impeached by the House (although
the Senate did not convict him, and he remained in
office). In the current fast-paced international envi-
ronment, a lengthy presidential incapacitation may
have national security consequences.” While medical
advances have increased longevity and survivability,
a distinct possibility remains that a VP may become
President in an emergency. This potential has con-
tributed to the perception of the vice presidency as a
presidential training ground.®

There are few works that focus specifically on Al
Gore’s role in U.S.-Russian relations in the 1990s, but
there are many that discuss U.S.-Russian ties overall.
This case study relies heavily on James Goldgeier and
Michael McFaul’s Power and Purpose: U.S. Policy toward
Russia after the Cold War and former Deputy Secretary
of State Strobe Talbott’s The Russia Hand: A Memoir of
Presidential Diplomacy. In addition, a broad range of
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popular and scholarly articles along with government
documents have been consulted. For background on
the vice presidency in general, four primary sources
were used: Paul Light’s Vice Presidential Power: Advice
and Influence in the White House; Paul Kengor’s Wreath
Layer or Policy Player? The Vice President’s Role in For-
eign Policy; Marie Natoli's American Prince, American
Pauper: The Contemporary Vice Presidency in Perspective;
and the Senate Historical Office’s Vice Presidents of the
United States, 1789-1993.

This case study is divided into two main parts. First
is an overview of the history of the vice presidency.
An important aspect of Gore’s role in co-chairing U.S.-
Russia commissions is that it was a new function for
the VP. To place this new role in context, it is useful to
examine the history of the vice presidency. Established
by the Constitution, the vice presidency has no formal
powers other than presiding over and breaking ties in
the Senate. For the first century and a half of American
history, the VP was a marginal position, although in a
few cases VPs caused difficulties for their Presidents.
These incidents led only to further marginalization.
The position began to expand under FDR, but the real
change to the VP’s position occurred in the wake of
Watergate which, along with VP Agnew’s resignation,
created the conditions needed for a new role for the
VP. The expanded duties taken on by Jimmy Carter’s
VP, Walter Mondale, and Reagan’s VP, George H. W.
Bush, are examined in some detail, as they set the stage
for the role played by Gore in the Clinton administra-
tion. Finally, Gore’s part in the Clinton administra-
tion’s national security process is explained, with an
emphasis on the high degree of integration between
vice presidential and presidential staffers.
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The second part of the case study examines VP
Gore’s role specifically in U.S.-Russia policy in the
1990s. The Clinton administration sought to build a
strong relationship with Russia on security issues and
also to transform Russia by encouraging economic
and political reform. In this part of the text, the Com-
missions’ operations and the VI’s role in the secu-
rity and transformation tracks are described. This is
followed by an examination of the advantages and
disadvantages of granting the VP a major line assign-
ment, which are highlighted by the history of the U.S.-
Russian Commissions. Finally, the overall effective-
ness of the Clinton administration’s Russia policy is
discussed.

Throughout, the case investigates the role of the
VP through the lens of PNSR’s four guiding ques-
tions: (1) did the U.S. Government generally act in an
ad hoc manner or did it develop effective strategies
to integrate its national security resources; (2) how
well did the agencies/departments work together to
implement these ad hoc or integrated strategies; (3)
what variables explain the strengths and weaknesses
of the response; and, (4) what diplomatic, financial,
and other achievements and costs resulted from these
successes and failures?

1. Did the U.S. Government generally act in an ad
hoc manner or did it develop effective strategies to
integrate its national security resources? The idea for
a new forum to increase U.S.-Russia cooperation and
to help improve the Russian government’s own inter-
agency process through interactions with its American
counterparts was initially developed in a 1993 meet-
ing between Russian Foreign Minister Kozyrev and
Strobe Talbott (Ambassador to Newly Independent
States, and the Clinton administration’s point per-
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son on Russia policy). After Presidents Boris Yeltsin
and Clinton approved the idea, VP Gore and Russian
Prime Minister Chernomyrdin agreed to be co-chairs
and the GCC was established. Overall, the GCC and
its successor commissions fulfilled their intended pur-
pose of creating a new mechanism for managing Rus-
sian-American relations at the end of the Cold War.
Appointing the VP and the Russian Prime Minister as
co-chairs helped create high-level channels for U.S.-
Russian discussions and ensure that the GCC became
a serious conduit for negotiations.

The GCC was a unique and but creative use of the
vice presidency. The VP position’s prestige had, in
the past, been useful in representing the United States
abroad but for most of American history, this was a
primarily ceremonial duty. Politically active VPs had
generally served in lower-profile administrative roles
or as senior advisors to the President. The GCC was
an active political assignment that also required the
VP’s prestige in order to build a new relationship with
Russia.

2. How well did the agencies/departments work
together toimplement these ad hoc or integrated strate-
gies? The GCC involved multiple cabinet departments
and other agencies. Coordination was not always suc-
cessful. At the policy level, there were instances of ten-
sion between the State and Treasury Departments over
the impact of economic reforms on political stability;
the VP sided publicly with the State Department. At
the bureacratic level, some agencies resisted cooperat-
ing with GCC programs. In particular, the U.S. Agency
for International Development (USAID), which was
criticized heavily for its initiatives in Russia, saw GCC
activities as an intrusion in its affairs. In other cases,
because of the VP’s prominent role in the administra-
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tion, the GCC preempted agency endeavors and the
interagency process. Apparently, the Environmental
Protection Agency’s (EPA) working group on Russia
was at least partially nudged aside by a GCC working
group on environmental policy.

However, when compared to the instances of other
active VPs who assumed a line assignment (albeit a
short list), the turf battles surrounding the GCC were
relatively small. For example, during World War II,
Roosevelt placed his VP, Henry A. Wallace, in charge
of the Bureau of Economic Warfare. Wallace quickly
became enmeshed in struggles with the Departments
of State and Commerce, and Roosevelt was forced to
dissolve the bureau. Under Gerald Ford, Nelson Rock-
efeller attempted to head the Domestic Policy Council,
which coordinates the domestic policymaking process
in the White House, but soon found himself boxed out
of the policy process. Because of these experiences,
VP Mondale explicitly rejected any high-profile line
assignments, arguing that doing so would force him
to fight for turf with established agencies.” The GCC
demonstrates that it might be possible for a careful VP
to manage a line assignment without excessive bu-
reaucratic struggles.

WHAT VARIABLES EXPLAIN THE STRENGTHS
AND WEAKNESSES OF THE RESPONSE?

The VP brings a combination of inherent strengths
and weaknesses to a major foreign policy line assign-
ment. One weakness is limited staff resources, which
in the case of Gore meant that the GCC had no dedi-
cated personnel and was primarily staffed from other
agencies by personnel with other duties. Previous
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VPs, particularly Mondale as we have seen, had been
cautious in accepting line responsibilities, knowing
that they did not have the staff for turf battles with
other agencies. Also, when a VP plays a prominent
advisory role (as Gore did for Clinton) a major line
assignment can distract from this responsibility. The
leading figure in the Clinton administration’s Russia
policy, Strobe Talbott, had a very close relationship
with President Clinton and generally prevailed in in-
ternal policy discussions about the overall direction of
U.S.-Russian relations. Gore might have been in a po-
sition to offer a dissenting opinion or act as an honest
broker, but the GCC was a central component of the
administration’s Russia policy and, because of Gore’s
role as co-chair, the VP was committed to its success.
Gore’s investment in these policies may have been
augmented by his own political ambitions, since suc-
cessful programs under his stewardship could only
improve his prospects of winning a future presidential
nomination and/or election. This might have created
an incentive to focus on high-profile public initiatives
at the expense of needed, but less public efforts.® This
is a challenge that future VPs are also likely to face.

However, Gore brought a particular strength to the
U.S. approach as well. The VP’s participation in the
GCC demonstrated both to Moscow and to the world
that Russian-American relations were a high priority
for the Clinton administration.

WHAT DIPLOMATIC, FINANCIAL, AND OTHER
ACHIEVEMENTS AND COSTS RESULTED
FROM THESE SUCCESSES AND FAILURES?

Gore’s GCC had some important successes, partic-
ularly on Russian-American security issues. In other

areas, such as economic development and democ-
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ratization, the record was mixed. It is possible that
better staffing and coordination could have helped
foster more effective aid policies to assist Russian de-
velopment. Perhaps most importantly, the American-
sponsored aid and economic reform packages became
heavily associated with Russian corruption and the
rise of Russian oligarch capitalists, to the detriment of
American prestige within Russia. The VP’s high-level
public role in U.S.-Russia policy may have contrib-
uted to this image. While there were skeptics within
the administration about the policy toward Russia, the
commitment of the VP was one factor that may have
limited internal debate. This is an area in which dis-
senting views on the administration’s Russia policies
might have helped develop alternative policies that
would not have resulted in Russian suspicions that
the United States government was closely linked with
Russian corruption.

Overall, VPs have contributed modestly to their
presidential administrations. Prior to Gore, VPs had
been most successful in low-profile roles, such as
Mondale’s acting as a senior advisor to Jimmy Carter
and VP Bush’s chairing the crisis management com-
mittee of the National Security Council (NSC). In both
cases, the VP usefully filled a problematic vacuum in
the administration. Gore’s contribution in the GCC
similarly filled a vacuum, but not one that was behind
the scenes.

STRATEGY: THE VP AND FOREIGN POLICY

The nation’s first VP, John Adams, described his
role in woeful terms: “My country has in its wisdom
contrived for me the most insignificant office that ever
the invention of man contrived or his imagination
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conceived. . . . I can do neither good nor evil.”” Little
changed for nearly a century and a half. FDR’s first
VP, John Nance Garner, called his office “Not worth a
bucket of warm [spit].”** Most vice presidential activ-
ity took place in the Senate, where the VP is the pre-
siding officer and exercises a vote in the case of a tie.
Although some VPs were effective legislative liaisons
for their administrations, the position’s formal author-
ity in the Senate is limited, and traditionally the Sen-
ate has jealously guarded its prerogatives against VPs
who attempted to exercise too much influence."

Discussions of an expanded vice presidential
role are not new. In 1896, Theodore Roosevelt, while
president of the board of New York City Police Com-
missioners, proposed aggrandizing vice presidential
responsibilities, including attendance at all Cabinet
meetings and consultation on all major decisions.?
However, when Roosevelt became President in 1901,
he did not give his VP any substantial responsibili-
ties.”

One reason VPs were not given greater responsi-
bilities is that Presidents regarded them as potential
rivals. For most of the country’s history, the party of
the presidential candidate selected the vice presiden-
tial candidate. Presidents were often neither personal
nor political allies of their VPs. Even more important
was the reality that VPs were also elected and (un-
like Cabinet officials) could not be fired. Finally, even
though VPs were held in low esteem in Washington
political circles, they were often held in high esteem
by the general public and could mount electoral chal-
lenges to the President. These concerns were not hy-
pothetical, as several VPs created political difficulties
for their Presidents.*
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FRANKLIN DELANO ROOSEVELT AND THE
VICE PRESIDENCY

In the 1930s and 1940s, the presidency of FDR and
the changing American role in the world reshaped the
presidency. This had an impact on the vice presidency
as well. Like his cousin Theodore, FDR had once writ-
ten that the VP should have a more substantial role
as “a kind of roving commission” or a “super handy-
man.”’s At the time, FDR was his party’s candidate for
VP.

FDR’s first VP, the aforementioned Garner, was
arguably the most important VP up to that time—he
was also the last VP to turn against his President. A
former House Speaker, Garner was particularly effec-
tive as an advocate for the administration’s policies
on Capitol Hill. However, during FDR’s second term,
Garner worked to counter some of FDR’s policies in
Congress and, in 1940, in opposition to FDR’s pursuit
of an unprecedented third term, Garner ran, unsuc-
cessfully, against Roosevelt for the Democratic Party’s
nomination.

At the 1936 Democratic National Convention,
nominating rules were changed, enabling future pres-
idential nominees to have a greater say in choosing
their running mates.”” In 1940, with Garner off the tick-
et, Roosevelt selected Secretary of Agriculture Henry
A. Wallace as his intended VP. Wallace was a skilled
administrator who had established the food stamp
program at the Agriculture Department and thus was
an ideal candidate for FDR’s idea of a VP as a “super
handyman.”

In 1941, FDR appointed VP Wallace as head of the
Board of Economic Warfare (BEW), a 3,000-person
agency responsible for stockpiling sensitive war ma-
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terials. In 1942, FDR granted BEW the authority to ne-
gotiate contracts with foreign governments. However,
this resulted in Wallace being caught in turf battles
with Secretary of Commerce Jesse Jones and Secre-
tary of State Cordell Hull. Tired of this highly visible
public conflict, FDR dissolved BEW on July 15, 1943.
The difficulties FDR encountered in allowing his VP
to direct an important agency highlight a central prob-
lem with permitting the VP to assume line authority —
such a move usually impinges on the prerogatives of
an existing, well-established agency.

Perhaps the greatest influence FDR had on the
vice presidency was his failure to prepare his VP
for an emergency succession. In 1944, Wallace was
dropped from the ticket and replaced by Harry S.
Truman.® When FDR died, Truman was thrust into a
complicated international situation. World War Il was
not yet over, FDR had been engaged in negotiations
with the Soviet Union about the postwar era, and the
United States was secretly constructing the world’s
tirst nuclear weapons. When Truman was sworn in
as President, he was unaware of the nuclear program
and not familiar with the details of FDR’s policies in
other critical national security areas. The Atomic
Age, America’s new status as a superpower, and the
increasingly fast tempo of international affairs made
the possibility of an uninformed VP ascending to the
presidency a potentially serious problem. To ensure
that future VPs would not be placed in this position in
an emergency succession, Truman pressed Congress
to make the VP a statutory member of the NSC in the
National Security Act of 1947.»
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Vice Presidency in the Post-War Period.

In the White House, power originates first and
foremost from the President, and the VIP’s role has
been historically shaped by the President’s needs. Af-
ter Truman, President Eisenhower gave VP Nixon a
more substantial role in national security affairs than
any previous VP. As VP, Nixon traveled extensively
as a high-profile emissary of the United States, regu-
larly attended cabinet and NSC meetings, and chaired
the NSC in Eisenhower’s absence. Nixon was also the
first VP assigned full-time military aides.?

However, while Eisenhower gave Nixon oppor-
tunities and responsibilities in the national security
arena, he refrained from granting his VP direct line
authority. At the beginning of Eisenhower’s second
term, the Undersecretary of State was preparing to
resign as chair of the Operations Coordinating Board
(OCB, a unit of the NSC under Eisenhower that coor-
dinated policy implementation and operational plan-
ning).” Nixon sought to become the new chair, but
Eisenhower denied his request in these words:

The VP has statutory constitutional duties. It would
be impossible as a matter of practice to give, within the
executive department, the VP specified duties because
if you happen to have a VP who disagrees with you,
then you would have . . . an impossible situation. . . .
I don’t know of any VP that has ever been given the
great opportunities to participate in difficult decisions,
conferences, and every kind of informative meeting
that we have than Mr. Nixon. But I decided as a matter
of good governmental organization that it would not
be correct to give him [Nixon] a governmental posi-
tion in the executive department.*
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Eisenhower’s response effectively summarizes some
of the central difficulties in giving the VP a substan-
tive line authority in an administration.

After Eisenhower, the expansion of the VP’s role
did not continue in the 1960s. Lyndon Johnson, Hu-
bert Humphrey, and Spiro Agnew had minimal roles
in the policy process. Although their Presidents gave
lip service to the concept of the VP as a partner, all
three of these VPs were primarily selected for politi-
cal reasons, such as reconciling different factions of
the Presidents’ respective parties.” Since VPs Johnson
(House) and Humphrey (Senate) represented differ-
ent branches of their party than the Presidents they
served under, the President (and their staffs) viewed
these VPs as potential rivals. Additionally, Presidents
Kennedy and Johnson were experienced Washington
politicians, and their lack of interest in an active VP
illustrated what Paul Light in Vice Presidential Power
describes as:

. . the tendency of insider Presidents to discount
vice-presidential advice. Neither President viewed
his Vice-President as a source of information or exper-
tise. Nor did the presidential staffs seem particularly
interested in the Vice-President’s participation. Since
insider Presidents generally bring insider staffs, goal
compatibility with the Vice-President is frequently
low.*

Johnson was essentially ignored during the Ken-
nedy administration, and Humphrey was shut out
of the national security process after arguing against
bombing North Vietnam — Johnson’s favored policy —
during meetings. Thereafter, Johnson excluded Hum-
phrey from the policy process by failing to hold formal
NSC meetings.” The Johnson-Humphrey relationship
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highlights another reason why Presidents have been
reluctant to provide substantive policy duties to their
VPs, the concern that a VP may become a rival or un-
dermine the President’s policies.

For Spiro Agnew, an outsider VP whose previous
political experience had been as governor of Mary-
land, the situation was even worse. He did not have
the relevant expertise to play a role in national secu-
rity affairs, and President Nixon, who had extensive
foreign policy experience and a cadre of experienced
aides, had little incentive to seek Agnew’s assistance.
Two aspects of Agnew’s term in the vice presidency
were significant, however. In 1969, the VP’s office ac-
quired a line item in the executive budget, expanding
the office’s ability to hire staff. Previous vice presiden-
tial staffs were tiny (approximately 20 members), but
in 1970 the budget was expanded to allow for about
60 staffers. This permitted the VP to hire substantive
policy advisors and free them from administrative du-
ties.®

Agnew’s vice presidency changed the status of the
position in another way as well. On October 10, 1973,
Agnew, under investigation for accepting bribes and
laundering money, resigned from the vice presidency.
Less than 1 year later, on August 8, 1974, President
Nixon resigned after the Judiciary Committee of the
House of Representatives voted to recommend his im-
peachment. Gerald Ford, who had been appointed to
the vice presidency by Nixon and was therefore the
nation’s first unelected VP, also became the nation’s
first unelected President. These rapid shifts in power,
in the words of vice presidential scholar Marie Natoli:

. established a new framework within which the
Vice-Presidency would be viewed. Symbolically, the
Ford vice-presidential confirmation hearings, follow-
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ing President Nixon’s use of the Twenty-fifth Amend-
ment for the first time since its 1967 ratification,
emphasized the need for a thorough scrutiny of vice-
presidential candidates. (It should be recalled here
that the Eagleton Affair® and the Agnew resignation
were backdrops against which the Ford hearing were
conducted.) The need for a thorough investigation of
the candidate was further emphasized by the very real
awareness that this particular Vice-President could
well become President within a matter of months. It
was widely expected that Nixon would be impeached
and convicted, or resign. Thus, Gerald Ford received
an unprecedented screening for the job which the
Vice-President is really all about: the Presidency.*

This change in status was exemplified by President
Ford’s appointment of former New York Governor
Nelson Rockefeller, a well-known national political
figure, to the vice presidency. According to Natoli,
“Rockefeller’s prominence in national and interna-
tional affairs gave the Ford administration the tone of
dignity and competence it needed.”*

Two consecutively appointed VPs also had a prac-
tical impact on the VP’s office. In exchange for ac-
cepting the VP position, Ford had insisted on greater
control over his staff, including the power to hire and
tire both professional staff as well as support staff that
served the VP exclusively. These trends continued
under Rockefeller and included the establishment of
a permanent residence for the VP at the Naval Ob-
servatory.”? Rockefeller had also expected to play an
unprecedented policy role for a VP. His failure to do
so illustrates some of the barriers that can limit a VP’s
influence in the White House.

As VP, Rockefeller sought to play a leading role in
domestic policy (Henry Kissinger, the dominant figure
in the administration’s national security policy, had
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been a Rockefeller protégé) by serving as vice chair
(and de facto head, since the President was chairman)
of the Domestic Policy Council. Rockefeller, however,
was outflanked by Ford’s chief of staff (Donald Rums-
feld and his successor, Richard Cheney), finding that
running the Domestic Policy Council was “an alba-
tross, absorbing vast quantities of administrative en-
ergy, creating conflicts within the White House staff,
and providing little real value in shaping the increas-
ingly conservative Ford program. Whatever the cause
of the problem . . . the Domestic Policy Council became
a source of frustration instead of influence.”** Because
of Rockefeller’s difficult experience in a line assign-
ment, future VPs were more cautious in assuming line
responsibilities.

Walter Mondale: The VP as Senior Advisor.

As the nation readied for the 1976 presidential elec-
tion, the vice presidency had acquired an institutional
base, and the resignations of Nixon and Agnew had
sharpened the focus on the need for a qualified VP.
However, for VPs to play a substantial policy role the
approval of one key individual was still required —
the President. The fallout from Watergate created the
conditions for the election of a President who had an
active interest in granting a substantial policy role to
his VP.

Georgia Governor James (Jimmy) Carter was an
“outsider” candidate for President, with no Washing-
ton experience. His nomination, in great part, reflected
the public’s frustration with traditional Washington
politics in the wake of Watergate. Carter, while con-
cerned about selecting a vice presidential candidate
who would offer geographic and political balance,
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also sought a VP who could offset his lack of Beltway
experience. As he wrote in his memoirs:

I had made only one early decision about the VP — that
it was important for me to choose a member of Con-
gress as my running mate in order to provide some
balance of experience on our ticket. Without ever hav-
ing served in Washington myself, I needed someone
who was familiar with the federal government and
particularly with the legislative branch. I did not know
many of the senators and representatives on Capitol
Hill and I had not spent much time studying them.*

Ultimately, Carter selected two-term Minnesota
Senator Walter Mondale and promised to empower
his VP as a full partner in the administration and go
“beyond what has ever been done in this country, to
put major responsibilities on the VP if I'm elected.”*
After his election, Carter did in fact make Mondale
a partner in his administration, allowing the VP to
shape his own role as a senior advisor.

Mondale listened carefully to advice from both his
mentor, Hubert Humphrey, and from his predecessor
as VP, Nelson Rockefeller. Both men had experienced
particularly frustrating terms as VP, and Mondale
sought to avoid their fates. He wrote a memo to Carter
outlining what he would need to be an effective advi-
sor and troubleshooter. These requirements included
access to the same information as the President, regu-
lar private meetings with the President, and standing
invitations to key meetings such as those of the Cabi-
net and NSC. Carter agreed to all of these requests.*

Mondale had other important assets for expanding
his role in the Carter administration; for example, a
private office in the West Wing of the White House and
several key allies on the President’s staff. In particular,
David Aaron, the deputy National Security Advisor,
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had been Mondale’s foreign policy aide during the lat-
ter’s time in the U.S. Senate.” Although Mondale had
his own very able staff based in the Executive Office
Building, allies within the White House staff ensured
that he was kept current with both the formal paper
flow and the informal policy network.

Mondale’s vice presidency was defined by dis-
cretion. With regular private access to the President,
Mondale rarely took open positions in meetings or
policy discussions, saving his input for their private
consultations.®® Mondale also avoided line assign-
ments, turning down offers to be Carter’s “chief staff
person” or head the administration’s Africa policy.”
In an interview Mondale explained:

I decided to recommend to the President that I not be
assigned any line functions as such, for several rea-
sons. First, most of the functions would, if they are sig-
nificant, be already assigned to some Cabinet or key
executive officer and why should I handle them? Or, if
they weren’t significant, they would trivialize the Vice
Presidency. . . . Also, by staying away from direct line
functions, I think you avoid the jealousies and com-
petition that might otherwise develop and affect your
role as advisor.

Secondly, I don’t have the staff to run a major line
function. Nor should I. It takes a lot of time away from
your advisory role. The way it is now, I don’t have to
defend a bureaucratic office. . . . I can, more or less, be
where the President needs me most. *°

Mondale did accept narrow line assignments, such
as chairing the White House Executive Management
Committee in July 1977, which had limited time com-
mitments and extended his ability to influence the pol-
icy process. In addition to his role as a senior advisor,
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Mondale was an ambassador and spokesman. The VP
served the administration’s foreign policy indirectly
by taking on presidential and campaign responsibili-
ties when the President was absorbed with crises in
Iran and Afghanistan. Overall, however, according to
Natoli, Mondale’s “restrained public role has made it
difficult to assess Mondale’s full impact on the Carter
White House.”*

George H. W. Bush and the Vice Presidency.

The ultimate compliment to Mondale’s definition
of the VP’s role was the decision of his successor,
George H. W. Bush, to follow it. In an interview on
Mondale’s vice presidency, Bush stated:

Mondale had the best relationship with the President
of any vice-president in history. . .. Mondale set a pat-
tern—a mold —that I think is very good. It helped us
start off —President Reagan and me —on what I hope
will be for him a constructive way to go. Clearly, it is
constructive for me. Mondale persevered. The general
feeling is that he was a useful vice-president.*

While their political differences were vast, there
were some structural similarities between the Reagan
and Carter administrations. Like Carter, former Cali-
fornia Governor Ronald Reagan was an outsider can-
didate, while Bush was a well-established Washing-
ton insider with extensive foreign policy experience
(including stints as director of the Central Intelligence
Agency and ambassador to the United Nations [UN]
and China), as well as two terms as a congressman and
Republican National Committee chair. Like Mondale,
Bush kept his advice to the President confidential and
was aided by having his long-time ally, James Baker,
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working in the White House as Reagan’s chief of staff
(from 1981 to 1985).

Unlike Mondale, Bush did take on line assign-
ments, most notably in March 1981 when he was
named chairman of the Special Situation Group (S5G),
a major NSC committee that helped the President
manage international crises. During an emergency,
the President would chair the committee, but as the
regular chair, Bush was involved in “forward plan-
ning for emergency responses, developing options for
presidential consideration and tak[ing] the lead in the
implementation of those decisions.”# Bush received
the role as the result of a feud between Secretary of
State Alexander Haig and National Security Advisor
Richard Allen, although the President also stated that
leading the SSG would allow the VP to play a larger
role in the administration.*

Perhaps Bush’s most important actions as VP dur-
ing a crisis came on March 30, 1981, only 6 days after
his appointment as chair of the SSG, when President
Reagan was shot. Bush refused to take a helicopter to
the White House, landing instead at his Naval Ob-
servatory residence and being driven to the White
House. This important symbolic act demonstrated
that the government was functioning normally and
eliminated any appearance of Bush “taking control.”
Marie Natoli writes, “George Bush’s behavior dur-
ing the ensuing days was exemplary as he deftly and
smoothly worked with the White House entourage.”*

Bush was the point person several times when cri-
ses erupted and the President was not at the White
House, such as in 1981, when Poland’s military lead-
ers began their crackdown on the Solidarity move-
ment in that country. One of the most notable cases of
the VP playing a major role in the SSG came when U.S.
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forces intervened in Grenada in October 1983. Accord-
ing to Paul Kengor, a leading expert on the VP’s role
in foreign policy:

Reagan and his new NSA, [Robert ‘Bud’] McFarlane,
had scheduled a golf weekend in Augusta, Georgia.
A group of reporters was planning to go along. The
administration decided not to cancel the trip. It felt
that doing so might cue the press into believing a cri-
sis atmosphere was taking place at the White House.
To further illustrate a ‘relaxed” mood in Washington,
Secretary of State [George] Shultz went along. Behind
the scenes, Reagan, Shultz, and other staff in Georgia
stayed in close contact via speaker phone with the
Washington group, which was headed up by Bush. In
the Situation Room meetings in the basement of the
West Wing of the White House, Bush sat in the Presi-
dent’s chair at the head of the table.

... most reports show Bush, as a crisis manager during
the Grenada situation, to be dynamic and proactive.
He quickly assembled and coordinated the necessary
staff and was able to effectively interact with the Presi-
dent, McFarlane, and Shultz. According to accounts,
he proposed, listened to, and evaluated others’ ideas
and ran them back and forth with the President’s team
in Georgia.*®

George H. W. Bush’s presidency represented a
break from the pattern of outsider Presidents relying
on insider VPs for counsel on national security affairs.
As an experienced Washington hand, Bush had strong
national security credentials and an experienced staff.
Thus, President Bush did not have a great need for
VP Dan Quayle’s advice; when selected as Bush’s run-
ning mate, Quayle was a second-term senator from
Indiana. In addition, although President Bush and VP
Quayle had a good personal relationship and though
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Quayle had regular meetings with Bush and a capable
personal staff, he was not an ideological ally of Bush
and did not have supporters within the White House.
Finally, Bush’s Secretary of State James Baker saw
Quayle as a possible rival (both within the adminis-
tration and possibly in the future) and thus worked to
keep the VP out of the national security process.”

SETTING THE STAGE

As is clear from the foregoing narrative, starting
in the mid-1970s, the VP’s role began to expand dra-
matically. Under Carter, Mondale established a para-
digm for the VP as a low-key senior advisor, working
subtly to influence policy, particularly in areas where
the President and his staff lacked expertise. Mondale’s
role contributed to one of the most popular arguments
in favor of an aggrandized vice presidency, which
contends that the VP can be an effective honest broker
because his office has no bureaucratic turf to protect.
Kengor disputes this notion, noting that VPs do have
parochial interests (such as their future political ca-
reers) that might shape their advice to the President.*
While the expanded VP role lasted through 4 years of
the Carter administration and 8 of the Reagan admin-
istration, VP Quayle’s experience demonstrates that
the prominence and power of the vice presidency de-
pend upon the President’s discretion. History also il-
lustrates that vice presidential experiences with high-
profile line assignments were less than successful,
quickly miring the VPs in turf battles. Mondale and
Bush restricted their line assignments to low-profile
issues, but Rockefeller and Wallace, who assumed
high-profile line assignments, became targets in bu-
reaucratic struggles over policy. This background set
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the stage for the vice presidency of Albert Gore, who
not only continued the senior advisor role, but also
took on a high-profile line assignment without becom-
ing mired in significant struggles for influence. His
experience demonstrates the major advantages and
disadvantages of this kind of vice presidential engage-
ment.

Gore Vice Presidency.

When the Democratic party nominated the Gover-
nor of Arkansas, William Jefferson Clinton, for presi-
dent in 1992, Clinton returned to the pattern of select-
ing a Washington insider as VP. Al Gore, a senator
(and son of a senator), quickly became a top advisor to
Clinton, particularly on foreign policy issues in which
Clinton was less experienced than his running mate.
Clinton and Gore were also personally compatible,
and Clinton by all accounts relied heavily on his VP’s
advice.” One innovation attending the National Secu-
rity process under the Clinton administration reflected
the VP’s influence. As discussed above, allies within
the White House staff had facilitated the policy role
of previous VPs. But in the past, this role was estab-
lished through and depended upon personal relation-
ships. In the Clinton administration, Gore’s national
security advisor, Leon Fuerth, was given a prominent
position within the NSC structure in his own right,
serving on the the NSC principals and deputies com-
mittees, with “access to all the information that was
flowing through the national security advisor’s office
... [while participating] in all deliberations. . . .”*
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In fact, the VP’s influence in the administration was
such that Fuerth and the other NSC deputies came to
an agreement to prevent the VP’s views from derail-
ing the deliberative process. In an interview Fuerth
explained:

... I would not take an issue to the VP and get his
fixed position on it during the time when the National
Security Council was deliberating. . . . I would not
walk into a meeting at the deputies level or the princi-
pals level and announce that the VP had a categorical
view of the issue while the others were still struggling
to come up with a recommendation. . . .*!

These innovations were consistent with the evolu-
tion of the VP’s role in the national security process
as a top advisor. By contrast, the GCC, a bilateral
commission intended to strengthen government-to-
government relations between the United States and
Russia that morphed into a major mechanism for
implementing the administration’s Russia policy, was
more than an expansion of the advisor role. The Com-
mission was a high-profile line assignment that as-
signed the VP responsibility for an important national
security program. Gore was cautious in accepting this
new and unprecedented task. According to Fuerth,
“[Gore] didn’t leap at this. There had to be a strong
call from the president and I had to argue the case that
he should accept this. [But] he could have had no idea
of what the “this” was, since it began from a clean sheet
of paper in a discussion between Strobe [Talbott, Clin-
ton’s Ambassador to Newly Independent States] and
me.”

Later, additional binational commissions modeled
on the GCC were established. In 1994, the U.S.-Egypt
Partnership for Economic Growth was launched, be-
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coming known as the Gore-Mubarak Commission for
its co-chairs, VP Gore and Egyptian President Hosni
Mubarak. In 1995, the U.S.-South African Commis-
sion was founded to improve bilateral cooperation
between the United States and South Africa; this com-
mission was known as the Gore-Mbeki Commission
for its co-chairs, VP Gore and South Africa’s Deputy
President Thabo Mbeki.

Russia Policy under Clinton.

With the fall of the Berlin Wall in 1989, followed
by the end of the Cold War and the collapse of the
Soviet Union in 1991, international affairs changed
dramatically. For nearly half a century the Soviet-
American conflict had been the defining issue on the
world stage. However, the Russian successor state,
which also inherited the Soviet nuclear arsenal, re-
mained a primary concern for U.S. administrations.
The first Bush administration focused on maintaining
global stability and preventing Russia from becoming
what Strobe Talbott called, “a nuclear Yugoslavia in
the heart of Eurasia.” But the first Bush administration
did not believe the United States could or should at-
tempt to change domestic Russian politics.®

The Clinton administration, in contrast, believed
in “regime change,” that is, fostering political and
economic liberalization in order to promote a more
benign international situation. The Clinton adminis-
tration’s 1994 National Security Strategy stated:

Our national security strategy is based on enlarging
the community of market democracies while deterring
and containing a range of threats to our nation, our
allies, and our interests. The more that democracy and
political and economic liberalization take hold in the
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world, particularly in countries of geo-strategic im-
portance to us, the safer our nation is likely to be and
the more our people are likely to prosper.>

In this spirit, the Clinton administration’s Russia
policy, motivated by the continuing strength of ex-
tremist forces in Russian politics, was highlighted in
Talbott’s first memo to President Clinton entitled, “A
Strategic Alliance with Russian Reform”:

Until now most Americans have understood their
government’s policy toward the former Soviet Union
primarily in terms of what we do not want to happen
there. . .. Our object and our policy can —and should —
be put more positively. . . . It should be U.S. policy not
just to prevent the worst but also to nurture the best
that might happen in the former Soviet Union. . . . Do-
ing what we can from the outside, marginal and mod-
est as it may be, to keep that miracle going constitutes
the greatest single task facing American foreign policy
in the years to come.”

There were three components to this new relation-
ship with Russia. The first element was security issues
such as arms control treaties, allaying Russian fears
about North Atlantic Treaty Organization (NATO)
enlargement, and, most importantly, preventing the
outside dissemination of Russian missile and nuclear
technologies, expertise, and material. The Depart-
ments of Defense, Energy, and State dominated this
policy area. The two other components of the Clinton
administration’s Russia policy were the fostering of
economic and political liberalization. The State De-
partment and USAID led the political liberalization
effort. The Department of Treasury and to a lesser ex-
tent the State Department set economic policy toward
Russia.
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A key innovation in implementing this policy was
the establishment of a U.S.-Russian bilateral commis-
sion, the GCC. Russian Foreign Minister Andrei Ko-
zyrev proposed the concept to Strobe Talbott in March
1993 during the preparations for an upcoming April
summit in Vancouver, Canada, between Clinton and
Russian President Yeltsin. At the summit, Clinton and
Yeltsin agreed to set the process in motion. There were
numerous motivations for establishing the commis-
sion. In addition to institutionalizing the partnership
between the two countries, thus creating a forum to
address a broad range of issues and fostering interop-
erability between U.S. and Russian agencies, Russian
leaders hoped that interaction with their American
counterparts would help build Russia’s interagency
process,. A major American aim of the commission
was to engage Russian government agencies respon-
sible for selling sensitive technologies to other states.*
From the U.S. perspective, creating a regular channel
to the number two official in the Russian government
was also useful in light of Yeltsin’s sometimes erratic
behavior as well as his shaky political position within
Russia.”

INTEGRATING ELEMENTS OF NATIONAL
POWER: VP GORE AND RUSSIA POLICY

Overview of Gore-Chernomyrdin Commission
(GCCQ) and its Successors.

Strobe Talbott was the head of the Policy Steer-
ing Group for the Former Soviet Union (FSU), first
as Ambassador-at-Large for the Newly Independent
States and later as Deputy Secretary of State. In this
capacity, he oversaw the interagency process for all
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policies dealing with the FSU. The Gore-Chernomyr-
din Commission, in turn, developed policies between
Washington and Moscow.*

The first of 10 Gore-Chernomyrdin Commission
summits took place on September 1-2, 1993. Initially
the body was known as the U.S.-Russian Bi-national
Commission on Energy and Space, reflecting two areas
where Russia had the potential both to be internation-
ally competitive and to proliferate dangerous technol-
ogies. Over the course of the commission’s meetings,
American officials and their Russian counterparts
collaborated to implement the Cooperative Threat Re-
duction program (also known as Nunn-Lugar, for the
senators who sponsored the legislation which created
the initiative), which paid initially for the relocation
and destruction of Russian nuclear weapons and later
for providing employment to Russian nuclear scien-
tists so that they would not sell their skills to interna-
tional rogue actors.

The GCC grew dramatically over the course of its
10 meetings (to some 700-800 officials), becoming the
Bi-National Commission on Economic and Techno-
logical Cooperation—with committees and working
groups addressing business development, energy,
space, environment, science and technology, health,
and defense diversification.”” American delegations
included representatives from numerous depart-
ments and agencies such as: Energy, Defense, Com-
merce, Health and Human Services, Agriculture, and
the National Aeronautics and Space Administration
(NASA).® The GCC signed more than 200 govern-
ment-to-government agreements on a wide range of
issues beyond the original energy and space portfolio.
Some of these issues reflected Gore’s interests in envi-
ronment and technology. Other agreements covered
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pragmatic issues, such as trade, public health collabo-
ration, rewriting the Russian tax code, and modern-
izing Russia’s air traffic control system.® Fuerth, as
Gore’s National Security Advisor, played a coordinat-
ing role in the GCC and was, at one point, described
as “the virtual day-to-day manager of U.S. relations
with Russia.”

In a 1997 background briefing on an upcoming
Gore-Chernomyrdin summit, a senior administration
official gives a sense of the scope of the commission’s
activities:

The agenda is usually very nuts and bolts. The range
the commission now covers is much broader than at
the beginning. . . . In the agribusiness committee . . .
other than scientific and technical exchange or ag-
ricultural subjects, is an effort to bring into force an
agreement that will allow market information to flow
to Russian farmers. . . . Defense conversion commit-
tee has worked with the Russians to show how . . . to
convert former defense industries to civilian applica-
tions. There have been a number of pilot projects that
have been successful in this regard. There is a great
deal going on between the two countries through the
Nunn-Lugar system, having to do with nuclear safety,
dismantlement and destruction of old nuclear weap-
ons, and so on.

The energy committee has been working in two ar-
eas—nuclear, and gas and oil. On the nuclear side, a
major focus has been the safety of existing Soviet-era
reactors, the older types, and improvements in the
training and orientation of the reactor crews. . . .

We've also worked with the Russians on improving
security for nuclear materials accountability, and so
on, and are successfully carrying out a jointly designed
program to improve the storage and accounting con-
ditions under which these materials are stored.
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The gas and oil sector of the policy committee . . . has
dealt primarily with Russian law for investment. The
potential for American investment in the Russian en-
ergy sector has been estimated at $50 billion . . . .

... Our Secretary of Health thinks that working to-
gether with the Russians we have accounted for a
60 percent drop in diphtheria in Russia. . . . They are
working on all sorts of other measures, including nu-
trition, mental health and so on. . . . The environment
committee has been working with the Russians on
policy and law for the protection of the environment.
There are [US]JAID programs in Russia . . . which deal
with sustainable forestry. . . .

The science and technology committee has been
working on a variety of very specialized projects, but
they’ve also been working in intellectual property
rights so that people know to whom the fruits of joint
scientific investigation will belong. . . .

The space committee’s best-known operation is the
international space station, but there is a lot else go-
ing on in terms of commercial relations between U.S.
space firms and Russian enterprises in that area.®®

For a glimpse into these nuts and bolts activities
at a lower level, the following excerpt from a report
to the GCC from an Ad Hoc Working Group under
the U.S.-Russian Business Development Committee is
instructive:

... The Joint Subcommittee agreed to support the Rus-
sian side’s proposal for study of the necessary mecha-
nisms for establishment of an investment fund for
support of joint business projects in the Russian Far
East, and to present the results for study to the Work-
ing Group and the Gore-Chernomyrdin Commission.
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Continuing the Working Group’s emphasis on busi-
ness development, the Subcommittee sponsored a
Workshop for Russian business participants on “How
to Access Financing and Promote Investment Pro-
posals.” . . . Participants in the Joint Subcommittee
meeting also supported the initiative of the Far East-
ern Center for Economic Development, which is sup-
ported by the International Research and Exchanges
Board, to publish a new quarterly journal “Russian Far
East: Economy, Investment, and State of the Market.”

During the Subcommittee meeting, it was announced
that the Department of Commerce’s Special American
Business Internship Training Program (SABIT) has
designed a program focusing on the Russian Far East
in areas of transportation, energy/infrastructure, ex-
traction industries and fisheries. The program aims to
improve the business infrastructure and create a more
investment-friendly environment. Applications for
the program were provided to Russian and American
business participants in the Subcommittee meeting.**

On March 23, 1998, Chernomyrdin was replaced
by Sergei Kiriyenko, and the Gore-Kiriyenko Com-
mission continued the GCC’s efforts. The first meeting
between the U.S. VP and the new Russian prime min-
ister occurred on July 23-24, when the two leaders dis-
cussed the Strategic Arms Reduction Treaty (START)
II, signed an agreement by which the United States
would fund programs to convert Russian military
nuclear research facilities to civilian purposes, and set
the agenda for an upcoming Clinton-Yeltsin summit.*

Five months later, President Yeltsin fired Kiriy-
enko and attempted to reappoint Chernomyrdin. The
Russian Duma rejected Chernomyrdin, and in Sep-
tember Yeltsin appointed Yevgeny Primakov as prime
minister. A Gore-Primakov Commission meeting was
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held on March 23-25, 1999. However, the meeting co-
incided with the Kosovo crisis in which NATO was
pressing Serbian leader Slobodan Milosevic to cease
violence against the Kosovar Albanians. Primakov
was flying to Washington for the meetings when he
learned that NATO strikes on Yugoslavia were immi-
nent, prompting him to order the plane to return to
Moscow without attending the meeting.® Neverthe-
less, the Commission’s working groups met and dis-
cussed several issues.”

In April 1999, with Kosovo still dominating inter-
national politics and U.S.-Russian relations, Yeltsin
proposed reviving the Gore-Chernomyrdin channel
and appointed Chernomyrdin as his special envoy to
the Balkans. During this time, Chernomyrdin again
dealt directly with Gore. However, Gore’s participa-
tion in efforts to resolve the Kosovo crisis were lim-
ited because of his campaign for the 2000 presidential
nomination.®

On May 12, 1999, Yeltsin removed Primakov and
appointed Sergei Stepashin as Prime Minister. Gore
met with Stepashin in Washington in late July. A few
months later, in August 1999, Vladimir Putin replaced
Stepashin as Prime Minister. While the Commission
framework continued, both Putin and Gore were po-
sitioning themselves for upcoming presidential elec-
tions. Putin became President of Russia on December
31,1999, when Yeltsin resigned, and Putin was elected
to the position on March 27, 2000. Gore did meet with
Putin’s successor as Prime Minister, Mikhail Kasya-
nov, in September 2000. However, Gore lost the 2000
U.S. presidential election, and the incoming Bush ad-
ministration chose not to continue the U.S.-Russian
Commissions.
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The VP and the Security Track.

One of the most important issues of the first GCC
summit was a Russian sale of rocket technology to the
Indian Space Research Organization. These transfers
could have triggered sanctions under the Missile Con-
trol Regime (MCTR) —known as the Gore-McCain Act
because of Gore’s past work with Senator John McCain
on the bill when the VP was still in the U.S. Senate).
However, placing sanctions on Russia would have
damaged the partnership Washington was seeking
to build with Moscow. In resolving this problem, the
administration sought a creative solution that would
also establish a broad partnership in space that could
contribute to Russia’s transformation:

That creative solution was to pose a stark choice to the
Russian space agency and by implication, the Russian
government as a whole: did Russian officials want to
spend their time on small deals worth millions of dol-
lars with countries U.S. officials called ‘bottom feed-
ers, or did they want to be part of something the big
boys in the G-7 did and join deals worth billions of
dollars?®

The argument worked. This new relationship on
space cooperation was managed and institutional-
ized through the GCC. Gore, as the GCC co-chairman,
played a leading role in this framework, building on
his long-standing interest in both arms control and
space exploration. The first GCC meeting in September
1993 produced a Memorandum of Understanding that
Russia would limit its technology sales in accordance
with the restrictions imposed by the MCTR, while the
United States would pay for the use of the Mir Space
Station and permit Russia to enter the American do-
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mestic satellite launch market. This established ongo-
ing high-level engagement in space that included Rus-
sian participation in the International Space Station
and entry into the international market for commercial
satellite launches. Space was also an area of collabora-
tion where the United States benefited directly from
Russian technologies, and Russia basked in reinforced
national pride.”

The GCC process also created a number of infor-
mal opportunities to address major policy issues. In
December 1994, after meeting with Chernomyrdin
about stalled negotiations over Ukraine relinquishing
its nuclear weapons, Gore on short notice helped or-
ganize a three-way negotiation in Kiev between the
United States, Ukraine, and Russian representatives.
Gore appointed Deputy Secretary of Defense Wil-
liam Perry to lead the delegation, which succeeded in
reaching a broad agreement on transferring Ukrainian
nuclear weapons to Russia and compensating both
Moscow and Kiev.”

Another issue requiring delicate diplomacy was
the eastward expansion of NATO, which many Rus-
sians interpreted as an attempt to encircle Russia. In
December 1994, at a summit with President Clinton in
Budapest, Hungary, Russian President Boris Yeltsin
spoke harshly against NATO enlargement, warning
that it could plunge Europe “into a cold peace.””? A
few weeks later, during the GCC summit in Moscow,
Chernomyrdin brought Gore to visit Yeltsin in the
hospital. During the visit, Gore reassured Yeltsin that
NATO enlargement was being executed in a manner
sensitive to Russian concerns and would be accompa-
nied by cooperative agreements between the United
States and Russia.”
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While the GCC handled many security issues ably,
one that was not resolved in a manner satisfactory
to the United States was the Russian sale of military
equipment, missile, and nuclear technologies to Iran.
At a May 1995 summit meeting between Clinton and
Yeltsin, the Russian president agreed not to sell cen-
trifuges to Iran and committed to addressing addi-
tional issues in the Russian-Iranian relationship at the
GCC. This agreement avoided the fundamental dis-
agreement between the United States and Russia. The
United States opposed any nuclear cooperation with
Tehran, while Russia wished to continue building a
reactor for Iran at Bushehr.

In the summer of 1995, Gore and Chernomyrdin
signed an accord, the details of which were not re-
leased at the time, on conventional weapons sales to
Iran. Under the agreement, Russia was permitted to
fulfill existing contracts with Iran, but sales would
cease after December 31, 1999. However, sales of con-
ventional weapons to Iran continued after that date.”
In December 1995, Chernomyrdin wrote Gore a let-
ter promising an end to Russian efforts to assist Iran’s
nuclear fuel cycle program and to limit the Bushehr
project to only one reactor.”” However, these agree-
ments were also not kept. Throughout the 1990s at
various levels, the United States offered incentives,
and Moscow claimed or decreed that proliferation ac-
tivity with Iran had ceased. Despite this, Russian sales
of sensitive nuclear technology to Iran has continued
to the present.

The Clinton administration was not prepared to
press fully the issue of Russian-Iranian technology
transfers at the expense of the broader U.S.-Russia re-
lationship. For example, in July 1998, the administra-
tion instituted sanctions against seven Russian entities
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that had been involved in technology transfers to Iran,
but only in order to forestall congressional efforts to
impose broader sanctions on Russia for violating ex-
port control agreements.” The congressional action
would have eliminated aid to Russia for 2 years. The
genesis of the rationale for maintaining good overall
relations with Russia, despite its noncompliance on a
major strategic issue, can be seen in the approach of
the administration and the VP to Russia on economic
and political issues — the “transformation track.”

The VP and the Transformation Track.

A central component of the Clinton administra-
tion’s Russia policy was to foster the country’s trans-
formation into a free market democracy. Because of its
leading role in the Russian-American relationship, the
GCC (and its co-chairman, VP Gore) became an im-
portant mechanism for advancing this policy. Many
of the GCC’s activities were intended to improve Rus-
sian governance and strengthen civil society through
agreements with the United States, capacity building
programs, and implementation of aid initiatives. In
addition, because the GCC and its successors provid-
ed an ongoing forum for U.S.-Russia relations, Gore
was positioned to facilitate informal relationships be-
tween other important U.S.-Russia policy actors and
their Russian counterparts.

On the political front, the debate focused on wheth-
er the United States should support the democratic
process in Russia or the most favorable candidate. As
radicals on the right and left emerged and garnered
popular support in Russia, the administration’s policy
focused on supporting Russian President Boris Yelt-
sin, even at the expense of some democratic reforms.”
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Meanwhile, the administration began to view eco-
nomic development as a necessary precursor to de-
mocracy.” Just as they did on security affairs, Gore’s
commissions created opportunities for high-level
dialogue on economic issues. Undersecretary of the
Treasury Lawrence Summers, who directed efforts to
encourage Russian economic reform, was concerned
that without appropriate reforms, financial aid to Rus-
sia would either be absorbed into the corrupt system
or not have any useful effect. However, Chernomyr-
din had little training in economics and was not firm-
ly committed to financial reforms. To ease the prime
minister’s reluctance, Gore arranged a small dinner
during the first session of the GCC in which Summers
candidly discussed these issues with Chernomyrdin
in depth, and Gore “refereed.”” Summers had a simi-
lar discussion with Prime Minister Primakov in 1998.%
McFaul and Goldgeier write:

It would be a stretch for any U.S. Treasury official to
claim that he or she taught the Russians macroeco-
nomics 101, but the years of interaction with Western
officials who preached these principles did have an
important impact on Russian thinking, especially for
those officials like Viktor Chernomyrdin and Yevgeny
Primakov, who needed an introduction to market eco-
nomics.®

However, as the Russian economic crisis began to
threaten the nation’s stability, the Clinton administra-
tion shifted the focus from reforms to aid and bail-
outs. The confluence of the administration’s political
and economic support for Yeltsin was epitomized in
a 1993 speech in which VP Gore harshly condemned
the Russian ultra-nationalist politician Vladimir Zhiri-
novsky and also criticized the International Monetary
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Fund (IMF) for being “slow to recognize some of the
hardships that are caused by some of the conditions
that have been overly insisted upon in the past.”®

The effort to balance economic reforms with po-
litical stability almost led to a major policy conflict
between the Treasury Department, which advocated
economic reforms, and the State Department and
White House (led by the VP), which pressed for po-
litical stability. Gore’s 1993 statement criticizing the
IMF was echoed several days later by Strobe Talbott’s
remark that reforms needed “less shock and more
therapy for the Russian people.”® Treasury officials
felt these statements hurt their efforts to reform Rus-
sia’s economy, and that State and the White House,
led by the VP, were turning against them, (which also
undermined the efforts of those within the Russian
government advocating reform). Treasury officials
were given the opportunity to explain their policy to
the key policymakers from other departments, and
the conflict was defused.™

For the next several years, Treasury was the un-
disputed lead on economic policy. When the Russian
economy collapsed in 1998, Gore led the administra-
tion’s efforts to press for a rapid and large-scale Rus-
sian bailout.® Under U.S. pressure, the IMF lent the
Russian government money on terms more favorable
than those commonly offered other countries.®* How-
ever, Treasury was initially skeptical of the efficacy of
funneling additional aid to Russia, because of the slow
pace of the country’s economic reforms. Gore and the
other members of the foreign policy team argued that
Russia’s economic crisis could lead to a political col-
lapse with possibly catastropic results (such as loose
nukes). This argument prevailed, and the Treasury
Department supported the bailout.®”
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Outside the Treasury-State tensions, there were
instances in which the U.S. Government agencies re-
sponsible for particular programs were not responsive
to GCC policy. USAID, in particular, was criticized for
obstructing GCC initiatives. Despite these occasional
conflicts, the GCC and its successors played a central
role in implementing the Clinton administration’s ef-
forts to foster reform in Russia. The commissions dis-
cussed trade issues designed to ease investment and
trade with Russia as well as governance issues, such
as legal reform that would make Russia a friendlier
environment for foreign investors. The commissions
were also intended to help introduce Russian officials
to American technocrats and improve the country’s
overall bureaucracy.

However, Gore and the Clinton administration as
a whole were accused of ignoring corruption among
their Russian counterparts, Chernomyrdin in par-
ticular. In late 1998, the New York Times reported that
Gore had scribbled a “barnyard epithet” on a Central
Intelligence Agency (CIA) report alleging personal
corruption by Chernomyrdin.®® While the veracity of
this specific incident is unclear,” numerous observers
pointed out the massive corruption in Russia during
the 1990s.* A 1996 privatization program had allowed
a well-connected few to take control of Russia’s most
valuable companies. Chernomyrdin, who previously
had been the head of Gazprom, Russia’s natural gas
monopoly, was believed to have benefited from this
scheme. Although some administration officials, par-
ticularly at Treasury and USAID, were skeptical of
the Russian privatization plan, they did not criticize
it publicly out of fear that doing so would undermine
Yeltsin's reelection campaign.”
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Overall, the Clinton administration’s worldview
(including Gore’s) was that whether Russia was cor-
rupt or not, the United States had to engage with the
existing Russian leadership.”? Nevertheless, allega-
tions regarding the VI’s dealings with Russia’s cor-
rupt government hurt Gore’s political future. Instead
of highlighting Gore’s foreign policy experience, GCC
activities became fodder for his Republican opponent
in the 2000 presidential election. According to a front
page story in the Los Angeles Times less than 2 weeks
before the election:

Until recently, VP Al Gore yearned to draw attention
to his close working relationship with then-Russian
Prime Minister Viktor S. Chernomyrdin-evidence,
aides said, that Gore had the foreign policy stature to
be president. . . . No longer. With the collapse of Rus-
sia’s economy, the souring of U.S.-Russian relations-
and the tightening of the presidential campaign-the
commission has become a political liability. . . . Repub-
licans in Congress are demanding to know whether
Gore made “secret deals’ to let Russia sell submarines
and other advanced weapons to Iran. GOP candidate
George W. Bush charges that under Gore, foreign aid
money ‘ended up in Viktor Chernomyrdin’s pocket.’
... The election-season charges are all debatable-and
Democrats, not surprisingly, reject them heatedly.
... Still, the controversies have allowed Republicans
to turn the tables on Gore and challenge the VP on for-
eign policy, his supposed strong suit.”

More importantly, particularly after Russia’s 1998
economic meltdown, the frequent high-level interac-
tions between American and Russian leaders suspect-
ed of corruption left the indelible impression on large
segments of the Russian population that the United
States condoned Russia’s emerging oligarch class.
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This created, in the words of Russia analyst Dmitri
Simes, “strong suspicions in Russia that Washington
deliberately sought to keep it on its knees by forcing it
to accept destructive economic politics.”*

Evaluation.

The establishment of the Gore-Chernomyrdin
Commission and its successor commissions was a
comprehensive attempt to create an ongoing forum
for engagement between the United States and Russia.

Good Top-Level Coordination Mechanism.

Overall, the Commissions were well-coordinated
at high levels. A National Security Council (NSC)
Policy Steering Group directed the interagency pro-
cesses for all policies dealing with the FSU. The Steer-
ing Group’s monthly meetings were presided over by
Strobe Talbott, first as Ambassador-at-Large for the
FSU and later as Deputy Secretary of State. The Office
of the VP was represented at these meetings. Daily op-
erations were coordinated by the NSC Directorate for
Russian, Ukrainian, and Eurasian Affairs, which also
provided staff support to both the GCC and the Policy
Steering Group.

The system worked reasonably well and, after ear-
ly missteps, effectively contained the policy disagree-
ments between the advocates of economic reform at
the Department of Treasury and the administration’s
broader focus on political stability.

However, because so many figures close to the
President supported the transformation agenda, in-
cluding Talbott and Gore, there were limitations on
the debate. Skeptics of the approach, such as the State
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Department’s Policy Planning Director James Stein-
berg, were permitted to air their views. But there was
no “B team” systematically exploring alternative poli-
cies.”

TURF WARS AND BUREAUCRATIC
DOMINANCE OF GORE AND GCC

Unfortunately, the coordination between the Com-
mission that set policies and the agencies that imple-
mented them was not always strong. A GAO report
found:

The State Department Coordinator [created under the
may 1993 Freedom Support Act and responsible for
coordinating U.S. Government policies and activities
with the FSU states, Strobe Talbott] also sits in on the
Commission meetings; however, at the committee
working level, there is minimal formal interaction be-
tween the Commission and the Coordinator’s Office.
As a result, no one person in either the Coordinator’s
Office or the Office of the VP had complete knowledge
of the Commission’s ongoing activities. This situation
caused some problems for OMB and the Coordinator’s
Office when they were unable to assemble a compre-
hensive list of Commission activities prior to the Presi-
dent’s visit to Russia in January 1994. The effort was
repeated more successfully before the Commission’s
meetings in June 1994.%

In some cases, agencies resisted what they per-
ceived as intrusions into their affairs and sought to
torpedo GCC initiatives.” Previous VPs who accept-
ed line assignments experienced these kinds of turf
battles, and it is not unlikely that because of the VP’s
participation, the GCC and its successors may have
taken on an outsized role in Russia policy and mar-
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ginalized the efforts of individual agencies. On Russia
policy, VP Gore, who combined his own formidable
foreign policy background with a close working rela-
tionship with President Clinton, had the potential to
be an overpowering presence that could run rough-
shod over established interagency processes in press-
ing his own agenda. One critic, E. Wayne Merry, head
of the political section in the U.S. Embassy in Moscow
from 1991 to 1994, wrote in The Wall Street Journal that
initially the GCC had merit as a means for both sides
to “force initiatives through their respective red-tape
factories.” But Merry went on to write:

Over time the commission has taken on a bureaucratic
life of its own; it now impedes rather than encourages
innovation. U.S. agencies cannot conduct normal co-
operation with Russian counterparts because the com-
mission needs fodder for its twice-yearly summits:
new programs to unveil, documents to sign, photo-ops
for the principals. New areas for cooperation are very
limited and for the most part were exhausted long
ago, but even initiatives of real merit are deliberately
delayed to pad the press conferences. No program or
project is ever deemed less than a success; every proj-
ect gets at least an A-minus.

U.S. staffs are under constant political pressure to
increase the “deliverables’ for each meeting —regard-
less of whether these taxpayer-supplied goodies will
do Russia any good. I have conducted negotiations
at the defense ministry in Moscow to offer programs
and funding we knew the Russians did not want and
would not accept, but we could not take ‘no” for an
answer.”

While this statement reflects only one opinion,
there were at least some cases of agencies having their
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Russia programs displaced by a GCC working group.
In one instance, EPA officials reported that their work-
ing group on Russian environmental issues had been
preempted by the formation of a GCC environmental
working group. The GCC working group went on to
identify biological diversity as a priority when other
agencies involved in environmental issues prioritized
other concerns.”

In this regard, the Gore GCC experience has no-
table parallels to VP Rockefeller’s difficult tenure as
head of the Domestic Policy Council. In discussing
Rockefeller’s endeavors, a Ford staffer highlighted
a key predicament encountered by both VPs, noting
that VPs are either too weak or too strong to take on
line assignments.' Too weak, and the VP will lose the
turf wars; too strong, and the VP’s actions will either
unite opponents against them, or the VP will domi-
nate the process.

Vice Presidential Resources.

As VP, Gore had a relatively small staff that may
not have been adequate to administer the growing bu-
reaucracy surrounding the Commissions. The work-
ing groups were staffed from other agencies, and the
NSC’s Directorate for Russian, Ukrainian, and Eur-
asian Affairs also provided personnel support to the
GCC." Consequently, the Commission had no dedi-
cated staff, only staffers borrowed from other agen-
cies who were only partially engaged in the GCC.
Because Gore also filled the role as general advisor to
the President, his own efforts, along with those of his
staff, were dedicated to a wide range of issues and not
focused exclusively on Russia. This may have exacer-
bated the coordination and administrative problems
described above.
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Vice Presidential Prestige.

In one important way, the U.S.-Russia Commis-
sions offered an effective use of the VP. One of the
few institutional strengths of the vice presidency is
its perceived prestige (particularly outside of Wash-
ington).’” In addition to substantial presidential en-
gagement, placing the VP in a high-profile position
overseeing Russian-American relations sent a mes-
sage regarding the importance of Russia to the United
States and the world. This signal was reinforced by
the VI’s close relationship with key administration
policymakers and the President himself. These ties
also allowed the administration to present a united
front to Russian officials, so that the Russian govern-
ment could not attempt to take advantage of policy
disagreements between U.S. Government representa-
tives and agencies.

VP-President Relationship.

Gore had a very close relationship with President
Clinton. This dynamic undoubtedly helped ensure
the GCC and its successor committees their leading
role in U.S.-Russian relations. However, it also reflects
one problem with giving the VP a line assignment.
Mondale, under Carter, crafted the vice presidency as
a senior advisor. Gore also played this role for Clin-
ton. Many analysts have noted that the VP, because
he does not have bureaucratic turf to defend, is well
positioned to be an honest broker. However, because
of his role in U.S.-Russian relations, Gore was heav-
ily invested in the success of the U.S.-Russia Com-
missions and of the administration’s overall policies
toward Russia.
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Yet, Gore was not the only, or even the leading,
figure in the Clinton administration’s Russia policy.
That distinction belonged to Talbott, who had a close
personal relationship with President Clinton going
back to their time as Rhodes Scholars at Oxford, UK.
Undersecretary of the Treasury Summers was also
an important official in U.S.-Russia policy, since he
directed economic policy toward the Newly Indepen-
dent States, though his policy influence did not ap-
proach that wielded by Talbott. While there were dis-
senting voices on the administration’s policies toward
Russia,™ Talbott’s influence predominated. Gore, had
he not been as invested himself in these strategies,
might have been one of the few advisors in a position
to question prevailing wisdom and offer alternatives.

ASSESSING RESULTS

VP Gore and the U.S.-Russia Binational Commis-
sion made important contributions to the security
track of U.S.-Russian relations and served as an im-
portant channel to Russian leadership. However, the
commissions could have made better contributions to
the efforts to foster liberalization in Russia. While the
GCC and its successors undoubtedly proved useful to
Russian governance, by immersing the VP in the de-
tails of governance he may have become disengaged
from the broader situation in Russia. From the van-
tage of the U.S.-Russian Binational Commission, VI
Gore was not in a position to question internal Rus-
sian politics. Yet, in forging a political alliance with
Chernomyrdin and Yeltsin, the United States was per-
ceived by many Russians as supporting the corrupt
oligarchs who dominated the Russian economy and
had become rich as post-Soviet Russia lurched from
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financial crisis to financial collapse. Future efforts to
nurture reforms in Russia may be viewed skeptically
by Russians who remember the American alliance
with Russia’s oligarchs.

Overall, the Clinton administration achieved most
of its goals on the security track. Russia did not col-
lapse, loose nuclear material and weapons appear to
have been contained, and, with the exception of Iran,
proliferation was minimized. In addition, tensions
between the United States and Russia were managed,
even as the United States pursued goals that were con-
trary to Moscow’s perceived interests, such as cham-
pioning the eastward expansion of NATO and leading
a coalition in the war against Serbia during the 1999
Kosovo crisis. It is possible that, because of Russia’s
weakness, these goals could have been achieved with-
out the high-level engagement of the VP. Nevertheless,
Gore and the GCC played an active role in managing
and maintaining U.S.-Russian relations. By develop-
ing an ongoing, multitiered dialogue, when “nuts and
bolts” details stymied implementation, Gore and his
Russian counterpart “helped break those logjams by
providing the political impetus to move forward.”'%
At the same time, when political differences arose
between Moscow and Washington, such as during
the Kosovo crisis when many Russians called for the
suspension of Nunn-Lugar, the commissions helped
insulate important issues from political opportunism.
One Russian official described the detailed implemen-
tation discussions as providing “pragmatic islets,” so
that both sides could “cross the swamp and not perish
in the quagmire.” 1%

The notable exception to these accomplishments
concerned Russian sales of nuclear technology and
conventional arms to Iran. The failure to interrupt this
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flow cannot be attributed entirely to Gore or the Com-
missions. Many Russian officials viewed ties with Iran
as a core strategic interest, and the Russian-Iranian
relationship continued throughout the Bush admin-
istration as well."” The United States attempted to
confront Russian officials with a stark choice between
allying with Iran or the United States. At a Novem-
ber 1999 meeting with then-Prime Minister Primakov,
Gore said, “You can have a piddling trickle of money
from Iran or a bonanza with us. But you can’t have
both. Why do you keep trying to have it both ways?”1%
Nonetheless, over the past decade, Russia has at-
tempted to have it both ways, and nuclear assistance
to Iran has continued.

The results of the Clinton administration’s policies
and Gore’s involvement on the transformation issues
are more ambiguous. Now, nearly a decade since the
Commissions, it is difficult to see that efforts to foster
social and economic reform had a long-term effect.
In a recent article in Foreign Affairs, Michael McFaul
and Kathryn Stoner-Weiss argue that today Russia ap-
pears more stable because of high oil prices, but on
many core governance issues such as public health,
public safety, and rule of law, the state is functioning
no better than it did in the 1990s. Life expectancy is
declining, Russia has the highest rate of HIV infec-
tion outside of Africa, and the death rate from fires is
approximately 10 times that of Western Europe. The
dream of Russia becoming a free market democracy
has not materialized. In addition, democracy and free-
dom of expression have backslid after the chaotic de-
mocracy of the Yeltsin era, and the country has shifted
toward autocracy.'”

The decade since the 1998 Russian economic melt-
down has seen a spate of articles and reports on “who
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lost Russia,” a spate that has accelerated since the rise
of Putin and his autocratic governance style. Many of
these documents cited the failure of free market re-
forms and endemic corruption, and the willingness
of the Clinton administration in general and Gore in
particular to ignore the prevalent corruption."® So-
ber observers recognized that the United States was
not omnipotent in its ability to foster reform in Rus-
sia. Goldgeier and McFaul conclude that these issues
launched “a witchhunt in Washington (not, curiously
enough, in Moscow.)”"" Secretary of State Madeleine
Albright, in a speech in Chicago, stated, “We can help
Russia make tough choices, but in the end Russia must
choose what kind of country it is going to be.”

Albright’s statement foreshadowed the Russia
policy of the Bush administration, which replaced the
Clinton administration in 2001. The Bush administra-
tion considered Clinton’s Russia policy romantic and
sought to adopt a realist approach in its place. In an
article in Foreign Affairs, the Bush election campaign’s
foreign policy advisor and future national security ad-
visor and Secretary of State, Condoleezza Rice, thus
argued that the United States must focus instead “on
the important security agenda with Russia,” because
“a few big powers can radically affect international
peace, stability, and prosperity.”'® As for encouraging
reform in Russia, George W. Bush succinctly stated,
“They’re going to have to make the decision them-
selves.”!*

Although Gore’s successor, Richard Cheney, argu-
ably wielded more influence on policy than any of his
predecessors, the bilateral U.S.-Russian Commissions
were not continued. This particular exercise of vice
presidential power was eliminated when a new Presi-
dent reoriented policy.
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CONCLUSION

VP Gore’s role in the U.S.-Russian Bilateral Com-
missions provides an important glimpse into both a
high-profile foreign policy initiative and into the dy-
namics of a prominent vice presidential role in nation-
al security affairs. Indeed, Gore’s place in American
development programs targeting Russia, both real and
perceived, highlight some of the advantages, disadvan-
tages, and pitfalls of assigning the VP a substantial
policy role. Many factors contributed to the strengths
and weaknesses of VP Gore’s formal high-level posi-
tion in national security policy. Some of these factors
are inherent to the vice presidency, while others were
unique to Gore.

Intrinsic strengths of an active vice presidential
role in national security affairs:

1. Prominence and prestige: The vice presidency
has been derided within Washington circles, but out-
side the Beltway and particularly abroad, the VP is
viewed as a very important personage. Consequently,
designating the VP as a point person on a particular
crucial issue is an effective statement that the topic is
percieved as important. Gore’s service as chair of the
U.S.-Russia Commissions sent a message of respect
for Russia’s position in the world both to the policy
community and to Russian citizens. After the collapse
of the Soviet Union, Russia was weak politically and
wracked by economic turmoil. In that situation, the
message of respect was of great importance.

2. Training for the presidency: Substantive as-
signments can help prepare a VP for the presidency.
A major assignment executed capably can burnish a
VP’s reputation should he or she choose to run for the
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presidency. At the same time, these assignments can
ensure that the VP is familiar with current operations
in case of an emergency transition.

Weaknesses inherent to an active vice presidential
role in national security affairs:

Status as a constitutional office: The VP is an
elected figure and, unlike political appointees,
does not serve at the President’s discretion. A
VP who proved incapable of carrying out an
assignment or who diverged publicly from the
President’s policy could be removed from an
assignment, but not forced from office. At the
very least, this situation would be a public em-
barrassment to the President, but if a VP con-
tinued to act independently of the White House
it could trigger a constitutional crisis.

High public profile: The flip side of the VP’s
percieved prestige is that giving the VP a sub-
stantive assignment raises the profile of that
task and directs additional scrutiny on the
policy, making the policy’s success or failure
more critical to the administration. This can
also invite sharper attacks from critics of the
policy, both politically and from within the
bureaucracy. In other situations, the VP’s en-
gagement might quell essential debates within
policy circles if staffers are hesitant to be in the
position of debating with the VP.

Weak staff support: Although the VI’s staff has
grown since the 1970s, it is still small (usually
100 or less, with only a few dozen policy spe-
cialists). Other VPs, particularly Mondale, have
mentioned their small staff as a reason not to
accept line assignments. The U.S.-Russia Com-
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missions co-chaired by Gore were large-scale
undertakings, carried out by staff seconded
from other agencies. Without additional per-
sonnel, VPs may face difficulties carrying out
line assignments that require overseeing an
agency or coordinating multiple agencies.
Unclear status: Exacerbating the issues of lim-
ited staff, VPs have no formal executive author-
ity. In substantive assignments, the chain of
command may be unclear, and VPs who must
coordinate between multiple agencies may not
have the authority to manage the process.
Time: While VPs do not have the same demands
on their time as the President, they are gener-
alists who must serve the administration in a
wide range of roles. These include ceremonial
duties such as: presiding over the Senate and
serving as an administration spokesperson at
home and abroad; political duties such as cam-
paigning and fundraising; as well as managing
the specific issues assigned to them. Because of
the wide portfolio of demands on a VP’s time,
VPs may not be able to manage a particular
high-profile issue effectively.

Individual strengths of VP Gore:

Close relationship with the President: All of a
VP’s authority is derived from the President,
and Presidents are not required to provide VPs
with substantive assignments. A VP will have
power only insofar as he is perceived as being
close to the President. Without such a working
relationship, the VP is effectively powerless. In
the Clinton administration, it was understood
that President Clinton frequently consulted
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with VP Gore, and that Gore’s opinion was
very highly valued in the Clinton White House.
Effective presidential and vice presidential staff
integration: While a close relationship between
the President and VP is essential for the VP to
wield any influence, policy is implemented and
shaped at the staff level. If a VP’s staff does not
have good working relationships with the Pres-
ident’s staff, the ability of a VP to shape and
implement policy will be constrained. Gore’s
staff worked closely with Clinton’s staff, with
Gore’s national security advisor serving on the
National Security Council’s deputies commit-
tee. This high level of staff integration ensured
that Gore and his office remained informed
throughout the policy process.

Experience in international affairs: Before be-
coming VP, Gore had been in Congress for
17 years, serving four terms in the House of
Representatives (1976-84) and one-and-a-half
terms in the Senate (1984-93). In both houses
he served on commmittees that dealt with in-
ternational affairs, including the House Intel-
ligence Committee and the Senate Armed Ser-
vices Committee. This experience enabled Gore
to advise Clinton better on international affairs
and to engage in detailed policy discussions
with Moscow.

Weaknesses specifically relevant to VP Gore:

Policy preferences: Policymakers are likely to
advance policies in accord with their own inter-
ests, and Gore was no exception in his work on
the U.S.-Russia Commissions. In some cases,
such as Gore’s long-standing interest in space
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policy, this was very helpful. Space cooperation
was a central component of U.S.-Russia policy
during the 1990s because of the potential mili-
tary applications of the Russian space program.
However, Gore also had a long-term interest in
environmental issues and may have pressed
initiatives in this area, which were not a prior-
ity for Russian officials.

* Future political aspirations: Before becoming
VP, Gore ran for President in 1988, and it was
generally understood that he would run for
President when Clinton’s second term in office
was complete. Some critics allege that the U.S.-
Russia Commissions served to publicize high-
profile initiatives that improved Gore’s stand-
ing, but were not necessarily good policy.">
Most VPs harbor presidential ambitions, and a
VP with a high-profile assignment is very likely
to use it to improve his standing."®

The subject of this case study has important impli-
cations for both PNSR and for the United States. Over
the past 3 decades, VPs have played an increasingly
larger role in their administrations. An active VP can
be an asset to the President and further an administra-
tion’s national security policy. In addition, an active
VP can be better prepared for the presidency, which
is of crucial importance in the event of an emergency
succession. The possibility and danger of such a cri-
sis transition means that an active role for the VP in
the national security process does not merely burnish
a potential presidential candidacy but is a matter of
critical national security importance. Examining ac-
tive foreign policy roles played by previous VPs and
identifying their strengths and weaknesses can inform
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future administrations as to how best to structure the
national security process to make optimum use of a
VP’s talents, as well as establish the groundwork in
case a VP would need to assume his or her ultimate
responsibility.
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CHAPTER 2
THE IRAN-CONTRA AFFAIR
Alex Douville
INTRODUCTION

In 1979, when revolutions forced two American
allies, Iranian Shah Mohammed Riza Pahlavi and
Nicaraguan President General Anastasio Somoza
Debayle, from power, few could have predicted that
these events would set in motion a breakdown of the
U.S. national security apparatus. Yet, after the Shah
was replaced by an Islamic theocracy under Ayatol-
lah Khomeini, and the leftist Sandinistas succeeded
Somoza, that is exactly what happened. In just a few
short years, frustrations in foreign policymaking led
the Ronald Reagan administration to bypass legiti-
mate national security decisionmaking and imple-
mentation bodies to conduct covert operations in Iran
and Nicaragua, resulting in what became known as
the Iran-Contra scandal.

Iran-Contra marked a key moment in the ongoing
struggle between presidential administrations and
Congress over control of foreign policy, a struggle
that began in earnest when the power of the execu-
tive expanded exponentially during World War II and
was solidified by the National Security Act of 1947.
For more than 60 years, the White House and Capi-
tol Hill have used a number of strategies to maintain
what each has viewed as its right to determine, influ-
ence, and oversee foreign policy. The Reagan admin-
istration’s subversion of the national security system
during Iran-Contra was one such strategy.
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To expedite President Reagan’s preferred anti-San-
dinista policy and in response to hostage-takings in
Lebanon by the Iranian-sponsored Hezbollah, the ad-
ministration transferred operational control of policy
from the principals of the National Security Council
(NSC), whose departments were susceptible to con-
gressional oversight, to the NSC staff,' which operated
outside legislative review. In this arrangement, the of-
fice of the National Security Advisor (NSA)? and select
civilian officials were tasked with implementing the
President’s agenda; namely, assisting the Nicaraguan
Contras in their armed opposition to the Sandinistas
and supplying Iran with arms in the hope that Tehran
would pressure Hezbollah to free the American hos-
tages. From the summer of 1985 until 1986, as Presi-
dent Reagan became increasingly preoccupied with
the plight of U.S. hostages in Lebanon, NSC staffer
Lieutenant Colonel Oliver North and NSA Robert
“Bud” McFarlane (and later his successor Admiral
John Poindexter) engaged in a series of arms-for-
hostage deals with Iran, diverting some of the profits
from these exchanges to the Nicaraguan Contras.

Reassigning responsibilities to the NSC had ad-
verse consequences. As established by the National
Security Act of 1947, the NSC was intended as a
sounding board for presidential national security de-
cisionmaking. Traditionally, it was used by presidents
to poll the various department heads and other ex-
perts and thus ensure informed decisionmaking and
transparency. When President Reagan made the con-
scious choice to bypass the Defense and State Depart-
ments and rely on the NSC staff, the essential national
security policy vetting and accountability process was
eliminated. As a result, there were no firewalls in place
to ensure that policy was properly debated or enacted.
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Furthermore, the NSC staff and other individuals in
charge of Reagan’s policy lacked sufficient resources
and were quickly overwhelmed by their newfound
responsibilities. Events soon spiraled out of control,
and Iran-Contra became a foreign policy debacle of
immense proportions.

As one of the more notorious foreign policy fias-
cos of the late 20th century, Iran-Contra is important
for the purposes of the Project on National Security
Reform (PNSR), because it represented a massive frac-
ture of the national security apparatus. It thus offers
lessons regarding the current national security sys-
tem’s decisionmaking dynamics, trends, and flaws, as
well as the struggle between the executive and legisla-
tive branches for control of national security policy.
Furthermore, such an investigation offers answers to
PNSR’s critical questions: (1) did the U.S. Government
generally act in an ad hoc manner or did it develop
effective strategies to integrate its national security re-
sources; (2) how well did the agencies/departments
work together to implement these ad hoc or integrated
strategies; (3) what variables explain the strengths and
weaknesses of the response; and, (4) what diplomatic,
financial, and other achievements and costs resulted
from these successes and failures?

This chapter finds that during Iran-Contra, the
Reagan administration engaged in highly incoherent
policymaking. The administration established an ad
hoc system for policy development and implementa-
tion which, in an extraordinary display of disunity of
effort, led the U.S. Government (USG) to pursue con-
tradictory policies. While many factors contributed to
Iran-Contra —including but not limited to insufficient
accountability, ambiguous authorities, resource mis-
management, Cabinet infighting, individual errors in
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judgment, and predisposed worldviews — the key fail-
ing was the administration’s decision to subvert deci-
sionmaking and implementation processes and con-
duct operational foreign policy from the ill-equipped
office of the NSA. The Iran-Contra operations achieved
little; though three American hostages were freed and
several million dollars in financing found its way to
the Contras, these occurrences were overshadowed by
the costs of the operations calculated in terms of sub-
sequent kidnappings, lost U.S. credibility, and dam-
age to the American national security system.

The following case study is divided into three
parts. First, the examination offers a brief histori-
cal review of the struggle between the executive and
legislative branches in foreign policy as well as back-
ground on the Reagan administration itself. It then
provides a description of the major events leading up
to and including the Iran-Contra affair. Subsequently,
the chapter advances an analysis of the organizational
and bureaucratic variables that led to the failure of the
interagency. Finally, the conclusion revisits PNSR’s
guiding questions and addresses the legacy of Iran-
Contra as well as the lessons it can offer for national
security policymaking.

BACKGROUND
The Struggle for Control of Foreign Policy.

The struggle between the President and Congress
over U.S. foreign policy formation and implementa-
tion was an important factor in the Iran-Contra Affair.
In fact, author Anne Wroe concludes that “Iran-contra
was a constitutional brawl: the rights of the executive
(particularly in foreign policy) were pitched against
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the prerogatives of Congress.”? For this reason, it is
necessary to discuss the evolution of the modern pres-
idential national security decisionmaking that pre-
ceded the Reagan administration. It is also prudent to
address the ongoing constitutional struggle between
the executive branch and Congress over control of for-
eign policy.

In the 1940s, the necessity of winning a world war,
the challenge of the onset of the Cold War, and the
increasing need to react rapidly to international crises
led Congress to legislatively cede expansive control
of U.S. foreign policy to the President and executive
branch. This trend was cemented by the passage of the
National Security Act of 1947, which created a NSC to
advise the president on foreign policy decisionmak-
ing. NSC meetings allowed the President’s closest na-
tional security and foreign policy advisors to debate
issues and ideas openly. Once topics had been vetted,
ideally the President would have enough information
to make an informed decision and determine policy.
However, the National Security Act failed to specify a
congressional role in the development and implemen-
tation of U.S. foreign policy.*

The ensuing 25 years witnessed an aggrandize-
ment of presidential power in national security de-
cisionmaking. This reached an apogee with Lyndon
Johnson’s use of the Gulf of Tonkin Resolution to em-
bark on what became the Vietnam War. Following the
public and congressional backlash caused by Richard
Nixon’s controversial incursions into Cambodia and
Laos in 1970 and 1971, respectively, Congress enacted
the War Powers Act over Nixon’s veto in 1973. This
legislation required the President to consult with and
report to Congress before committing “the introduc-
tion of United States Armed Forces into hostilities.”
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The law also mandated congressional authorization
for troop commitments lasting longer than 60 days.’
Every President since Nixon has opposed this resolu-
tion as unconstitutional and an intrusion on the na-
tional security powers of the White House. However,
while the War Powers Act explicitly addressed overt
military action, it did not restrict covert or short-term
military operations. Despite the loopholes, the War
Powers Act increased executive branch transparency
and reasserted a degree of congressional oversight re-
garding the conduct of U.S. foreign policy.

Unsurprisingly, in subsequent years, the execu-
tive branch increasingly relied on covert operations
to bypass the War Powers Act. In response, Congress
created special oversight committees to encompass
covert operations. In 1974 it passed the Hughes-Ryan
Amendment, which required the President to submit
a written “finding” to Congress stipulating the na-
tional security necessity of every covert operation. It
also obliged the President to notify Congress of such
actions “in a timely fashion.”¢ By the late 1970s, these
restrictions made shifting operational control of for-
eign policy to institutions not subject to congressional
oversight —namely, the NSC staff and private sub-
contractors —increasingly attractive, especially if the
President wanted missions to remain secret.

While the struggle for control of foreign policy
was continuing between the executive and legislative
branches, bureaucratic and organizational changes
were slowly altering the power structure of the NSC
itself. As chief organizer of NSC meetings as well as a
close presidential confidant, the NSA gradually began
assuming greater responsibility for the conduct of for-
eign policy. While not initially perceived to be a sub-
stantial presence on the NSC, by the 1970s the NSA
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emerged as an extremely powerful agent in foreign
policy decisionmaking.” In many instances the NSA
had been a close friend of the President; this personal
relationship is highlighted by the fact that the advisor
is the only member of the NSC who is not elected or
confirmed by the Senate. The NSA’s personal ties to
the President, combined with the inability of the Sen-
ate to vet potential appointees, further erodes Con-
gress’ ability to influence foreign policy decisions.

McGeorge Bundy, who served under President
John F. Kennedy, is considered the first modern NSA.
However, in the 1970s, Henry Kissinger propelled the
post of NSA to a preeminent position of power when
he virtually replaced Secretary of State William Rog-
ers as the primary foreign policy decisionmaker in the
Nixon administration. As the power of the NSA in-
creased, so too did that of his or her staff. In the case of
Kissinger, the NSC staff was relocated out of the White
House basement and expanded to over 200 people. As
historian David Rothkopf notes, “Today [the NSC] is
a formidable government force, with more personnel
than some cabinet-level agencies, and vastly more
powerful than any of the vastly larger major bureau-
cracies.”®

The Reagan Administration.

When Ronald Reagan assumed the presidency
in 1981, his closest advisors attempted to restrict the
power of the NSA, because the President did not want
to have to contend with another powerful advisor
akin to Henry Kissinger. However, the confluence of
two events gradually led Reagan to grant his NSAs
expansive power to implement and execute his for-
eign policies. The first event was the progression of
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executive-legislative conflict regarding foreign policy,
and the second was the nature of Reagan’s informal
cabinet government, especially its internal conflicts.
Reagan biographer Lou Cannon concludes that by the
time of Iran-Contra, “Despite the President’s alleged
commitment to cabinet government, the Reagan ad-
ministration was White House-centered.”?

Reagan’s Cabinet was beset by personal and ideo-
logical disputes—principally between Secretary of
State George Shultz and Secretary of Defense Cas-
par Weinberger. In fact, Cannon notes that Shultz
and Weinberger were so often in disagreement that,
“After the 1984 election, George Shultz had told Rea-
gan . . . that he might do better in the second term
by choosing between him and Weinberger, since they
both held strong and often conflicting views.”*° Shultz
also found himself ideologically incompatible with
other hard-line Cold Warriors such as William Casey,
Reagan’s Director of Central Intelligence (DCI). Bob
Woodward relates a telling example of such conflict
from late 1984. At the time:

Shultz had come up with a Nicaragua peace plan,
and he wanted to deliver it to the President, who was
in Des Moines campaigning. Casey conferred with
Weinberger and [Jeane] Kirkpatrick [U.S. Ambassador
the United Nations]. Shultz had to be stopped, they
agreed. Casey nearly had to throw himself under the
wheels of Air Force One and make it clear there would
be plenty of resignations if the Secretary of State went
forward. Shultz backed off."

Conflict was not confined to these officials, how-
ever. Reagan’s first NSA, Robert “Bud” McFarlane,
frequently disagreed with Weinberger and also with
Reagan’s second-term Chief of Staff, Don Regan. Can-
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non notes that “Weinberger made no effort to conceal
his low opinion of McFarlane, and the national secu-
rity adviser reciprocated.”’ He also underscores the
fact that the Regan-McFarlane relationship damaged
Reagan’s leadership effectiveness, since the President
“was always better served when his chief of staff and
national security adviser could compensate for his
own lack of operational involvement by working to-
gether.” Instead, “Regan, who thought of himself as
the White House CEO, resented McFarlane’s indepen-
dence and secretiveness. Neither man ever trusted the
other.”’® More detrimental still, “While skilled at bu-
reaucratic management,” McFarlane “lacked the au-
thority or the temperament to referee the interminable
quarrels between Shultz and Weinberger. . . .”**

Unfocused policy was often the result of infight-
ing. Woodward explains that during the President’s
first term, “Secretary of Defense Weinberger and Sec-
retary of State Shultz engaged in continuing bureau-
cratic warfare that set the tone of nearly all debates.”
Weinberger was “determined to protect the corporate
well-being of the Defense Department,” and often
Shultz’s “hands were tied,” because hard-liners feared
“giving something away in negotiation”:

The Shultz-Winberger standoff left a vacuum. . . . For
practical purposes, the void was filled by chief of staff
James Baker and presidential assistant Richard G. Dar-
man. . . . Before a presidential decision was required,
Baker and Darman would conduct an all-sources re-
view, finding an alternative acceptable to Shultz and
Weinberger, consulting with congressional leaders
and others. A consensus recommendation would be
presented to the President for ratification.”

Some officials, including Director of Central Intel-
ligence (DCI) Casey, believed that this system pro-
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duced weakened policy.'® Yet, during the adminis-
tration’s second term, even this system would break
down with the departure of Baker and other politi-
cally skilled Reagan loyalists from the White House
staff.'” McFarlane’s successor as NSA, Admiral John
Poindexter, would further exacerbate the situation.
Poindexter had little knowledge of public affairs, and
during his tenure the Admiral avoided the politics
of the administration and isolated himself within the
NSC, making the task of mediation and coordination
all the more difficult.®

In addition, at the time of Iran-Contra, the Presi-
dent found that his desires increasingly diverged from
the preferences of his Cabinet—especially regarding
the Iranian arms-for-hostages deals.”” Faced with con-
flict throughout his administration, instead of work-
ing within the existing national security system to
construct a clear, unambiguous national policy on the
issue, President Reagan and his NSAs increasingly
resorted to decisionmaking behind closed doors, leav-
ing statutory members of the NSC and their agencies
uninformed. Consequently, the power to not only de-
velop but to execute policy was shifted from the Sec-
retaries of State and Defense to the NSA and the NSC
staff.

Concurrently, Congress, fearing that the Reagan
administration would pursue policies toward the Con-
tras in Nicaragua that legislators opposed, attempted
to limit funding to and restrict covert operations in
Nicaragua by passing the Boland Amendments. The
Amendments” adoption, as will be discussed shortly,
accelerated and ultimately cemented the power shift
within Reagan’s national security apparatus, as Presi-
dent Reagan was forced —in order to bypass congres-
sional oversight—to rely increasingly on his NSA and
the NSC staff to conduct foreign policy as he saw fit.
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Iran-Contra Narrative.

The Iran-Contra Affair exposed secret arms sales
to Iran and the diversion of profits from those sales
to the Nicaraguan Contras, a paramilitary group that
opposed Nicaragua’s leftist government in the 1980s.
Responsibility for this operation fell to the Reagan ad-
ministration, especially Reagan’s NSAs and the NSC
staff. As noted above, before Reagan assumed office
in 1981, serious questions were already circulating
about the nature and scope of congressional over-
sight of foreign affairs and the limits of the executive
branch. However, the Iran-Contra Affair, although a
foreseeable outcome of the executive branch’s attempt
to limit congressional oversight of foreign policy (es-
pecially covert operations), completed a breakdown
of the national security process.

Supporting the Contras “Body and Soul.”

In the early 1980s, in pursuit of Cold War geopoli-
tics in Latin America, the Central Intelligence Agency
(CIA) supported the Nicaraguan Contras via covert
operations. Such assistance was in line with Reagan’s
policy preferences as a Cold Warrior. Initially, the
NSC had tasked the Department of Defense (DoD) to
take the lead in Nicaragua, but Weinberger declined —
therefore, the operation fell to Casey and the CIA,
who readily snatched it.> Within Reagan’s adminis-
tration, Casey was a particularly strong proponent of
this policy, and on December 1, 1981, Reagan autho-
rized covert “lethal” assistance to the Contras totaling
$19 million via a Presidential Finding that was pre-
sented to congressional intelligence committees. (The
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finding emphasized the importance of this funding in
preventing the transit of arms from Nicaragua to left-
leaning insurgents in El Salvador.)*? The money was
used to train the Contras in halting arms exports, to
recruit new Contra fighters, and to gather intelligence
in the region, among other priorities.?

In 1982, however, a Democratic-controlled Con-
gress, increasingly hostile to Reagan’s regional poli-
cies, enacted the first of the Boland Amendments, pro-
hibiting the DoD, the CIA, or any other government
agency from providing military aid to the Contras
“for the purpose of overthrowing the government of
Nicaragua,” during Fiscal Years 1984 and 1985.* This
development did not faze DCI Casey, who assured
the White House that the Contras could be supported
without breaching the amendment.* Wroe affirms
that the “narrow and specific” nature of the 1982 Bo-
land amendments allowed “the administration, deter-
mined as it was to keep the contras going,” to work
around the legislation’s provisions.* For instance,
when financing became scarce in 1983, Casey utilized
money from a secret contingency fund to maintain op-
erations in Nicaragua.”

In September 1983, President Reagan signed yet
another finding that outlined that covert aid would be
directed toward forcing the Sandinistas to halt their
involvement in El Salvador and negotiate.”® Congress
then authorized $24 million in covert aid for 1984.”
Yet, Reagan’s commitment to the Contras and the
fight against communism in Central America prompt-
ed him to make his case for covert aid, totaling $600
million, in an April 1984 nationally televised speech.
The President underscored that “we should not, and
we will not, protect the Nicaraguan government from
the anger of its own people.”* After CIA involvement
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in the mining of Nicaraguan harbors became public
that spring, however, the administration could not
convince Capitol Hill to authorize the $600 million,
and a few months later Congress prohibited all USG
funding to the Contras with another Boland Amend-
ment — this time included in the omnibus appropria-
tions bill for 1985.

In the interim, Casey had advised, and McFarlane
had procured, an $8 million commitment from the Sau-
di government to help sustain the Contra initiative.*
In similar fashion for the next 2 years, tens of millions
of dollars would be raised for the Contras from third-
party countries and private donors.*® Though the fi-
nancing went directly to the Contras initially, by July
1985, McFarlane’s staff assistant at the NSC, Lieuten-
ant Colonel Oliver North, had assumed responsibility
for directing the Contra funds and the covert support
effort.** While McFarlane authorized the creation of
“The Nicaraguan Freedom Fund,” North not only
facilitated the provision of foreign funds but also at
times assumed authority at an operational level.* Un-
der the guidance of Casey, North brought in retired
Air Force Major General Richard V. Secord to help run
the operations and set up appropriate financial chan-
nels.®

Unlike its predecessor, the 1984 Boland legislation
was sufficiently comprehensive to push the CIA into
abdicating responsibility for the Contra support ef-
fort.” After 1984, the NSC staff increasingly assumed
responsibility for the operation, soon establishing its
own team of private citizens and foreign subcontrac-
tors to execute the Contra missions. Yet, as operational
responsibility passed to the NSC staff, Director Casey
provided North with logistical, tactical, and personnel
(CIA, State Department —including the U.S. Ambas-
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sador to Costa Rica, Lewis Tambs—and Pentagon)
support.® Woodward offers an illustrative anecdote
of this redirection of responsibility, chronicling how
“Joseph Coors, a wealthy Colorado beer executive and
an old friend, visited the Director at his office in the
Old Executive Office Building and asked to contrib-
ute to the contras. Casey told him point-blank, ‘Ollie
North’s the guy to see’.”

Secord and another contractor, Albert Hakim —
under the direction of North —established a private
organization to covertly support the Contras. This
USG proxy became known as “the Enterprise.” As
the congressional investigation revealed, “It served
as the secret arm of the NSC staff, carrying out with
private and nonappropriated money, and without
the accountability or restrictions imposed by law on
the CIA, a covert Contra aid program that Congress
thought it had prohibited.”*® Through 1986, the Rea-
gan administration circumvented the Boland Amend-
ments by using the NSC staff, which was not explicitly
covered by the legislation, to oversee covert military
aid to the Contras during the tenures of McFarlane
(1983-85) and Poindexter (1985-86).

In 1985 Congress modified its Nicaragua position,
allowing minimal USG intelligence and communica-
tions support for opposition forces. With newfound
leeway, Reagan signed another Presidential Finding
in January 1986, authorizing the CIA to assist the Con-
tras (and the NSC staff that directed the operation) in
those congressionally delineated areas; Casey readily
advanced $13 million in CIA support.* Ironically, in
the same month that Congress lifted the Boland ban
on Contra assistance and appropriated $100 million in
October 1986,% the NSC staff’s secret involvement in
the Contra operation began to unravel, especially after
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Eugene Hasenfus, a pilot with links to the CIA, failed
to destroy documents that outlined CIA-Contra con-
nections when he was shot down during a resupply
mission over Nicaragua. Scandal ensued, and scandal
became crisis when it was discovered that the NSC
had partially funded the Contras by funneling profits
from secret arms sales to Iran.

Trading Weapons for Hostages.

The USG became involved in the provision of
weapons to Iran in 1985. A series of American hostage-
takings in Lebanon conducted by the Iranian-backed
Lebanese terrorist organization, Hezbollah, and its af-
filiates beginning in 1982 was a key precursor to the
arms deals. Among those taken hostage was CIA Beirut
Station Chief William Buckley, who was kidnapped in
1984 and eventually executed. By 1985, Hezbollah had
kidnapped numerous Americans and other Western-
ers in hopes of forcing the USG to pressure Kuwait to
release a number of regional militants (the so-called
“Da’wa” prisoners®*) who had been imprisoned for
their roles in a succession of terrorist bombings. Most
observers of the Reagan White House note that the
President was especially concerned with the fate of
the hostages and the inability of his administration
to secure their release. In 1984-85, the administration
had poor intelligence on the whereabouts of the cap-
tive Americans and little leverage with Tehran. In fact,
from December 1983, the U.S. State Department had
led an international embargo against arms exports to
Iran under the auspices of Operation STAUNCH, and
in January of 1984,* Secretary Shultz added the Ira-
nian regime to the department’s list of state sponsors
of international terrorism.*
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Heavily mired in the Iran-Iraq war (1980-88), Iran
was by 1985 in dire need of arms, a situation in which
several Reagan administration officials saw an op-
portunity. At the time, McFarlane, as well as Casey,
sought improved relations with Tehran to better pre-
pare the United States for the post-Khomeini era and
to counter Soviet influence. Furthermore, McFarlane
made the case that if Washington sold arms directly to
Iran, Tehran might persuade Hezbollah to release the
American hostages.*

In the summer of 1985, after Israeli officials men-
tioned the possibility of assisting the United States in
exchanging arms for hostages,”” McFarlane proposed
a draft National Security Decision Directive (NSDD),
which stated that “Western allies and friends” should,
in contravention of Operation STAUNCH, be allowed
“to help Iran meet its important requirements so as
to reduce the attractiveness of Soviet assistance and
trade offers, while demonstrating the value of correct
relations with the West. This includes provision of se-
lected military equipment as determined on a case-by-
case basis.”* Casey firmly supported the proposed di-
rective,* while both Weinberger and Shultz opposed
the measure, countering that it would not only under-
mine Operation STAUNCH but also breach the Arms
Export Control Act.*® Despite these arguments and
though no directive had yet been signed, by July the
President had authorized the NSC to contact Iran.”*

In the ensuing months, McFarlane and North fur-
thered a plan to secretly ship arms to Iran via the Is-
raelis. At an August 6 meeting with the President, Mc-
Farlane argued more explicitly for an arms exchange,
whereby Israel would ship 100 tube-launched, opti-
cally tracked, wire-guided missiles (TOWs) to Iran
in return for several hostages, with the United States
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reimbursing Israel after the fact. Attendees Shultz and
Weinberger again opposed the transfer of weapons.*
Though the exact chain of events remains disputed,
the record indicates that Reagan approved the ship-
ment several days later.”> On August 20, the missiles
arrived in Iran.>

After several weeks, in mid-September, though no
hostages had yet been released, with the President’s
approval the NSC staff executed another weapons
shipment; Iran received over 400 TOWs via the Israe-
lis,” and Hezbollah released one American hostage,
Reverend Benjamin Weir.® With another presiden-
tially approved” exchange planned for November,
and with McFarlane increasingly preoccupied with
the upcoming U.S.-Soviet Geneva conference, North
assumed primary responsibility for the next transfer,
which was not without complications.™®

In November 1985, after the transit of Israeli Hawk
antiaircraft missiles intended for Tehran had been
hampered by disputes with Portugal over landing
and transfer rights, North procured a CIA aircraft to
rescue the missiles and fly them to Iran.”” The missiles
that eventually arrived, however, were of substandard
quantity (18 out of 80%) and quality,*" and no hostag-
es were released. After the transfer, officials became
concerned over the legality of the CIA-assisted covert
operation. In response, the President signed a Decem-
ber Presidential Finding, retroactively authorizing the
CIA’s covert assistance in transporting the weapons.*
As the congressional investigation revealed,

The November Hawk transaction had additional
significance. The Enterprise received a $1 million
advance from the Israelis....Since only 18 missiles
were shipped, the Enterprise was left with more than
$800,000 in spare cash. North directed the Enterprise
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to retain the money and spend it for the Contras. The
“diversion” had begun.®

Meanwhile, McFarlane, disappointed by the Ira-
nian caper (called GENEVA), and the frustrations of
bureaucracy, tendered his resignation on December
2, 1985, to be effective January 1, 1986 —Poindexter
would succeed him.*

The difficulties of the November operation reignit-
ed the debate surrounding the arms initiative. During
an informal meeting with high-level advisors on De-
cember 7, 1985, Shultz, Weinberger, Regan, and Depu-
ty Director of the CIA John McMahon opposed selling
weapons to Iran. Weinberger and Shultz stressed that
arms deals would directly contravene U.S. counterter-
rorist policies. Even with only the NSC staff and Di-
rector Casey’s® support for selling weapons to Iran,
President Reagan did not give up on the idea.* Op-
erational planning did not cease at the NSC, either, as
North developed strategies and met with contacts in
New York and London (where he was later joined by
McFarlane).*

In spite of the fact that after the London meet-
ings McFarlane recommended that the arms trans-
fers cease,® another Presidential Finding on January
6, 1986, provided policy continuity in the arms ex-
change endeavor from 1985.® The next day, the NSC
discussed the question of arms for Iran yet again;
Shultz and Weinberger were still against the idea—
Weinberger would later try to scuttle the plan through
bureaucratic delay” — Poindexter and Casey remained
in favor, Vice President George H. W. Bush offered
no opinion, and Regan reversed course and supported
the operation.”
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With the President’s advisors still split and under
guidance from John Poindexter, Reagan signed a Pres-
idential Finding on January 17, 1986, that approved
direct arms sales to Iran. This finding, written by the
newly appointed NSA Poindexter, was never seen by
either Secretaries Shultz or Weinberger.” Once again,
the national security system was bypassed to safe-
guard secrecy and expediency. After the finding was
signed, Weinberger authorized the transfer of TOWs
from the Pentagon,” and the way was now clear for
Poindexter and North to sell arms to Iran through Se-
cord.” In accordance with North’s plans, as approved
by Poindexter, profits from these direct sales would
be diverted to support concurrent operations in Nica-
ragua.”

Poindexter charged North with implementing the
operation,” both men remaining in contact and con-
sulting with the retired McFarlane.” Though the ex-
tent of Casey’s involvement in the Iranian arms deals
remains uncertain, observers note the close relation-
ship between the DCI and North. Woodward con-
cludes: “Casey was not a boss, but a soul mate. The
DCI had evolved into a father figure, an intimate, and
adviser. He had become a guiding hand, almost a case
officer for North.””

In February, the NSC, via Secord, coordinated
two sales and shipments of 500 TOWs to Tehran us-
ing the string of bank accounts, companies, and assets
that constituted the Enterprise.” North overpriced the
American arms and directed several million of the re-
sulting profits toward the Contras.® Still, no hostages
were freed after the February sales.

Then in May 1986, at the President’s behest, Mc-
Farlane (still in an unofficial capacity) and North trav-
eled to Iran to attempt to secure the release of the re-
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maining American hostages held by Hezbollah with
another weapons transfer. This mission was a failure,
as both parties had been misinformed of the other’s
intentions by Iranian middleman Manucher Ghorban-
ifar, and no prisoners were released. After this disap-
pointment, McFarlane soured on the prospect of ad-
ditional arms-for-hostage deals. Back in Washington,
Poindexter and North continued to pursue further ex-
changes until the Iran-Contra scandal was uncovered
in November.

Hezbollah did free one captive American, Father
Lawrence Jenco, in July; the NSC staff reciprocated
with additional arms sales in August and October. In
October, North also authorized Hakim, “as an unof-
ficial “ambassador’,” to continue a dialogue with the
Iranians in London. During these negotiations, Ha-
kim developed a plan indicating that the USG would
transfer additional arms and also help secure the re-
lease of the Da’wa prisoners in exchange for the hos-
tages.® (Poindexter and North subsequently approved
Hakim’s scheme.) Though the events of November
would moot this nascent proposal, it is important to
note that Hakim’s Da’wa promise contradicted the
President’s wishes.®? In November, one final hostage,
David Jacobsen, was freed,® but just after his release,
on November 3, the story of the American arms sales
became front-page news after a Beirut magazine, Al-
Shiraa, reported both the arms exchanges and McFar-
lane’s May trip to Tehran.®

The public disclosures forced the Reagan admin-
istration to come clean regarding the Iranian arms
deals. Tasked with investigating the scope of the arms-
for-hostages deals, Attorney General Edwin Meese
quickly stumbled upon a smoking-gun memo written
by North implying that profits from the Iranian arms
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deals were diverted to the Contras. In short order,
North was fired from the NSC staff and Poindexter
was forced to resign. Congress held joint hearings and
appointed special prosecutor Lawrence E. Walsh to
investigate the affair.

The extent of President Reagan’s involvement in
the diversion of profits from the arms deals to the Con-
tras remains uncertain. North testified that Reagan
knew the details of the transfers. On the other hand,
Poindexter refused to implicate the President, even
though he stated that, had he briefed President Reagan
about the diversion, he was certain that Reagan would
have approved.® Throughout the investigation, Presi-
dent Reagan maintained that he had not been privy to
the details of the operations. Nevertheless, although
he may not have been aware of the particulars of the
diversion, the historical record makes clear that Rea-
gan knew of and approved of the two operations that
comprised the Iran-Contra Affair. Moreover, regard-
less of the mechanisms or agents employed, in addi-
tion to breaching the American embargo Operation
STAUNCH, these arms deals violated both the Reagan
and the State Department’s policies not to sell arms to
states that sponsored terrorism.

Despite evident damage to his reputation as an
honest man, the President escaped the humiliation of
impeachment. Attorney General Meese created a strat-
egy that shielded Reagan by keeping congressional
and public attention focused on the act of the financ-
ing shifts and not on the illegality of the operations.
This emphasis allowed President Reagan to plausibly
deny any knowledge of the diversion, while at the
same time skirting the issue of whether he understood
and sanctioned the incriminating policy decisions.
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When pressured to produce answers in response
to the Affair’s exposure in November 1986, President
Reagan announced the creation of a Special Review
Board established specifically to investigate and ad-
dress the actions of the NSC during the scandal. The
President appointed former Senator John Tower, for-
mer Secretary of State Edmund Muskie, and former
NSA Brent Scowcroft as members.

Although no evidence linked Reagan to a crime, the
special prosecutor’s report, released in 1994, held the
President at least partially culpable for the attempted
cover-up. In addition, the Tower Commission largely
ascribed blame for the Iran-Contra scandal to a failure
of the NSC process.* Viewed skeptically by many, the
Tower Commission held the highest American lead-
ers only minimally accountable. Indeed, President
Reagan was criticized only for failing to properly su-
pervise his subordinates and for not being adequate-
ly aware of their actions. The Tower Report did not
conclude that the President had personal knowledge
of the extent of the program. The Commission also
censured the actions of North, Poindexter, Shultz, and
Weinberger, among others.

Another report, commissioned by the U.S. Con-
gress and released on November 18, 1987, attacked
the President more pointedly, indicating that “if the
President did not know what his National Security
Advisers were doing, he should have.”® This docu-
ment stated that the President bore “ultimate respon-
sibility” for wrongdoing by his aides and that he “cre-
ated or at least tolerated an environment where those
who did know of the diversion believed with certainty
that they were carrying out the President’s policies.”®

Whoever bore responsibility, the investigations
into the Iran-Contra Affair uncovered overwhelming
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evidence of deception and mismanagement that at
times bordered on criminal. However, the national fo-
cus on the cover-up of the scandal and potential crimi-
nal wrongdoing by a few select individuals obscured
the implications of Iran-Contra for the national secu-
rity process. The key question should not have been
who was at fault, but how the national security appa-
ratus allowed the NSC and Congress to be bypassed
at all. In this respect, individual criminal proceedings
against North, Poindexter, and others involved in the
Iran-Contra Affair short-circuited a critical need to
analyze the overall failure of the interagency system.

EXPLANATORY ANALYSIS

In 1984, several factors coalesced to bring about
Iran-Contra. Having won reelection in a landslide,
the administration was imbued with a sense of confi-
dence but simultaneously weakened by dysfunctional
decisionmaking dynamics, including Cabinet bicker-
ing and executive-legislative conflict. What Cannon
calls “the severely reduced political competence of the
White House staff”® exacerbated this situation. Even
“Reagan’s own political instincts were dulled by the
magnitude of his reelection victory, his isolation in the
White House, and his concern for the American hos-
tages.””

In this context, the Iran-Contra policies were de-
veloped and implemented in an ad hoc manner that
circumvented the established structures of the U.S.
national security system. This course of action was ex-
pedient in two respects. First, by allowing his NSA to
engage in unilateral policy implementation, President
Reagan could bypass congressional oversight of poli-
cies that he deemed necessary for national security.
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Second, by endowing the NSA with this responsibil-
ity, Secretaries Shultz and Weinberger, who disap-
proved of the Iranian arms-for-hostage deals and the
covert war in Nicaragua, could also be sidestepped.

Taken together, the policies and interagency strug-
gles of the Iran-Contra Affair highlighted weaknesses
within Reagan’s entire national security system, in-
cluding poor leadership, misguided policymakers,
and bureaucratic infighting. The flawed policies of
McFarlane, Poindexter, and North thrived within the
culture of the Reagan administration precisely be-
cause of the President’s amorphous leadership style,
while the restriction of decisionmaking to a few close
presidential advisors allowed individuals to have in-
fluence over policy that was quite disproportionate
to their actual positions within—or in the case of the
private citizens and contractors even outside—the
government. However, single actors cannot be held
solely responsible for the course of events that unfold-
ed. To assign blame for the whole episode solely to
individual actors and not to the institutions they rep-
resented would be an inaccurate representation of the
problems that caused the Iran-Contra Affair: the lack
of cooperation between various government agencies
cannot be overlooked as a major factor in the opera-
tion. An analysis of key Iran-Contra actors reveals this
imperfect cooperation and other problems in the U.S.
national security interagency structure.

The Office of the National Security Advisor.
Within the U.S. national security apparatus, the
NSA is essential to effective execution of the Presi-

dent’s national security policy. Historically, the NSA
has been most valuable when he or she is very close to
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the President, as the advisor derives most of his or her
power from regular access to the Oval Office. Accord-
ing to Rothkopf, “In theory, the Secretary of State, Sec-
retary of Defense, Director of the CIA, and NSA were
expected to cooperate and coordinate. In practice, the
NSA was put in the most strategic position to serve
the policies and interests of the President.”” Conse-
quently, when a power struggle erupted among State,
Defense, the CIA, and the NSA over control of Presi-
dent Reagan’s foreign policy, the NSA had a decided
advantage. As animosities between the Secretaries of
State and Defense crippled Cabinet decisionmaking in
the Reagan administration, the NSA was able to as-
sume ever greater control of foreign policy.

Reagan’s NSAs were institutionally positioned to
preserve the national security process by ensuring a
thorough dialogue and debate between the NSC and
other federal agencies. Unfortunately, McFarlane and
Poindexter chose to bypass this process and conduct-
ed the President’s foreign policy behind closed doors,
utilizing the ill-equipped NSC staff. When President
Reagan informed McFarlane in 1984 that the Contras
must be kept together “body and soul,” McFarlane
understood that Reagan wanted the White House to
assist the Contra resistance at all costs.”? McFarlane’s
worldviews favored such support, and neither he nor
Poindexter sought to answer the difficult question of
whether the Boland Amendment applied to the NSC.”
McFarlane also personally advocated engagement in
Iran because, according to Cannon, the NSA “looked
upon Iran as a prize for which the United States and
the Soviets were competing. As early as 1981, while
he was still Al Haig's deputy at State, McFarlane was
advocating reevaluation of U.S. policy toward Iran.”*
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In 1984, the Boland Amendments and increased
congressional oversight pushed McFarlane to assume
responsibility for operations in Nicaragua and Iran.”
Wroe concludes that the operations were:

... far from being peculiarities. . . . The NSC staff was
left, deliberately, with almost total responsibility for
schemes that originated with presidential approval;
schemes that were full of controversy and risk, while
Cabinet officers with no need to know tiptoed grate-
fully away. It was, McFarlane admitted, not the right
body to do the jobs assigned; it did them because it
was the staff arm, and there was no-one else.”®

Though McFarlane resigned before the Iran-Contra
scandal was revealed publicly, he contributed to the
breakdown of the interagency process by undermin-
ing the Departments of State and Defense in the initial
Iranian arms-for-hostage deals. This set the precedent
for deeper NSA and NSC staff involvement in future
interagency subversion.

After his appointment as NSA, Poindexter con-
tinued McFarlane’s precedent of avoiding the NSC
principals and Congress by using his office to conduct
foreign policy. The fact that Poindexter was, by most
accounts, an especially ineffective NSA, further facili-
tated the improper use of the NSC staff and the even-
tual operational fiasco of Iran-Contra. Cannon writes:

Rarely has such an intelligent and unassuming man
been so poorly suited for the high position he inherited
as Poindexter was as Reagan’s national security advis-
er. ... Poindexter was a remote figure even within the
NSC. . . . Despite his reputed technical brilliance, his
knowledge of public affairs was narrow and skimpy.
And his problems were compounded by the untimely
death from liver cancer in 1986 of his deputy Don For-
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tier, one of the few members of the NSC staff who had
worked in Congress and appreciated the importance
of executive-legislative relations.”

As NSA, Poindexter presumed to know what the
President wanted and did not deem it necessary to
inform him about the details of every operation that
was conducted in Reagan’s name.”* He did not pres-
ent Reagan with policy options, because he wanted to
preserve the President’s deniability. While this strat-
egy maintained “plausible deniability” in case the
operation failed or was uncovered, it further eroded
the national security process by stifling Cabinet de-
bate. At one point, Poindexter even attempted to keep
Casey uninformed of his plans because the CIA chief
had to testify before Congress.” In explaining his close
hold on information, Poindexter remarked, “I simply
did not want any outside interference.”'® According to
Poindexter:

. . . because the cost of failure is very high, the bu-
reaucracy is not willing to recommend . . . or certainly
endorse high-risk operations, because [of] the fear of
failure and the resulting harangue that comes about
because of failing. Therefore, they don’t make those
kinds of hard options available to the President, and
because the bureaucracy is often not willing to push
them once a decision is made, push them vigorously.!"

Therefore, Poindexter believed that “the NSC staff
has got to be a catalyst that keeps the process mov-
ing forward, keeps the President’s decisions moving
along, and helps to make sure that they are imple-
mented, and that often involves an operational role
for the NSC staff” —whose only loyalty is to the Presi-
dent.” While this process was indeed streamlined, the
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loss of critical discussion and transparency was severe,
resulting in the government’s inability to devise and
implement effective policies. By bypassing traditional
foreign policy structures, the NSA was allowed to in-
terpret the President’s directives as he wished without
attempting to ascertain the viability of courses of ac-
tion in open debate. Poindexter felt that if the Presi-
dent indicated a desire to pursue policies in support
of the Contras and to free the hostages through arms
deals with Iran, then those aims should be adopted,
despite the consequences. Poindexter believed that
as NSA he was privy to the President’s mandate and
should therefore take the President at his word. Yet,
he believed it was also the NSA’s job to shelter the
President as much as possible from the implications
of these decisions, and even to keep him unaware of
operational details.

In a White House that placed a premium on such
secretiveness, Poindexter controlled access to infor-
mation. Though Section 501 of the National Security
Act required that Congress be made aware of the
arms sales to Tehran “in a timely fashion,” Poindexter
successfully recommended that the President ignore
this requirement.’”® Additionally, in 1986, Casey told
Poindexter when events were beginning to swing out
of control that the White House counsel needed to be
involved. Poindexter declined this advice, saying that
he did not know whether he could trust the White
House counsel.™

After the Iran-Contra operations became public,
and as news of the scandal widened and the news
media and politicians sought out people to blame,
Poindexter took responsibility for the affair in front
of Congress. He continually denied that Reagan had
any knowledge of the diversion of profits from the
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Iranian arms deals to the Contras. Throughout the
televised congressional Iran-Contra hearings, Poin-
dexter stated that he bore ultimate responsibility for
the events. Though Poindexter believed the President
would have approved of the initiatives, he affirmed
that Reagan was unaware of the operations” details or
occurrence.

In this context, the office of the NSA can be seen
as directly responsible for fracturing the national se-
curity process. Of course, McFarlane and Poindexter
could not have executed their new responsibilities
without the assistance of the NSC staff and Lieutenant
Colonel North, in particular. It was McFarlane who
tirst tasked North to implement policy but Poindex-
ter’s “withdrawn, antipolitical method of operation”
further facilitated what Cannon describes as North’s
“lock-stock-and-barrel control over the many-sided
Iran initiative.”1%

As the point of contact for the conduct of the Iran
and Contra operations, North, a 1968 graduate of the
United States Naval Academy and a decorated Marine
infantry officer in Vietnam, was given significant lee-
way to ensure the successful conclusion of these poli-
cies. While North may have been an overly aggressive
self-promoter, he did not actively seek to subvert the
interagency process; indeed, he thought he was acting
on the President’s behalf. He kept McFarlane’s succes-
sor, Poindexter, meticulously informed, inundating
him with memos at every step of the process."® How-
ever, neither North nor any NSC staffer had the re-
sources to conduct such expansive policy operations,
and eventually North was overwhelmed.

Of course, North should be faulted for ordering
U.S. intelligence agencies not to inform the Pentagon
or the State Department about the Iran operations,”
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for attempting to conceal his involvement, and for
first suggesting that funds from the Iranian arms-for-
hostages deals be used to support the Nicaraguan
Contras. Nevertheless, the real damage had been done
when the administration attempted to conduct opera-
tional foreign policy from the White House.

The Iran-Contra policies put the NSC staff in a
difficult position, because they were increasingly sad-
dled with responsibilities outside their institutional
mandate. The office of the NSA lacked the operational
capacity, intelligence assets, and capabilities of the
greater USG. Consequently, the staff became increas-
ingly reliant on private contractors and, in the case of
the arms exchanges, even the Iranians themselves.'®
For instance, individuals without diplomatic experi-
ence conducted negotiations with foreign actors.'” In
addition, McFarlane personally suffered the conse-
quences of inadequate intelligence during his trip to
Iran wherein, encouraged by poor analysis and intel-
ligence, McFarlane assumed the substantial risks of
the visit under the false impression that Tehran had
agreed in advance that all U.S. hostages would be re-
leased on his arrival; as noted above, no hostages were
released, and no other gains were realized.'’ Poindex-
ter was similarly misled by imperfect information. As
the Congressional Report concludes:

Poindexter, in recommending to the President the sale
of weapons to Iran, gave as one of his reasons that Iraq
was winning the Gulf war. That assessment was con-
trary to the views of intelligence professionals at the
State Department, the Department of Defense, and the
CIA, who had concluded as early as 1983 that Iran was
winning the war."
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Such consequences were unsurprising; the NSC
staff was created to serve a research and advisory role
to the President and was never intended to act as an
agent of foreign policy.

The assignment of the Iran-Contra operations to
the NSC staff also had the unintended consequence of
the President distorting the lines of authority and un-
dermining accountability within the executive branch
and among the NSC staff. As NSA, McFarlane was re-
sponsible for coordinating the entire U.S. foreign pol-
icy agenda, including the struggle against the Soviet
Union. Iran-Contra coincided with the height of the
Cold War, and as a result a majority of Reagan admin-
istration officials were preoccupied with the Soviet
threat. In the summer and fall of 1985, McFarlane was
especially distracted by preparations for a November
summit with Soviet Premier Mikhail Gorbachev in
Geneva, Switzerland. To allow adequate preparation
time for this crucial meeting, McFarlane delegated in-
creasing responsibility for other projects to subordi-
nates. The NSA was aware that the Iran-Contra opera-
tions were extremely politically sensitive, and since he
wanted to safeguard against leaks, he shifted respon-
sibilities for the arms-for-hostages mission to North.
The Lieutenant Colonel then assumed near-complete
authority over U.S. covert operations in Iran and Ni-
caragua.

In bypassing the NSC principals, whether in pur-
suit of plausible deniability or to avoid opposition
from Congress, Foggy Bottom, or the Pentagon, the
chain of command was severely distorted. Ostensibly,
North was acting on the NSA’s orders and the NSA
was acting in accordance with the President’s wishes.
According to Wroe, however, “At the end of the day
the executed action could sometimes be said to bear
little resemblance to the order that had been given.”*'?
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Government critics of the Iran-Contra Affair often
question how NSC staff members, especially Oliver
North, could order more-senior people from a range of
government agencies to follow the NSC’s Iran-Contra
policies. The answer can be found in the reverence that
exists toward White House and NSC personnel. Many
people confuse the NSC staff with the NSC itself, or
even the Office of the President, instead of recogniz-
ing it as the administrative staff of the NSA. North
and others exploited this uncertainty regarding roles,
because the staffers could have accomplished very lit-
tle without drawing on the “White House mystique”
to achieve their goals. Assistant Secretary of Defense
Richard Armitage spoke about this tendency: “I think
it's become painfully clear to most of your bosses and
painfully clear, embarrassingly clear to the rest of
us, that [when] the National Security Council [calls],
when a staff officer asks, whether it’s Ollie [North] or
anybody, generally you respond.”* While not a pri-
mary factor in the ensuing scandal, the psychology of
the White House mystique cannot be ignored.

Charging the NSC staff with policy implementa-
tion also necessitated the use of “semi-covert” Ameri-
can citizens—former military officers, businessmen
with connections to the regions involved, or fringe
bureaucrats seeking advancement—to help run the
secret operations and funnel funds (mostly private
donations) to the Contras or to act as intermediaries
for Iranian arms shipments. While this helped to over-
come the limited personnel available to the NSC staff
and supplied plausible deniability to the President,
these actors had minimal accountability outside their
own personal motivations.

118



Central Intelligence Agency.

Though much of this evaluation focuses on the
NSA, the support of DCI Casey for the Contra and
Iran policies cannot be overlooked. Not only did
Casey advocate these policies, but he also facilitated
the institutional gymnastics that allowed the admin-
istration to execute operations that contravened the
Boland Amendments, Operation STAUNCH, and the
USG policy of not negotiating with terrorists.

When Casey became DCI in 1981, he resolved to
restore the CIA’s authority over covert operations.
Accordingly, he immediately increased the budget
for covert operations and sought out regions where
the CIA could reassert influence over foreign policy.
Casey was a firm believer in the importance of plau-
sible deniability for Presidents.* In his mind, the CIA
had been crippled by the 1970s Church Committee (a
congressional investigation prompted by Watergate),
overreaction to the Vietnam War, and increased con-
gressional oversight of covert operations.

Casey saw Latin America and, more specifically,
Nicaragua as the best places to fight Communism us-
ing CIA capabilities. Reagan’s unstructured cabinet
government gave the agency the leeway to pursue
policies that circumvented the Department of State
and DoD. Casey executed these strategies because he
adhered to Reagan’s belief in the importance of the
fight against communism in Latin America, as had
been relayed to him in private meetings with the Pres-
ident.”

Because any cessation of support to the Contras
was anathema to President Reagan and conserva-
tives within the administration, after the 1984 Boland
Amendment Casey facilitated the shift of CIA control
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of the Contra operations to the NSA and eventually
North. According to Woodward:

When the Colonel [North] had arranged the secret
supply operation for the contras in 1984, it was Casey
who had almost drawn up the plan, instructing North
to set up a private entity to be headed by a civilian
outside the government. It was to be non-official cover
for a covert operation that was as far removed from
the CIA as possible. Casey had recommended General
Secord for the task, and had explained to North how
he could set up an “operational” account to be run
out of the NSC for petty cash, travel and special anti-
Sandinista activities inside Managua."

Through his own personal access to the President,
and his relationship with North, Casey continued to
influence Contra policies even after the NSC staff as-
sumed the lead.

The DCI also knew of the arms-for-hostages nego-
tiations with Iran, and favored the dealings. He be-
lieved that the Middle East was a crucial front in the
Cold War against the Soviet Union."” Casey, according
to Cannon, “carried far more weight with Reagan than
McFarlane did,” and was “pushing hard for a change
in U.S. policy in dealing with Iran. . . . Even more than
McFarlane Casey was consumed by a Cold War vision
and longed for the glory days of the U.S.-Iran relation-
ship that had existed under the shah. . ..”"® In January
1986 when the question of arming Iran was still under
debate:

Casey’s crucial assistance . . . enabled the hard-pressed
NSC staff to prevail over the resistance of Weinberger.
Casey was the only cabinet officer who took Reagan’s
side. . . . His position and his friendship with Reagan
guaranteed him access to the White House, where
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Poindexter also helped to keep open the channels be-
tween the President and his director of central intel-
ligence.'"

Furthermore, North eventually testified that he of-
ten followed Casey’s advice. Though the arms deals
were supervised out of the White House by North,
McFarlane, and Poindexter, they could not have pro-
gressed without Casey’s guidance or CIA assistance.®

The President.

AtaNovember 25,1986, press conference, Attorney
General Ed Meese declared he had uncovered a diver-
sion of profits from the arms-for-hostages deals with
Iran to the Contras in Nicaragua. This statement mas-
terfully framed the future debate of what was to be-
come known as the Iran-Contra Affair. The immediate
question became, “What did Reagan know about the
diversion?” instead of “What did the President know
about the two separate illegal covert operations?”
The attorney general was able to shape the issue by
claiming that the President had no knowledge of the
cover-up and therefore was innocent of any criminal
offense, even if others in his administration were cul-
pable. In fact, the diversion was only a single event in
two separate, convoluted covert operations—both of
which the President had knowledge of and approved.
Still, according to Theodore Draper, “once the diver-
sion was discovered, it swept everything else aside.
... Whatever else was wrong with Reagan’s policy no
longer mattered.”

Clearly, the President was culpable by setting the
overall direction for the operations. As Draper notes:
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The main question is whether President Reagan made
the critical decisions, not whether he approved of
every detail. Of his responsibility for the critical deci-
sions, there can be no doubt. The most fateful one was
the Finding of January 17, 1986; from it the entire se-
quence of events for the rest of the year flowed. At that
time, he did not make the decision to go ahead with
the Iran initiative hastily or absentmindedly. He made
it after weeks of indecision and against the opposition
of his two senior cabinet secretaries.'*

Nonetheless, as the scandal unfolded, Americans
became increasingly obsessed with the personalities
involved in the cover-up, and the press focused mostly
on the role of individuals. The more important ques-
tion remained: How were a few officials allowed to
circumvent the entire national security process with-
out alerting the rest of the foreign policy community?

The answer can be partially found in President
Reagan’s leadership style, which craved consensus
and stagnated when agreement could not be reached.
Reagan rarely made decisions directly; in fact, partici-
pants would often leave his meetings with differing
interpretations of what the President had actually
wanted or what the next steps entailed.’? This helped
create a dysfunctional cabinet and NSC process, in
which policy decisions were made by individuals
with direct access to the President. President Reagan’s
Cabinet meetings did not resemble the efficient and or-
derly gatherings run by President Dwight Eisenhower
in the 1950s. Eisenhower had expected his cabinet to
show up prepared to debate the issues openly. After
all ideas and concerns had been vetted, he would set
policy by making an unequivocal decision.

In contrast, Reagan’s cabinet was characterized by
political infighting —especially between his Secretar-
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ies of State and Defense, who had divergent mindsets
and opinions. In other administrations, personality
confrontations had been handled by strong, assertive
Presidents, many of whom were policy experts them-
selves. Reagan was not such a President, and he relied
heavily on consensus recommendations. Yet, he did
not have the confidence to mediate between Wein-
berger and Shultz, and their constant bickering accel-
erated the shift from open discussions to closed-door
policymaking.”* As David Martin and John Walcott
conclude:

Although he projected the image of a strong leader,
Ronald Reagan frequently relied on ambiguity to re-
solve—or bury —the conflicts within his administra-
tion. Never one to master the intricacies of a problem,
he was dependent upon his advisors to tell him not
only the facts but also what they meant. When his ad-
visors gave him conflicting opinions, when the time
came for him to make a complex and truly difficult
decision that only the President could make, he fre-
quently failed. The President’s involvement in foreign
affairs was episodic, anecdotal, impulsive, and rarely
decisive. It was no wonder that the staff of the Nation-
al Security Council later concluded that the best way
to serve Reagan was to do the job for him.'*

Additionally, Reagan’s personal outlook cannot be
overlooked as a factor in Iran-Contra; Woodward un-
derscores that “the President was effusive” in his sup-
port for the Contras,' while Cannon adds that “Rea-
gan’s personal feelings about freeing these hostages
was the principal cause, though not the only one, for
his enthusiastic pursuit of the Iran initiative. . . .”'%/
Thus determined in his views and faced with dead-
lock in his Cabinet, President Reagan dealt with those
who opposed his preferred policies by removing them

123



and their agencies from the decisionmaking process.
Draper affirms that:

In effect, by cutting out Shultz and Weinberger after
January 1986 and thus signaling to them that he did
not want to hear any more of their opposition, Reagan
gutted the National Security Council until he called it
together in the very last days of his political crisis. He
depended wholly on its misnamed staff under Poind-
exter and in fact on the latter alone. The Council had
been intended to give the President the benefit of a
structured system of advice from his two senior cabi-
net members, the heads of departments with ample,
far-flung resources.'

The Departments of State and Defense.

At first glance, the failure of the interagency pro-
cess during the Iran-Contra Affair seems to be the sole
responsibility of the President of the United States,
the NSA, and the NSC staff, with the assistance of the
CIA. However, blame cannot be placed solely on those
individuals and the institutions they represent —some
responsibility lies with other agencies represented on
the NSC, particularly the Departments of State and
Defense. While it is true that Secretaries Shultz and
Weinberger both articulated their displeasure with
the decision to pursue the Iranian arms-for-hostages
policy, once they were overridden by the President or
the NSA, they did not seek to stay involved. Similarly,
though Weinberger, Shultz, and other high-ranking
officials were not kept informed of the operations in
Iran and Nicaragua, they did not push the issue. El-
liott Abrams, then the Assistant Secretary of State for
Inter-American Affairs, confirmed that he purpose-
fully avoided asking North too many questions.'”
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It seems that once excluded, Weinberger and Shultz
made no concerted effort to re-enter deliberations. Ac-
cording to the Tower Board Report:

... Secretary Shultz and Secretary Weinberger in par-
ticular distanced themselves from the march of events.
Secretary Shultz specifically requested to be informed
only as necessary to do his job. Secretary Weinberger
had access through intelligence to details about the
operation. Their obligation was to give the President
full support or, if they could not in conscience do that,
to so inform the President. Instead, they simply dis-
tanced themselves from the program. They protected
the record as to their own positions on the issue. They
were not energetic in attempting to protect the Presi-
dent from the consequences of his personal commit-
ment to freeing the hostages.'®

Once the Cabinet Secretaries withdrew from the
traditional NSC decisionmaking process, they largely
removed their agencies as well, leaving policy imple-
mentation to the NSA and NSC staff. As Weinberger
affirmed, “Once authorization is approved, I don’t
get into the details of the transaction. I don’t ask if the
planes for Honduras went out last week or anything
of that kind. It flows . . . along an established normal
path.”! Cannon criticizes the two Secretaries for not
more forcefully and publicly opposing the operations
at the outset, noting that “in declining to . . . [threat-
en resignation] to stop the Iran initiative, Shultz and
Weinberger were following the custom that usually
prevails in Washington.”'3

Additionally, the constant bickering between the
leaders of the State and Defense Departments contrib-
uted to the breakdown of Reagan’s cabinet govern-
ment and the rise of the NSA and his staff as imple-
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menters of foreign policy. McFarlane described the
disintegration to the Washington Post:

You have two very, very fundamentally opposed indi-
viduals —Cap and George —both men of good will —
each believing that they are expressing what the Presi-
dent wants. Now this cannot be —[and] leads basically
to paralysis for as long as the decisionmaking model is
a cabinet government. . . . When it became a matter of
each of those opinions going laterally to the President
in a very chaotic fashion, that’s dysfunctional.'*

The NSA filled the decisionmaking void left by
the defection of State and Defense in part because of
presidential access. Since Poindexter could contact
the President daily, he was in a position to influence
foreign policy directly. In contrast, Shultz saw Reagan
less frequently. This point should not be overstressed,
however, since all Reagan’s Cabinet secretaries were
close friends of the President and could request a pri-
vate meeting whenever they wished.

When the Iran-Contra Affair was exposed in the
fall of 1986, key members of the White House and the
NSC began to realize how far removed they were from
decisionmaking in the Reagan White House. The dis-
engaged Cabinet members, Weinberger and Shultz,
and their agencies began to indicate their opposition
openly —a considerable step, which highlighted their
anger at being cut out of the national security process.
Weinberger leaked his opinion that the arms deals
were “absurd.”™* According to testimony by Robert
Earl, an aide to Oliver North, “. . . the sharks were out
for Admiral Poindexter and the entire NSC structure
... it was payback time for getting at the NSC as an
organization from the various bureaucracies.” "
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As Meese conducted his investigations, bureau-
cratic infighting increased and officials directly and
indirectly involved struggled to conceal evidence
that may have linked them to the operations. North
bristled at a CIA memo suggesting that the NSC staff
was largely responsible for the Iran operation. The
document alleged that the CIA remained mostly un-
informed of the operational details.’* North felt that
he and the rest of the NSC staff had acted only under
orders and were being framed to protect the President
from political consequences.'”

The Congress.

Congress was a key, if often ancillary, actor in the
Iran-Contra operation. The struggle with Congress
over control of foreign policy certainly contributed to
the administration’s frustrations and the ensuing dis-
integration of the traditional system of policy imple-
mentation, which allowed the Iran-Contra operations
to be conducted without accountability to Congress.
This was especially the case with regard to Contra
policy, in which executive and legislative preferences
were directly at odds. While Reagan was determined
to help the Contras in their fight against the leftist San-
dinista government, the Boland Amendments sought
to halt this support by severing appropriations: Public
Law 98-473, 98 Stat. 1985, sec. 8066 stated:

During fiscal year 1985, no funds available to the CIA,
the Department of Defense, or any other agency or en-
tity of the United States involved in intelligence activi-
ties may be obligated or expended for the purpose of
which would have the effect of supporting, directly or
indirectly, military or paramilitary operations in Nica-
ragua by any nation, group, organization, movement,
or individual."*
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Of course, conflict between the executive and legis-
lative branches was nothing new, especially regarding
covert operations. In 1976, Congress set a precedent
for the Boland when it used its constitutional preroga-
tives to end covert operations in Angola by terminat-
ing funding. That same decade, after the Church and
Pike Committees (1975-76) uncovered a lack of ad-
equate CIA oversight, Congress created a layer of su-
pervision in the form of congressional oversight com-
mittees. It was this oversight that Casey would find
particularly frustrating. In essence, these bodies could
summon the DCI at any time to testify in front of its
panels. However, these committees relied on what-
ever information the administration provided them;
they had few organic resources to validate testimony.
Draper concludes that this proved important in Iran-
Contra because:

So long as the CIA was the only agency legally
charged with conducting covert activities, the com-
mittees could always call its director and question
him. By ostensibly staying out of Iran and Contra op-
erations, the CIA avoided giving any information to
the committees for almost two years. In this way the
secret shift of the operations to the NSC staff created
a dilemma for committees. The President considered
the NSC staff to be his personal staff and thereby, ac-
cording to the doctrine of the separation of powers,
exempt from Congressional oversight. As a result, the
committees were charged with overseeing covert ac-
tivities but were prevented from overseeing the very
staff that was carrying them out.™

The Congressional Report determined that “the

Administration went to considerable lengths to avoid
notifying Congress.”'*® The reporting of presidential
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findings was inconsistent, the gang of eight'*! was
never notified of the arms sales,'*?> and officials’ tes-
timonies often misled legislators. For example, Lang-
horne Motley, then Assistant Secretary of State for
Western Hemisphere Affairs, told Congress that the
USG was not involved in procuring third-party funds
for the Nicaraguan Contras. Motley was honest in
his statements, as he was unaware of the NSC staff’s
activities, but other officials engaged in misdirection
intentionally.'*® Poindexter would later admit that he
went out of his way to sideline Congress, while North
more directly stated that he “didn’t want to tell Con-
gress anything.”*

Legal loopholes in the Boland Amendments al-
lowed the NSA and NSC staff to carry out the Presi-
dent’s instructions—or at least their interpretation of
them —with a semblance of legitimacy. Most impor-
tantly, the Boland Amendments did not specifically
prohibit the NSC staff from acting on behalf of the
President. Since the NSA and NSC staff fell under the
Office of the President, so the argument was made,
they were not subject to the law. Congress could have
explicitly disallowed the NSC staff from conducting
these operations but chose not to exercise this option.
Still, congressional investigators concluded that “by
circumventing Congress” power of the purse,” in this
manner, “the Administration undermined a cardinal
principle of the Constitution.”'*> NSA Poindexter held
a different opinion and saw no reason to stop the op-
eration simply because of the Boland Amendments,
even if they were signed by President Reagan. He
stated:

When people write about it today, invariably they say
that we were doing something illegal or that we vio-
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lated the Boland Amendment, which is not true. . . .
In fact, the intelligence oversight board had ruled
sometime in 1984 . . . that there wasn’t anything in
the Boland Amendment that prohibited the NSC staff
from being involved in supplying arms to the Contras,
since NSC staff was not part of the intelligence com-
munity. So in the end, the way I have always looked at
it was that it was a political disagreement between the
President and the Democrats in Congress, especially
[Speaker] Tip O’Neill.™

Because of loopholes, the NSA concluded that
Congress could not limit the President’s options to
pursue foreign policy in Nicaragua.' If the NSA did
not take issue with the operation, then the NSC staff
would have little reason to think that they were do-
ing anything wrong either, for they believed that they
were doing the President’s bidding—and that if the
President wanted to pursue a certain course of action,
then it was lawful to do.

Yet, the importance of the Boland Amendments
notwithstanding, Congress took a secondary role dur-
ing the Iran-Contra Affair until it convened investiga-
tive hearings to probe the extent of a potential cov-
er-up after Attorney General Meese announced the
diversion of funds. Until then, Congress was misled
by the White House, the DCI, the NSA, and the NSC
staff into believing what they were told."* As a result,
the Iran-Contra operations evaded congressional con-
stitutional prerogatives and occurred in a vacuum of
accountability.'*

CONCLUSION
Whatever the outcome of the exhaustive congres-

sional hearings that followed the exposure of the Iran-
Contra scandal in late 1986, the fact remains that the
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interagency process was already broken before the
affair was uncovered by the press. The attempt to
run covert operations from the White House, led by
the NSA and NSC staff, while evading congressional
oversight, had failed, with major implications for the
national security system.

On March 4, 1987, President Reagan addressed the
nation on the subject of Iran-Contra. In his speech, the
President accepted “full responsibility” for his actions
and those of his administration.’” Reagan described
efforts to restore public trust in the presidency and
outlined a plan to repair the national security pro-
cess, mainly by adopting the recommendations of the
Tower Commission Report. While it did not call for
wholesale changes to the national security system,
this document recognized that “[t]he NSC system will
not work unless the President makes it work.”** In do-
ing so, the text ignored the larger implications of the
scandal and how to guarantee that it could not recur.

This case study reveals that not only did the Rea-
gan administration fail to employ existing national
security structures to develop and implement opera-
tions in Nicaragua and Iran, but the ad hoc system
that was eventually utilized failed completely; few
hostages were released, and relatively little funding
was generated for the Contras. Such an outcome is
not surprising, because the NSA, his staff, and the pri-
vate citizens and foreign subcontractors employed by
the administration did not have sufficient resources,
funding, or know-how to adequately perform their
missions. Those agencies with the proper knowledge
and skill sets were purposely bypassed for the sake of
expediency and to avoid potentially politically embar-
rassing congressional oversight. These conclusions, in
turn, invite further discussion of how the Iran-Contra
Affair relates to PNSR’s guiding questions.
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Did the USG Generally Act in an Ad Hoc Manner
or Did It Develop Effective Strategies to Integrate
Its National Security Resources?

As noted by the Congressional Report on Iran-
Contra, the incident “shows a seriously flawed policy-
making process,”’*? with “confusion and disarray at
the highest levels of Government.”*>* Instead of de-
veloping and implementing policy through existing
national security structures, an ad hoc system was es-
tablished in which the State Department, traditionally
the lead agency in foreign policy, was sidelined by the
decision to conduct the covert Iran-Contra operations
utilizing the NSC staff. This confused the rest of the
USG as to what agency or individual was authorized
to implement U.S. foreign policy and resulted in the
administration’s pursuit of contradictory policies.

How Well Did the Agencies/Departments Work
Together to Implement These Ad Hoc or Integrated
Strategies?

In many ways the Iran-Contra Affair was the em-
bodiment of deep-seated executive-legislative conflict
in the foreign affairs arena. This resulted in Congress
and the executive branch pursuing opposing policies
with regard to Nicaragua. Even within the executive
branch, however, conflicting policy flourished as the
office of the NSA pursued initiatives that he knew
Weinberger and Shultz opposed. In addition, the
Iran-Contra operations worked at cross-purposes
with preexisting U.S. strategies. U.S. support of Iraq
in the Iran-Iraq war, as well as the State Department’s
Operation STAUNCH and an adamantly enforced
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arms embargo against state sponsors of terrorism — of
which Iran was one —were all undercut by the NSA’s
decision to trade arms for hostages.

What Variables Explain the Strengths and
Weaknesses of the Response?

The failure of the interagency during these op-
erations can be attributed to several factors, i.e.: (1)
the decision to bypass congressional oversight by
conducting covert operations through the NSC staff,
which led to confusion within the interagency as to
which agency exerted operational control of both op-
erations; (2) the agencies’ inability to effectively unify
their policies within a single effort; (3) the reliance on
NSC staff to conduct operations when they lacked the
expertise or resources to carry out their missions; and,
(4) the failure to properly debate the operations with-
in the existing national security structure —including
within Congress — which further led to ad hoc and un-
coordinated policies.

In analyzing these reasons further, it is clear that for
much of the Reagan administration, the NSA proved
incapable or unwilling to reconcile conflicting depart-
ments or bridge the Shultz-Weinberger divide. During
Iran-Contra, the NSA again failed to reconcile diver-
gent opinions among Reagan’s advisors. Interagency
decisionmaking bodies ceased to function, and policy
stagnation and the resultant transfer of operational
authority to the NSC staff ensued. Accountability dis-
appeared, because authorities within the executive
branch were blurred and private contractors wielded
excessive influence in the conduct of USG-sponsored
operations. Indeed, power in the Reagan White House
was all too often apportioned by access to the Presi-
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dent; whoever had the President’s ear had a greater
chance of determining policy. Furthermore, since the
President rarely made decisions in a group setting, it
was possible that the last person to talk to the Presi-
dent would have the last word and thus improve the
chances to promote his or her agenda.

The individual decisions, worldviews, and judg-
ments of DCI Casey, Secretaries Shultz and Wein-
berger, NSAs McFarlane and Poindexter, NSC staffer
North, and the President, among others, also influ-
enced the course of events. Such inputs, however, were
not solely responsible for the Iran-Contra failure. Out-
side the realm of individual choices, there existed no
institutional cross-government unity of effort. Wein-
berger’s and Shultz’s notable disdain for each other
fragmented the cohesion necessary for a successfully
functioning NSC process, and their squabbling helped
lead to the elevation of the NSA and his staff to the
position of being able to conduct foreign policy. The
President’s leadership style could not counteract these
dynamics. Reagan recognized this problem —which
strikes the core of this case study —when he acknowl-
edged: “The way I work is to identify the problem,
find the right individuals to do the job, and then let
them go do it. . . . When it came to managing the NSC
staff, let’s face it, my style didn’t match. .. .” >

The NSA and his team strictly controlled access to
information about the President’s policies in Iran and
Nicaragua. While this allowed for greater secrecy and
quicker decisionmaking, it did not provide better poli-
cymaking or an appropriate level of debate or discus-
sion about the policies to be implemented. One of the
strengths of the traditional national security system is
the vetting process that allows various Cabinet mem-
bers to voice their opinions, leading to a much more
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informed policy. Unfortunately, this system was al-
lowed to lapse during Reagan’s second term. Instead,
a lack of transparency within the NSC and the Reagan
White House, along with the administration’s “obses-
sion”**® with secrecy during this period —a product of
the President’s wishes and the NSA’s attempt to main-
tain plausible deniability for the President— further
diminished accountability, exacerbated the mutual
distrust and enmity between Cabinet secretaries and
departments, and promoted the deliberate distortion
of facts to Congress.

Charged with implementing the administration’s
policies in Nicaragua and Iran and without the help
of the entire national security system, the NSA’s staff,
as well as the private citizens and foreign subcontrac-
tors employed by the administration, lacked sufficient
resources, funding, and knowledge to adequately
perform their newly assigned missions. Poor analysis,
insufficient staffing, and inadequate intelligence soon
resulted in operational errors, such as the McFarlane
trip to Tehran, and the ultimate failure of strategy.
All the while, agencies that possessed proper knowl-
edge and skill sets —principally, the CIA and the De-
partments of State and Defense —were not utilized.
Throughout Iran-Contra the administration ignored,
broke, and avoided national security laws, congres-
sional prerogatives, and standard covert operating
procedures.

What Diplomatic, Financial, and Other
Achievements and Costs Resulted from These

Successes and Failures?

The Iran-Contra operations accomplished little:
few American hostages were released, and support
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to the Contras did not noticeably advance American
aims in Latin America. In contrast, the costs were sub-
stantial. In the midst of the Iran-Iraq war, in which the
USG ostensibly supported Iraq, the arms deals of Iran-
Contra provided Iran—and, by some accounts, the
“most radical elements” therein'**—with more than
2,000 TOW antitank missiles and other parts for missile
construction,”” as well as intelligence on Iraq.” These
exchanges resulted in what Wroe describes as, “a saga
of hopeless negotiations and failed expectations,”**
and the release of only three U.S. hostages who were
quickly replaced with three newly kidnapped Ameri-
cans.'® Moreover, the arms exchange did not facilitate
an improved relationship with Tehran, nor did it posi-
tively influence Iran’s policies. Instead, according to
the Congressional Report on Iran-Contra, “the exor-
bitant amounts charged for the weapons inflamed the
Iranians with whom the United States was seeking a
new relationship,” while simultaneously diminishing
the USG’s “credibility with friends and allies, includ-
ing moderate Arab states.”!¢!

Few security or other gains were garnered from
the funding thus provided to the Contras, either.'¢
Much of the financing accumulated for the Contras
was wasted; the disarray of the operation led to the
misplacement of $10 million in support from the Sul-
tan of Brunei, while reliance on private contractors
resulted in a large amount of the Iranian profits going
directly to the personal accounts of contractors.'®> The
$3.8 million'* that made its way to the Contras from
the arms sales was of little significance, especially as
Congress reauthorized wholesale U.S. funding at the
end of 1986 in the amount of $100 million."®

The operations in Iran and Nicaragua constituted
an embarrassment that harmed U.S. prestige and the
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reputation of the Reagan administration.’®® Cannon
puts it more bluntly: “The United States became the
laughingstock of the Middle East and eventually of
the world.”’” Moreover, the Iran-Contra Affair had
significant diverse ramifications for the national secu-
rity system. Interagency enmity, personified by con-
flict among the NSC principals, filtered down into the
administration’s bureaucracies, further poisoning the
policymaking process during the Reagan administra-
tion and beyond.

FINAL THOUGHTS

The Iran-Contra Affair is a perfect example of how
a well-intentioned President and his White House
bypassed traditional oversight avenues to conduct
foreign policy, with a bad outcome. This example is
thus critical to the current discussion of national se-
curity reform. It is ironic that the public perception of
the Iran-Contra scandal —the diversion of funds from
the Iran arms-for-hostages deals to the Contra guer-
rilla movement in Nicaragua—is actually the least
important aspect of the entire affair from the point
of view of national security reform. The transfers re-
sulted from the decision by one NSC staffer to inter-
mingle two separate covert operations. In truth, the
national security system failed prior to the diversion.
Among other lessons, the complex Iran-Contra Affair
illustrates what can happen when a disengaged Presi-
dent attempts to evade established national security
processes to pursue his or her policies. It also shows
how officials could come to justify bypassing congres-
sional oversight to pursue what they considered to be
worthwhile battles, even without the direct consent
of their President. Attempts to address these were
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sidetracked by the subsequent political hearings and
criminal trials, which sought to ascertain blame but
not to address the underlying problems that caused
the system to fracture in the first place. Today, these
issues remain.
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CHAPTER 3

PROGRESS OF “BIODEFENSE STRATEGY FOR
THE 21ST CENTURY":
A FIVE-YEAR EVALUATION

Al Mauroni
INTRODUCTION

The U.S. Government (USG) has recognized the
possibility of a domestic chemical or biological (CB)
terrorist incident since the 1970s, but only after the
1995 Aum Shinrikyo Tokyo subway attack did the
national security apparatus earnestly focus efforts
on the challenge of chemical, biological, radiological,
and nuclear (CBRN) terrorism.! Prior to 1995, terror-
ists considered or employed CBRN hazards in only a
handful of incidents, and of those, none led the USG to
develop specific plans and responses for the possibil-
ity of similar attacks in the future.

After 1995, in contrast, the federal government re-
leased a multitude of directives and initiatives aimed
at increasing its CBRN incident planning and re-
sponse capabilities. These efforts accelerated after the
September 11, 2001 (9/11) terrorist attacks. Congress
directed the Department of Defense (DoD) to develop
concepts and to create forces charged with assisting
state and local governments in responding to CBRN
terrorism. The Department of Health and Human
Services (DHHS) was tasked to develop new medical
countermeasures for CBRN hazards. The Department
of Homeland Security (DHS) developed planning
scenarios and led national exercises focused on coun-
tering potential domestic terrorist CBRN incidents.
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Despite these efforts, there is substantial debate on
whether the USG needs to be better prepared for a po-
tential nuclear or biological terrorist incident. In par-
ticular, critics question the implementation of the USG
homeland security biodefense strategy, its method for
assessing the overall risk of bioterrorism, and the ef-
ficacy of the federal agencies involved in this effort.

Recently, the USG has developed its bioterror-
ism strategy as an effort distinct from radiological/
nuclear and chemical terrorism and in parallel to its
public health policy. The bioterrorism approach has
built upon an existing counterproliferation strategy
designed to protect the U.S. military during com-
bat operations against adversarial states armed with
weapons of mass destruction (WMD). Although there
are clearly demarcated lines of authority among gov-
ernment agencies, the strategy lacks sound, engaged
leadership to integrate the efforts of the various de-
partments involved. The USG has failed to determine
the total effort required for a program to address
broad vulnerabilities nationwide. Nor has this strate-
gy included metrics by which to assess progress to en-
sure accurate risk assessments and effective strategic
plans to avoid constructing a Maginot line. In other
words, the USG has touted its biodefense strategy as
an urgently required framework to address a poten-
tially catastrophic threat, but terrorists may be able to
bypass such measures easily, given the policy’s stated
aim of protecting the entire U.S. population and the
shortfalls of current initiatives to meet that ambitious
goal. Preparation for potential terrorist use of CBRN
hazards against noncombatants, military forces, and
critical infrastructure is also in a relatively early stage
of development and is an area that some analysts be-
lieve has not been given sufficient attention.
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Nonetheless, the USG has made some progress
over the past 7 years. The Bush administration’s Na-
tional Strategy to Combat Weapons of Mass Destruction,
released in December 2002, modified strategic deter-
rence theory, which traditionally had been aimed at
deterring adversarial nation-states, to include actions
to combat terrorist organizations that may be plan-
ning to use CBRN hazards against noncombatants
within the United States.? The strategy outlined key
nonproliferation, counterproliferation, and conse-
quence management objectives, which are intended
to enable the USG to prevent, deter, defend against,
and respond to WMD threats. In April 2004, the Bush
administration released a strategy titled Biodefense for
the 21st Century. The document delineated specific
programs and goals for the DoD, Homeland Security,
and Health and Human Services relative to bioterror-
ism.? It also identified the objectives of Projects Bio-
Watch (the installation of air samplers around major
metropolitan areas), BioShield (development of medi-
cal CBRN countermeasures), and BioSense (national
biosurveillance efforts).

SCOPE OF THIS CASE

This chapter will analyze USG efforts to plan for
and respond to biological terrorist incidents in the
United States since 2001, particularly as they relate to
the goals identified within the Biodefense for the 21st
Century strategy (hereafter known as the “Biodefense
Strategy”). The case will address military biodefense
capabilities, which is a somewhat related topic, only
where military forces are involved in a domestic CBRN
response. This chapter will not address the challenges
of agro-terrorism or biosecurity issues related to bio-
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logical research facilities or pharmaceutical firms. This
analysis also will not address state and local officials’
responsibilities to plan for and respond to bioterror-
ism incidents for two reasons. First, each state (and
in some cases, individual cities within a state) has a
distinct approach and varying resources with which
to develop its response plans for WMD incidents. Sec-
ond, there is an assumption by government officials
that any bioterrorist incident will be catastrophic in
nature (overwhelming state and local capabilities) and
will mandate immediate federal assistance.* This hy-
pothesis is also reflected in the worst-case scenarios
developed by the USG.> As a result, this chapter will
focus on federal strategy and actions to plan for and
respond to potential biological terrorist incidents.

To retain such a narrow focus, the full scope of USG
research and development of biodefense capabilities
(other than to note issues regarding the process of de-
veloping new vaccines) has not been addressed. Dis-
cussion and evaluation of this topic would require a
separate and lengthy chapter. It would be overly sim-
plistic merely to state that research and development
(R&D) program duplication exists between federal
agencies without clearly outlining the many complex,
underlying challenges inherent in this area.® There
are numerous differences in the biodefense require-
ments of military forces and emergency responders.
DoD follows a detailed process to define its hardware
requirements, while DHS and DHHS have nothing
even remotely similar. The federal agencies have dis-
tinct constituencies and internal priorities that result
in departments resisting cooperative efforts despite
a common pool of academic and industrial sources.
Finally, Congress sets the budgets of these agencies
and has very clear opinions on how these funds ought
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to be spent—identifying “budget efficiencies” amidst
government programs is not one of Congress’s strong
points. All of these acquisition-related issues are hard-
ly unique to the development of biodefense capabili-
ties, and so are not directly relevant to the Biodefense
Strategy’s success or failure.

FOUR GUIDING QUESTIONS

In examining federal biodefense strategies and ac-
tions, four guiding questions are posed by the Project
on National Security Reform (PNSR). First, did the
USG generally act in an ad hoc manner, or did it de-
velop effective strategies to integrate its national se-
curity resources? Second, how well did the agencies/
departments work together to implement these ad hoc
or integrated strategies? Third, what variables explain
the strengths and weaknesses of the response? And
fourth, what diplomatic, financial, and other achieve-
ments and costs resulted from these successes and
failures? What follows is a brief overview of the key
insights offered in addressing these questions.

Did The U.S. Government Generally Act in an Ad
Hoc Manner, Or Did It Develop Effective Strategies
to Integrate Its National Security Resources?

Although the literature suggests that interagency
biodefense initiatives have been coordinated, it also
notes that there is room for improvement in current
USG plans and capabilities. Critics point out that the
overall approach is flawed and has diverted attention
from the public health infrastructure by focusing on
particular manmade threats rather than broader and
more common indigenous health challenges.” Other
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analysts note that the probability of a biological terror-
ist incident that would cause mass casualties is greatly
exaggerated.® Nevertheless, other scholars conclude
that the threat is real, but that USG funds currently
allocated for biodefense initiatives might be better ap-
plied elsewhere.’ The opportunity costs of these efforts
are wide-ranging but certainly include lost chances to
create an improved national health care infrastructure
that would provide a better all-threats defense.

National strategies related to bioterrorism have
emphasized a single approach and assigned specific
roles and responsibilities to discrete agencies, but
there is limited evidence of real integration or over-
sight of these strategies. The National Strategy to Com-
bat WMDs offers direction by combining aspects of
homeland security and counterproliferation strategy,
but fails to define which office would be responsible
for specific WMD policy issues. The 2004 Biodefense
Strategy outlines specific planning and response re-
sponsibilities for federal agencies, but there has been
no assessment of current progress against specific ob-
jectives. The 2006 Pandemic and All-Hazards Prepared-
ness Act, meanwhile, directs DHHS to improve the
level of medical preparedness and response capabili-
ties, but does not detail or prioritize the threats that
need to be addressed (CBRN, indigenous diseases, or
industrial accidents).

The National Security Council (NSC) and Home-
land Security Council (HSC) both evaluate biological
terrorism issues and recommend policy initiatives
(international and domestic, respectively). Within the
HSC, a senior director for biological defense address-
es avian and pandemic influenza, and a joint NSC/
HSC Policy Coordinating Committee (PCC) exists to
coordinate cross-agency efforts to counter biological
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threats."! There is no evidence, however, that the PCC
has an implementation strategy or has conducted ac-
tual oversight, critical evaluation, integration, or di-
rection specific to bioterrorism planning and response
capabilities. The overall execution of the Biodefense
Strategy has been disorganized and incoherent, result-
ing in gaps in protecting U.S. citizens and critical in-
frastructure against the threat of biological terrorism.

How Well Did the Agencies/Departments Work
Together to Implement These Ad Hoc Or Integrated
Strategies?

The terrorist strikes on New York and Washington,
as well as the anthrax attacks of 2001, prompted efforts
to increase U.S. bioterrorism response capabilities sig-
nificantly and forced the rapid assignment of new re-
sponsibilities to multiple federal agencies. These tasks
were given to discrete agencies with specific budgets,
but were not accompanied by an authoritative mecha-
nism to ensure interagency collaboration. As a result,
the USG’s approach to preparing for and responding
to biological terrorism has been stove-piped among
several federal agencies. For example, although DoD
has a long-standing biodetection program, DHS de-
velops and fields biological detectors for homeland
security purposes. Meanwhile, the Centers for Dis-
ease Control and Prevention (CDC) analyze detection
results in concert with its biosurveillance efforts, but
does not develop or field detectors.

Programs to coordinate capabilities and avoid
overlap existbut are not entirely effective. For instance,
DoD efforts to develop new vaccines for military per-
sonnel were redirected, because DHHS assumed re-
sponsibility for biodefense vaccine development. As
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a result, DoD dropped funding for its next-generation
anthrax vaccine, which was in the advanced stages of
development. However, DoD continues to research
and develop aspects of medical vaccines, diagnostics,
and treatments for use by military personnel engaged
in combat operations. In another example, although
the Environmental Protection Agency (EPA) was
given the responsibility for remediation following a
domestic terrorist incident, DoD still develops similar
battlefield hazard mitigation capabilities for its mili-
tary forces.

The Food and Drug Administration (FDA), U.S.
Department of Agriculture (USDA), and even the De-
partment of Commerce have responsibilities in com-
bating bioterrorism, although to a smaller extent than
DoD, DHHS, and DHS. These roles parallel the agen-
cies” existing responsibilities; for instance, the FDA
approves all medical countermeasures that might be
used to respond to a bioterrorism incident, as it does
with any new drug or diagnostic device. The USDA
has the responsibility to prepare for and respond to
bioterrorism events aimed at agriculture. Representa-
tives from these federal agencies do discuss ongoing
efforts, but there is little collaborative planning to im-
prove capabilities.

What Variables Explain the Strengths and
Weaknesses of the Response?

The Bush administration clearly articulated its
concern about WMD terrorism and developed nation-
al strategies aimed at mitigating and managing the
threat. It is unclear, however, whether under the cur-
rent administration, the NSC or HSC have assessed
or attempted to direct USG initiatives to plan for and
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respond specifically to domestic biological terrorist
incidents. Compared to international efforts address-
ing nuclear terrorism, there has been little effort to
develop cooperative international programs aimed at
reducing the threat of biological terrorism.

Biodefense strategy and implementation often suf-
fer from an absence of leadership engagement. For
example, DoD, DHS, and DHHS all lack a single focal
point from which to conduct intra-agency coordina-
tion, let alone coordinate with each other on issues
other than technology. Cindy Williams and Gordon
Adams note:

DHS’s processes have also suffered from a lack of
leadership engagement. The Integrated Planning
Guidance, which should convey the secretary’s key
program and policy priorities at the outset of the PPBE
process, has been sent to the department’s operating
components without the signature of the secretary or
the deputy secretary. Without the secretary’s endorse-
ment, the document has not played its intended role of
defining priorities that guide the components’” budget
choices. In the later phases of the process, the depart-
ment’s top leaders have engaged with the heads of the
components, but that engagement has taken place in
one-on-one sessions rather than a department-wide
meeting."

Despite this lack of leadership, these departments
have largely avoided duplication of effort because of
the detail within the 2004 Biodefense Strategy, which
outlines specific roles and responsibilities for federal
agencies. These details have been incorporated into
the National Response Framework, which addresses
all federal response efforts dealing with catastrophic
events, to include natural disasters as well as man-
made accidents and incidents. As such, the USG has
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developed a workable concept to plan for and respond
to biological terrorist incidents nationwide. However,
the Biodefense Strategy does not delineate specific ac-
tions or identify a desired end state, and coordinating
initiatives and tracking progress toward reducing the
bioterror threat remains a challenge, as the national
strategies for combating WMD, counterterrorism,
and homeland security all address aspects of terrorist
WMD incidents.

The consistent exaggeration of the capabilities of
terrorists and their ability to obtain large quantities of
the deadliest biological agents is another complication
in biodefense planning and assessments, as it raises
the costs of implementing any systemic solution and
thus limits resources for the top priorities. As a result,
there has been only limited progress in developing
capabilities to detect, identify, and respond to more
than just a few key biological threats. Lethargic action,
in part, has been caused by the recognition of how
extensive a national-level program would have to be
in order to address multiple hazards throughout the
country. Presently, technology is not sufficiently ad-
vanced to allow the USG to achieve robust protection
across the nation for all citizens throughout the year.
Even if effective technology were available, demands
for federal initiatives to address “conventional” ter-
rorist threats (high-yield explosives) and natural di-
sasters still compete for limited funds with programs
intended to develop capabilities to meet the challenge
of bioterrorism. Moreover, the absence of a USG-de-
lineated end state for biodefense initiatives means that
it is impossible to determine whether they are funded
at adequate levels.
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What Diplomatic, Financial, and Other
Achievements and Costs Resulted from These
Successes and Failures?

Overall, diplomatic efforts to address the threat
of biological terrorism have stagnated over the past 5
years. The Biodefense Strategy has been, and contin-
ues to be, internally focused. The USG has rebuffed
suggestions from the international community that a
verification regime, similar to the Chemical Weapons
Convention, is required. Congress has not endorsed
an expansion of the Biological Threat Reduction Pro-
gram outside the former Soviet Union. The agencies
executing the Biodefense Strategy have resisted sug-
gestions for international transparency on specific re-
search efforts and initiatives.

The USG will spend $57 billion between 2001 and
2009 on developing plans and response capabilities
to address possible biological terrorist incidents. In
comparison, the USG spends in excess of $60 billion
each year in discretionary funding for public health
efforts.”® The funding level of $5.5 billion per year is
not grossly disproportionate to execute a national
biodefense strategy, compared to the $50 billion that
the USG budgeted for homeland security in fiscal year
2006, or the proposed $68.5 billion budgeted in fis-
cal year 2009 for DHHS discretionary projects.'”> How-
ever, whether or not biodefense is the best use of these
funds remains questionable. For example, an invest-
ment in the public health infrastructure may enhance
efforts to address numerous biological threats and
avoid the opportunity costs associated with creating
bioterrorism-specific infrastructure.

The greatest achievement of the Biodefense Strat-
egy has been to develop a government-wide approach
to biological terrorism that fits within the homeland
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security framework of plan, protect, respond, and
restore. The Biodefense Strategy’s pillars of threat
awareness/prevent and protect/surveillance and
detection/respond and recover allow leadership to
examine the totality of biodefense requirements and
identify appropriate agencies to execute these aims.
These requirements have been integrated into the Na-
tional Response Framework, creating a common basis
for any federal response to catastrophic events, such
as biological terrorism.

To date, the USG has developed a limited capabili-
ty in the areas of biological detection and surveillance,
biological threat risk assessments, medical counter-
measures research and stockpiling, and remediation
standards. However, given the lack of a strategic
plan identifying specific goals and actions toward a
predetermined end state; the persistence of stove-
piping and duplication of effort; and the absence of
engaged leadership to guide interagency actions, as-
sess national-level readiness, and allocate resources
accordingly; it remains unclear how well the USG is
executing the Biodefense Strategy or what else may be
required to achieve an effective level of preparedness
and response.

THE USG STRATEGIES IN DEPTH

DoD and DHS Strategies for Biodefense: Critical
Differences.

There are significant differences between the mili-
tary and homeland security strategies for biological
defense. Primarily, these divergences involve specific
threat profiles, the level of acceptable risk by opera-
tors, and the degree of integration with other federal
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agencies. These differences are important to under-
stand, as many analysts (such as Williams and Adams)
wrongly combine budgets and capabilities developed
for high-risk military operations with those address-
ing federal, state, and local response to biological ter-
rorist incidents.'® Although there are similar technical
aspects between the two programs, they aim to pro-
tect distinct populations with different assumptions
and risk parameters. Combining DoD and DHS efforts
unnecessarily confuses the discussion of bioterrorism
response. The following are specific ways in which
military biological defense differs from its civilian
counterpart:

1. The U.S. military focuses on about 15 biologi-
cal warfare agents that are developed by adversarial
nations for use as military weapons.”” The homeland
security focus is on a broader list of over 50 select
agents that may represent a health risk, irrespective of
whether they are indigenous diseases or deliberately
developed strains.

2. The U.S. military allows a relatively moderate
level of risk in its development and use of CB defense
equipment, which prioritizes mission accomplish-
ment rather than total protection. The homeland secu-
rity focus is to minimize risk to emergency responders
and the general public to levels as low as reasonably
achievable, emphasizing caution over cost.

3. During combat operations, the U.S. military con-
cern is on a specific adversary with a known portfolio
of potential threats, and it provides biological defense
for a short period of time (during active combat) for
healthy, trained men and women. The homeland secu-
rity challenge is an unknown adversary who is target-
ing a broad (young and old, healthy and vulnerable)
and unprepared population, anywhere in the nation
throughout the year.
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4. The U.S. military does not rely on external gov-
ernment agencies to protect its uniformed personnel
and civilians against biological agents during combat
operations. The homeland security concept relies on
the integrated efforts of multiple federal agencies to
provide an overall degree of protection and post-inci-
dent recovery.

This is not to say that there is no overlap in the
execution of the two strategies, specifically in the area
of developing technical countermeasures to CBRN
hazards. However, operational concepts, legal param-
eters, funding sources, defined responsibilities, and
mission execution differ tremendously. This chapter
will not assess the adequacy of military biodefense
strategy or concepts (although a brief summary is pro-
vided in the following section for context), but rather
will focus on the USG strategy to protect U.S. citizens
from domestic biological terrorist incidents.

Strategy for Military Operations.

The White House released its National Strategy to
Combat WMD in 2002."® The national strategy was a
modification of the Clinton administration’s Defense
Counterproliferation Initiative,"” with one significant
difference: It transformed consequence management
from a subordinate mission of counterproliferation to
a distinct and equal mission pillar paralleling nonpro-
liferation and counterproliferation. The philosophy
embodied in this approach held that terrorists would
obtain their WMD materials and technologies from
“rogue nations” who develop or maintain nuclear,
biological, or chemical (NBC) weapons.?® According to
the strategy, the movement of such materials and tech-
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nology would likely occur through global economic
and information networks, which could be targeted
and disrupted to deny terrorists access to CBRN ma-
terials and technologies. This would allow the federal
government to respond to terrorist CBRN incidents on
U.S. soil under a comprehensive strategy to combat
WMD proliferation, at the risk of blurring the distinc-
tions between DHS and DoD policy, capability, and
interests.”

The 2006 DoD National Military Strategy to Combat
WMD?* built upon the 2002 National Strategy, break-
ing down the three major pillars of nonproliferation,
counterproliferation, and consequence management
into eight distinct “mission areas.” These are: security
cooperation under nonproliferation; threat reduction
under nonproliferation; WMD interdiction; offensive
operations; active defense; passive defense; WMD
elimination under counterproliferation; and, conse-
quence management. Although the National Military
Strategy purports to address homeland security, to a
large extent this strategy is an extension of strategic
deterrence theory that was developed during the Cold
War for use against nation-states, rather than one that
is deliberately designed to plan for and respond to do-
mestic WMD terrorism.?

Of the many aspects of the U.S. military’s WMD
strategy, this chapter will focus only on DoD’s “re-
sponse and recovery” roles, which require capabilities
largely inherent within passive defense and conse-
quence management mission areas. Passive (CBRN)
defense involves those actions required to protect
troops from the effects of NBC weapons use, while
minimizing the degradation effects that may adverse-
ly affect their ability to complete the combat mission.
Capabilities include detection and identification of
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CBRN hazards; information management of CBRN ef-
fects; individual protection (masks, suits, and medical
countermeasures) and collective protection (shelters);
and restoration efforts (decontamination, medical di-
agnosis, and medical treatments) that reduce or elimi-
nate the hazard.** Consequence management involves
those actions that restore essential government servic-
es and return contaminated areas to pre-incident stan-
dards.” The military addresses NBC weapons use and
CBRN hazard mitigation with one general protection
concept, a cadre of specialists, and a suite of technical
capabilities.?

Because the military has the experience, person-
nel, and equipment to provide CBRN defense during
combat operations, DoD is expected to provide exten-
sive support to federal, state, and local agencies in the
event of a domestic terrorist CBRN incident. The DoD
Strategy for Homeland Defense and Civil Support®” de-
tails three broad military activities designed to protect
the United States from terrorist CBRN incidents. The
department leads efforts to deter adversaries from
attacking the homeland (to include intercepting na-
tional security threats and protecting military instal-
lations); supports consequence management efforts
responding to CBRN mass casualty attacks; and seeks
to enable more effective interagency planning and re-
lationships with regard to homeland security. The de-
partment’s challenges in supporting civil authorities
are twofold: to be prepared for multiple (up to three),
simultaneous CBRN attacks on U.S. territory, and to
employ more stringent occupational safety standards
when working with civilian emergency responders.”

The Bush administration’s 2006 National Strategy
for Combating Terrorism notes that “our greatest and
gravest concern . . . is WMD in the hands of terror-
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ists.”? This document includes specific national-level
objectives to combat WMD terrorism, primarily aimed
at terrorist activities originating outside of the United
States. These include:

* Determine terrorists’ intentions, capabilities,
and plans to develop or acquire WMD;

* Deny terrorists access to the materials, exper-
tise, and other enabling capabilities required to
develop WMD;

* Deter terrorists from employing WMD;

* Detect and disrupt terrorists” attempted move-
ment of WMD-related materials, weapons, and
personnel;

* Prevent and respond to a WMD-related terror-
ist attack; and,

* Define the nature and source of a terrorist-em-
ployed WMD device.*

Primarily, the WMD terrorism objectives listed
above are executed by offices within DoD, the State
Department, and the intelligence community, but
these objectives are not handled by the same offices
that address broader military WMD issues in those
same organizations. Although the undersecretary of
defense for policy oversees the countering of WMD
proliferation, combating terrorism, and homeland de-
fense, these issue areas are administered and executed
separately by the assistant secretary of defense for
global security affairs, assistant secretary of defense
for special operations and low intensity conflict, and
assistant secretary of defense for homeland defense
and America’s security affairs, respectively. The chal-
lenge of preparing for and responding to terrorist
WMD incidents cuts across all three areas, resulting in
some debate as to who within DoD is in charge of de-
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veloping, executing, and evaluating measures aimed
at countering biological terrorism.*! Yet, no one within
the Pentagon policy office has stepped up to untie this
Gordian knot.

Strategy for Homeland Security: Background.

Federal agencies that have responsibility to plan
for and respond to CBRN terrorism include DoD,
DHS, DHHS, EPA, the Department of Justice (Do]J),
State Department, Department of Energy (DoE),
USDA, and the intelligence community. Their au-
thorities and responsibilities are mandated in presi-
dential directives and were originally detailed in the
1997 Federal Response Plan.*” Interagency discussions
on CBRN terrorism tend to focus on technical, rather
than operational, challenges. Details of specific agen-
cies’ roles and interagency coordination are discussed
below. Because of the global nature of terrorism, USG
departments also consult with international agencies
and foreign nations to discuss collaborative measures
to reduce the overall threat of CBRN terrorism (such
as the Proliferation Security Initiative and the Global
Initiative to Combat Nuclear Terrorism). This aspect
of strategy also is detailed below.

Before the events of 9/11 and the subsequent an-
thrax attacks in the United States, USG efforts to sup-
port state/local response to CBRN terrorism were
largely limited to technical, operational, and financial
assistance from discrete offices within DoD, DoJ, and
the Federal Emergency Management Agency (FEMA).
As mentioned above, it was not until after Aum Shin-
rikyo released the nerve agent sarin in the Tokyo sub-
way in March 1995 that the USG began to increase its
emphasis on responding to the threat of CBRN terror-
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ism. Some also credit the book The Cobra Event (Rich-
ard Preston, 1998) —which described a fictional bio-
terrorism attack —with catalyzing the development of
early federal WMD counterterrorism efforts.*

Presidential Decision Directive (PDD) 39 (U.S.
Policy on Counterterrorism), released in June 1995,
outlined specific USG responsibilities to combat ter-
rorism, including terrorist WMD incidents.* This
directive defined the State Department as the lead
agency for all overseas terrorist incidents, the FBI as
the lead for all domestic terrorist incidents, and FEMA
as the lead for responding to the consequences of ter-
rorism. It also delineated support roles for DoD, DoE,
and the Departments of Treasury and Transportation.
PDD-39 also called for the development of a terrorism
annex within the Federal Response Plan, which was
released in 1997.

Concerned that available military forces were in-
sufficient to address the potential domestic threat,
General Charles Krulak, Commandant of the Marine
Corps (1995-99), created the Chemical-Biological In-
cident Response Force (CBIRF) in 1995. The Nunn-
Lugar-Domenici Act of 1996 established a “Domestic
Preparedness” program within DoD in which emer-
gency responders in 120 cities would receive special-
ized training on how to prepare for and respond to
CB terrorism incidents.* In response to that act, the
Army also created a Chemical-Biological Rapid Re-
sponse Team (CB-RRT), which became a core element
of a Joint Task Force for Civil Support. The CB-RRT
would allow military specialists to coordinate efforts
in support of a federal response to any CBRN inci-
dent.*® Defense Secretary William Cohen announced
the WMD Civil Support Team concept in the summer
of 1998. This initiative authorized 10 teams of 22 Na-
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tional Guard personnel stationed within the 10 FEMA
regions, trained to advise and assist local and state
emergency responders.” Congress would, over the
course of several years, expand this effort to 55 full-
time teams (at least one team for every U.S. state and
territory). In addition, the Nunn-Lugar-Domenici Act
authorized FEMA to support city and state emergen-
cy responders with technical assistance and grants to
procure specialized equipment.

In October 1999, the White House authorized the
transition of the DoD Domestic Preparedness pro-
gram to DoJ, which began coordinating state and lo-
cal grants, education, and technical assistance for re-
sponding to CBRN terrorism under the auspices of the
newly acquired office.®® Attorney General Janet Reno
felt strongly that any federal support and interaction
ought to be directed by DoJ in light of the department’s
lead role identified in presidential directives and the
Federal Response Plan. As a result, DoJ took over the
responsibility of advising and training state and local
emergency responders on CBRN terrorism response,
although the department lacked technical expertise
in this area. Notably, this decision was based more
on budgetary politics rather than any comprehensive
strategy. DoD had the requisite subject-matter experts
and specialized equipment for the program, but had
no desire to underwrite a domestic program that did
not directly contribute to military readiness.*

Strategy for Homeland Security: Post-9/11.
After 9/11, the USG substantially increased efforts
to address the potential threat of nuclear and biologi-

cal terrorism through both national and international
initiatives.** Many analysts as well as politicians at the
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time believed that a bioterrorism attack was immi-
nent, and that such an event would be catastrophic. A
few of the views expressed by authoritative individu-
als shortly after the 9/11 attacks were:

e “[Bioterrorism] is now our number one or num-
ber two threat, and, at least to me, it is clear that
we are highly vulnerable in the event such an
attack takes place.”*

* “[IJtis clear that we are living in a new security
era in which the possibility that terrorists could
acquire and use WMD, including chemical and
biological weapons, must be seen as real. The
anthrax letter attacks, although limited in the
scope of their lethality, suggest that future ter-
rorists might well cross the weapons of mass
destruction threshold.”*?

e “. .. they [terrorists] inevitably will get their
hands on them [weapons of mass destruction],
and they will not hesitate to use them.”*

* “The likelihood that biological weapons will be
used against our nation continues to rise. . . .
Additionally, more countries today have active
BW [biological weapons] programs than at any
other time.”*

These viewpoints provided the impetus for action,
but also were used to justify executing any action as
soon as possible, without much consideration of the
outcome. The Frist-Kennedy Bioterrorism Prepared-
ness Act of 2001 was an initial effort to quickly ad-
dress gaps in the nation’s biodefense and public health
infrastructure. It authorized $3.2 billion in additional
funding for 2002 to initiate a Strategic National Stock-
pile of vaccines, develop new grant programs for state
and local public health preparedness, and provide

171



additional resources to the FDA to inspect imported
foods.”” As the executive and legislative branches of
the federal government debated the organization of
a DHS in 2002, the White House released its National
Strategy for Homeland Security,*® identifying six ap-
proaches to countering the threat of CBRN terrorism:

1. Prevent terrorist use of nuclear weapons through
better sensors and procedures.

2. Detect chemical and biological materials and at-
tacks.

3. Improve chemical sensors and decontamination
techniques.

4. Develop broad-spectrum vaccines, antimicrobi-
als, and antidotes.

5. Harness the scientific knowledge and tools to
counter terrorism.

6. Implement the Select Agent Program.*

In April 2004, the USG announced its strategy for
“Biodefense for the 21st Century.”* This approach
was the foundation of the DHHS Project BioShield
(developing medical countermeasures), a strategic na-
tional stockpile of medicines, Project BioSense (moni-
toring national biosurveillance data), and DHS Project
BioWatch (deploying environmental air monitors),
among other efforts (training, exercises, and inter-
national collaboration, for example). The Biodefense
Strategy outlines four pillars of readiness: Threat
Awareness, Prevention and Protection, Surveillance
and Detection, and Response and Recovery (see Table

3-1).

172



“Biodefense for the 21st Century”

Threat Prevent & Surveillance Respond &
Awareness Protect & Detection Recover
o Intelligence . Diplomacy . Attack . Reponse Planning
o Assessments | Interdiction Warning o Risk
o Anticipate . Crititcal . Attribution Communications
Future Threats Infrastructure o Medical
Protection Countermeasures
. Mass Casualty
Care
o Decontamination

Table 3-1. Four Pillars of the National Biodefense
Strategy.

Rather than subordinating biodefense activities to
the public health infrastructure, the strategy empha-
sizes that these efforts will directly enhance public

health and medical readiness. The strategy notes:

While the public health philosophy of the 20th Centu-
ry —emphasizing prevention—is ideal for addressing
natural disease outbreaks, it is not sufficient to con-
front 21st Century threats where adversaries may use
biological weapons agents as part of a long-term cam-
paign of aggression and terror. Health care providers
and public health officers are among our first lines of
defense. Therefore, we are building on the progress of
the past three years to further improve the prepared-
ness of our public health and medical systems to ad-
dress current and future BW threats and to respond
with greater speed and flexibility to multiple or repeti-
tive attacks.®

Within the context of the Biodefense Strategy, the
State Department assesses international terrorism
concerns, as directed in PDD-39, and supports the
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development and execution of arms control agree-
ments concerning NBC weapons. In addition, DoS co-
ordinates international activities related to deterring
and denying state and nonstate WMD development,
transfer, and transportation through programs such
as the Proliferation Security Initiative. The DoS also
responds to other nations’ requests for USG assistance
in foreign consequence management.”® Notably, one
such activity involved the Bush administration’s 2001
decision not to support the development of a verifica-
tion protocol for the Biological Weapons Convention.
A verification protocol would outline the guidelines
through which a team of international inspectors
would be able to examine the materials and processes
at specific military and industrial sites of a country
that has agreed to the convention, similar to the proce-
dures currently in force under the Chemical Weapons
Convention. The administration has not subsequently
revisited the issue, citing the risk of implementing in-
adequate verification measures and a desire to protect
pharmaceutical interests.”

DHS has primary responsibility for developing
national capabilities for biodefense protection, detec-
tion, identification, and response. In particular, the
Biodefense Strategy tasks DHS with leading the de-
velopment and deployment of biodetection technolo-
gies to protect critical infrastructure and provide early
warning of a bioterror threat that will allow a timely
response to mitigate incident consequences. The Na-
tional Response Framework directs the Secretary of
Homeland Security to lead the overall federal response
effort, to include DoD response forces, DHHS public
health coordinators, and any other federal assets in-
volved in a response to a biological incident within
the United States.” DHS is responsible for developing
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biennial risk assessments of biological threats. DHS
also assumed the responsibilities of the Do] Office of
Domestic Preparedness, in particular, the awarding of
state and local grants to develop response capabilities.

In the larger scope of a national biodefense strat-
egy, it is important to note that DoD is focused mainly
on the protection of its military forces and instal-
lations. As outlined in the DoD homeland defense
strategy, protecting the homeland is conducted as far
forward as possible (meaning in a foreign country),
with “dual-use” response forces® supporting other
federal agencies (usually DHS or FBI) in domestic
consequence management operations. Because of its
experience in the research and development of CBRN
defense capabilities and its specialized personnel,
DoD is often called upon to preposition specialists
and equipment at national special security events
(national events such as presidential inaugurations
or New Year’s Eve celebrations in Times Square). It is
also called upon to support law enforcement officials
in evaluating potential WMD materials and devices
and to plan for supporting the response to a mass ca-
sualty event involving WMDs, both within the United
States (in support of DHS) and overseas (in support of
the State Department).

In 2006, DHHS assumed important responsibili-
ties after the Pandemic and All-Hazards Preparedness
Act (PAHPA) was passed by Congress and signed by
the President in December of that year. The purpose
of the Act is “to improve the Nation’s public health
and medical preparedness and response capabilities
for emergencies, whether deliberate, accidental, or
natural.” > As such, its authority exceeds the scope of
bioterrorism. The Act established the DHHS assistant
secretary for preparedness and response as the lead
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office to implement activities under PAHPA, such as
the creation of the Biomedical Advanced Research and
Development Authority (BARDA), an annual review
of the Strategic National Stockpile, and the develop-
ment of a National Health Security Strategy (not yet
completed).

Preventing and responding to radiological and
nuclear terrorism remain the USG top priority, while
addressing the possibility of a deliberate release of bi-
ological agents is a secondary objective. This is largely
due to the perceived severity of the potential, but not
probable, detonation of a 10-kiloton nuclear device
within the United States by a terrorist group. The Na-
tional Response Framework has integrated the possi-
bility of a catastrophic CBRN incident within the larg-
er context of humanitarian assistance and response to
natural disasters and other manmade events, such as
hazardous material accidents and deliberate incidents
involving high-yield explosives.” Under the National
Response Framework, federal agencies have respon-
sibilities that are in line with their mission functions.
The USDA examines the threat of agroterrorism and
is planning to build a National Bio- and Agro-Defense
Center. The DoE National Laboratories support the
DHS Science and Technology Directorate in develop-
ing new detection and decontamination technologies.
The EPA manages site restoration activities, while the
various components of the intelligence community
address both technical issues involving CBRN haz-
ards and operational activities of terrorist groups.

The NSC and the HSC address different aspects of
the threat of terrorist WMD incidents. NSC staff who
handle bioterrorism issues include senior directors for
combating terrorism strategy, counterproliferation
strategy, intelligence programs and reform issues, and
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Russia strategy. The HSC senior director for biologi-
cal defense policy addresses domestic bioterrorism
and pandemic flu issues. The two staffs coordinate
biological threat issues at a joint Policy Coordination
Committee (PCC). In general, these staffs concentrate
on near-term policy and strategy documents, and do
not engage in long-term strategic planning or assess-
ing costs and resource allocations.””

The National Counterproliferation Center (NCPC)
and National Counterterrorism Center (NCTC) deal
with the terrorist WMD threat at an operational lev-
el. The NCTC, established in 2004, analyzes specific
terrorist threats and integrates all intelligence efforts
aimed at combating terrorism, both at home and
abroad. The NCPC was established in part based on
recommendations of the 2005 WMD Commission re-
port. The Commission called for enhanced planning
and interagency coordination within the intelligence
community to address the proliferation of WMD and
related delivery systems.

The national biodefense strategies developed by
the Clinton and Bush administrations are an evolv-
ing and complex mix of policies intended to protect
military forces from “weaponized” biological agents,
to respond to domestic terrorism incidents and pro-
tect civilians within the United States from biologi-
cal hazards, and to engage state and nonstate actors
who may be developing and stockpiling biological
agents. The organizations addressing these areas tend
to stovepipe their responsibilities, oversight authori-
ties, and funding. Even when Congress requests prog-
ress reports, the resulting document is often the sum
of individual agencies addressing distinct aspects
of bioterrorism response, rather than a holistic and
synchronized effort.®® There has been no public dec-
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laration of national goals or measures to evaluate the
success of biodefense efforts. The symptoms of weak
organizations, inefficient processes, and a lack of tools
for planning and resource allocation are not dissimilar
to other security missions that cut across the federal
government.”

STRATEGY IN ACTION: INTEGRATING
ELEMENTS OF NATIONAL POWER

Recent attention in the realm of biodefense has
been focused on Projects BioWatch and BioShield,
with little to no analysis of other government efforts
or the success of overall strategic integration toward
concrete and measurable goals. Whether there has
been adequate guidance to integrate greater biode-
fense efforts based on established priorities and met-
rics remains unclear, due to a lack of transparency at
the NSC and HSC. However, an assessment of the
Biodefense Strategy is possible through a review of its
component parts, the four pillars mentioned above,
and the actions of specific federal agencies in order to
achieve that strategy.

The 2004 Biodefense Strategy identifies specific
missions and responsibilities for several federal agen-
cies, and successful integration of the resulting ca-
pabilities is emphasized as the key to success. The
document notes, “The results of that [comprehensive
evaluation] provide a blueprint for our future biode-
fense program, Biodefense for the 21st Century, that
fully integrates the sustained efforts of the national
and homeland security, medical, public health, intel-
ligence, diplomatic, and law enforcement communi-
ties.”? Williams and Adams wrote, “In an effort to
improve the coherence of interagency efforts, the Bush
administration has assigned various players to take
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the lead in coordinating interagency activities in many
of the missions that contribute to countering bioter-
rorism.” Unfortunately, they concluded:

The result is a confusing tangle of lead agency respon-
sibilities that complicate rather than unify planning
and resource allocation and are bound to sow confu-
sion during emergency operations. To the extent that
interagency cooperation occurs, participants say it of-
ten springs not from formal arrangements, but from
existing, informal networks of personal working rela-
tionships that developed decades ago at the DoE labo-
ratories or DoD, where several of today’s biodefense
officials began their careers.®

The result of this dynamic is often program du-
plication, promoted by “legacy interests or internal
program expansion rather than coherent deliberation
about national needs.”®?

Threat Awareness.

With the exception of al Qaeda and several affili-
ates, the USG has little knowledge regarding the in-
tentions and capabilities of terrorist groups to develop
and employ biological weapons, other than general
statements of interest.® As a result, the intelligence
community and other federal agencies focus on a gen-
eralized potential threat posed by large-area coverage
of biological warfare agents rather than on the intent
of specific terrorist groups.® This approach is dubious
according to many experts. As Dr. David Franz com-
ments, “. .. we now realize that collecting secrets about
dual-use facilities, equipment, and people is just too
hard. The biotech revolution is increasing the capabil-
ity of almost anyone to produce biological weapons.
The key is intent!”®
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Prioritizing and Analyzing Biological Agents Under
Review. In addition to focusing on biological agents
rather than the terrorist groups who are allegedly
developing the capabilities to execute a bioterror-
ist incident, there is the question of how to prioritize
the many agents under review. The primary guid-
ance on commercial possession, use, and transfer of
biological hazards originates from the CDC as a list
of select agents and toxins.®® This list includes more
than 50 agents and toxins that could cause severe
damage to humans, animals, and plants. The CDC
has established a general set of biological agent priori-
ties. Anthrax, botulism, plague, smallpox, tularemia,
and viral hemorrhagic fevers (e.g., Ebola, Marburg)
top its list of threat agents. The second tier includes
brucellosis, salmonella, glanders, C. perfringens toxin,
Q fever, ricin toxin, SEB toxin, and other pathogens
and toxins.” In general, no one disagrees with the
CDC list (although the DoD breakout of threat agents
is slightly different). However, in creating an overall
priority list, it becomes very important to understand
the difference between biological agents developed
to harm or incapacitate humans and the many indig-
enous biological organisms and toxins. In an effort to
categorize the threats, DHS has recommended the use
of the following terms:®

* “traditional biological agents” refer to known
organisms that can cause mass casualties;

* “enhanced biological agents” refer to organ-
isms that have been modified to enhance their
harmful characteristics or to circumvent cur-
rent countermeasures;

* “emerging biological agents” refer to new or
reappearing indigenous diseases; and,
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* “advanced biological agents” refer to novel
(previously not existing) pathogens or other
materials of a biological nature that have been
artificially engineered.

These monikers are important in discussing the
relevance and degree of effectiveness of ongoing mili-
tary and homeland security concepts and programs.
Both “traditional” and “enhanced” biological agents
refer to deliberate attempts to develop biological
agents to incapacitate or kill unprotected individuals,
while “emerging” and “advanced” biological agents
are not necessarily designed to be used against adver-
saries. This may not be the best set of definitions, but it
is necessary first to identify and categorize particular
threats, so that the USG can then assess the threats,
prioritize the necessary actions required to counter the
many threats, and then develop capabilities to the de-
gree that available resources will allow. It is impossible to
counter all threats in all possible scenarios —resources
are not exhaustive —so this prioritization is vital.

To address the requirement of a biennial risk as-
sessment in the Biodefense Strategy, DHS released a
“Bioterrorism Risk Assessment” in 2006 that exam-
ined and prioritized 28 biological organisms accord-
ing to the risk associated with their intentional release.
The assessment employed a mass-release model that
assessed the biological agent’s production, process-
ing, storage, transportation, and dispersion qualities.
The results were displayed as a distribution curve of
expected consequences (fatalities) of an agent attack
against an unprepared populace. While recognizing
the need for such an assessment to aid in planning and
mitigation, the National Research Council voiced con-
cerns about the “mathematical and statistical mistakes
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that have corrupted results . . . [and] basic questions
about how terrorist behavior should be modeled.”*
Specifically, there were questions as to the paradigm’s
limited ability to accurately gauge the medical re-
sponse and the public’s behavior in response to such
an event. In fact, according to Williams and Adams:

A review of that framework by the National Acad-
emy of Sciences found deep flaws. These include the
lack of a mechanism for considering what information
decision makers would actually need to help allocate
resources in a way that would reduce risk; the lack of
mechanisms like red teaming that could bring in the
potential moves of intelligent adversaries; and the ab-
sence of an approach to managing risk.”

Risk Assumptions. An underlying assumption of
USG intelligence efforts and risk analysis is that ad-
vances in dual-use technology, availability of materi-
als, and growing radical trends in terrorism (notably
by religious groups) will augment the number of ter-
rorist incidents featuring military-grade CB warfare
agents.”! Moreover, if a terrorist group were to ac-
quire a military WMD capability, it is assumed that
they would certainly employ it to cause a mass casu-
alty event.”? Milton Leitenberg notes that, contrary to
the emphasis the White House and news media have
placed on the likelihood and potential catastrophic
damage of such events, the actual incidence and im-
pact of CB terrorist events to date have been extremely
low.” It may be that the decision to use WMDs, even
by violent Islamic extremists such as al Qaeda, is more
nuanced than the tempting assumption that they will
naturally seek out such means because they want to
inflict mass casualties. If Islamic terrorists can obtain
radiological or chemical weapons, they may execute
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small-scale attacks outside of Muslim countries. Indis-
criminate use of WMD materials to create mass casu-
alties, especially within Muslim countries, or even in
the West, seems far less likely.”

In 2006, the NCPC appointed a Senior Advisor
for Biological Issues whose responsibilities include
coordinating biological warfare-related intelligence
throughout the executive branch and outside the
USG. This individual chairs a biological science advi-
sory group, which reports to the Director of National
Intelligence through the Director of the NCPC.” It is
unclear (due to classification issues) as to what degree
this advisor has influenced intelligence efforts.

Leitenberg concludes that the development of bio-
terror agents is highly difficult —one must not merely
obtain the correct strain of pathogen; one must know
how to handle it, grow it appropriately into significant
quantities, store the culture and transport it, and then
disperse it properly to cause mass casualties. These
are not insignificant issues. Even Aum Shinrikyo, with
a modern laboratory, millions of dollars, years of un-
interrupted research, and access to technical experts,
was unable to develop and disperse viable biological
warfare agents. Leitenberg agrees with Jerome Hauer,
former Director of the Office of Emergency Manage-
ment for New York City, who suggested in 1990 that
“Most of the agents are not readily available, most of
the agents are not easy to make, and most of the agents
are not easy to disperse.””® Today, it is popular to as-
sume that terrorists may be able to take advantage of
genetic engineering technology to develop existing or
new biological agents (and even old threats, such as
the Spanish flu of 1918).”7 There is no evidence, how-
ever, to support such assumptions.
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Leitenberg points out instances in which he believes
the threat has been exaggerated, notably in federal re-
sponse exercises that use worst-case scenarios. For ex-
ample, the June 2001 Dark Winter exercise magnified
the transmission rate of smallpox by more than three
times in order to “stress” the leadership decisionmak-
ing process and draw the public health sector’s atten-
tion to the challenge of biodefense. Importantly, there
was no mention of how the terrorists in the exercise
managed to procure and develop the smallpox organ-
ism, given that the pathogen has been eradicated from
nature. In the May 2003 federal exercise, “Top Offi-
cials” (TOPOFF) 2, the scenario involved the release
of aerosolized plague in Chicago. Leitenberg notes
that most microbiologists find plague bacteria to be
“difficult” to handle and “fragile” to use, and in fact,
U.S. and United Kingdom (UK) defense laboratories
had failed to aerosolize plague during the execution
of their offensive BW programs.”

Of course, these scenarios, designed to test lead-
ership decisionmaking and response capabilities, are
not meant to state which biological organisms are dan-
gerous and which planning assumptions are realistic.
However, one cannot ignore that, with the exception
of the Rajneeshee cult in 1984, no terrorist groups
have been identified as developing and employing
biological warfare agents (other than incidents involv-
ing small amounts of ricin toxin), and there are no
known examples of nation-states extending technical
bioagent assistance or materials to terrorist groups.*®
This history belies the practice of using worst-case
homeland security scenarios to develop plans and
resource capabilities, such as DoD leadership’s intent
to develop military forces capable of responding to
multiple (up to three) and simultaneous mass casu-
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alty bioterrorist attacks in major metropolitan areas.
Given that annual governmental funding for home-
land security missions is inherently limited, an ac-
curate threat assessment—one that does not cater to
worst-case analyses —is necessary for an efficient and
effective allocation of resources that affords protection
for the majority of the public against the most credible
hazards. Currently, such an assessment is lacking.

Prevention and Protection.

The Biodefense Strategy identifies “proactive pre-
vention” as limiting access to agent technology and
materials to countries, groups, or individuals seeking
to develop a biological weapon or hazard. Besides
traditional arms control efforts, such prevention has
included DoD cooperative threat reduction programs
(closing down former weapons facilities), the CDC'’s
regulations on transfers of select agents and toxins,
and interdiction efforts such as the State Department’s
Proliferation Security Initiative (PSI).*' The Bush ad-
ministration stressed interdiction as a form of protec-
tion based on the belief that nonproliferation regimes,
such as the Biological Weapons Convention, are not
capable of restraining nation-states or terrorist groups
from developing such weapons. John Bolton, former
undersecretary of state for arms control and interna-
tional security, commented in 2003, “We believe that
the existing system of national export control systems
[and] multilateral export control agreements were not
completely effective . .. we felt that there was a poten-
tial to have a multilateral agreement that would allow
us to conduct interdiction of WMD trafficking at sea,
in the air, and on land.”* Dr. Barry Kellman notes that
the weakening of the BWC, as a result of the lack of a
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verification mechanism, has undermined the efficacy
of multilateral security and reduced the opportunity
to advance meaningful international initiatives to cur-
tail biological terrorism.*

Meanwhile, the PSI addresses the shipment of
WMD material and technologies, but to date it has fo-
cused on intercepting nuclear materials and ballistic
missile components, because these materials and tech-
nologies are often unique and easily identifiable. Most
chemical or biological material and dual-use labora-
tory equipment are purchased and transferred around
the world every day, and are much harder to identify
as being illicit. The technological difficulties in detect-
ing small quantities of chemical or biological agents
may be insurmountable, at least in the near term, con-
sidering the relative ease with which drug smugglers
circumvent borders and interdiction campaigns.® As
a result, it may be more effective to track individuals
and organizations suspected of involvement in weap-
ons smuggling than to focus on the material or tech-
nology itself.®

Anthony Cordesman does not believe that suffi-
cient international cooperation has been developed to
confront the threat of biological terrorism. Examples
of enhanced cooperation would include increasing
discussions of domestic and international terror-
ist incidents, sharing intelligence data, establishing
regional cooperative programs, controlling sales of
equipment and supplies, tracking individuals as-
sociated with biological research, and strengthen-
ing existing international treaties and organizations
(e.g., the World Health Organization).* There has
been increased international cooperation on the issue
of nuclear terrorism (such as the Global Initiative to
Combat Nuclear Terrorism), but not in the sphere of
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biological terrorism. Some feel that nuclear terrorism
is a clearly existential threat to governing states, while
biological terrorism is seen more as an unmanageable
and unlikely threat. The DoD has enlarged the Nunn-
Lugar Cooperative Threat Reduction program to ad-
dress unsecured biological threats within the former
Soviet Union, but Franz notes that the effort could be
expanded further.*

Preventing biological materials and technology
from falling under terrorist control has received much
more attention than developing pre-incident mea-
sures that would protect civilians against exposure to
biological hazards and ensure continuity of essential
government services. The DHS appointed a National
Infrastructure Advisory Council, composed of 30
members from private industry, academia, and state
and local government, to advise the DHS secretary
on protecting critical infrastructure within the United
States. For example, recently, the council released a re-
port evaluating chemical, biological, and radiological
events and their potential impact on critical infrastruc-
ture.®® (The document focused on the possible conse-
quences of a pandemic influenza outbreak. This is not
the same as a biological terrorist incident, which may
be very small in scale and less virulent, but some feel
that any response to such a significant threat would be
the same.)¥

The study identified basic municipal services
such as energy, water, information technology, and
communications as being at risk (due to the loss of
personnel because of the terrorist incident), in ad-
dition to physical security, financial services, food,
and healthcare.”® The panel recommended using the
National Strategy for Pandemic Influenza as the founda-
tional guide for responding to such an incident, fo-
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cusing on communications and engagement between
the public and private sectors, enhancing surveillance
and monitoring efforts, and managing resources such
as vaccines and antivirals. The council did not exam-
ine the advantages of hardening critical facilities, for
instance, using technologies such as those identified
in the Defense Advanced Research Projects Agency’s
“Immune Building” project”™ to mitigate bioterrorist
incidents. These technologies include detection sen-
sors integrated within the heating, ventilation, and
air-conditioning system, automated filtration systems,
and neutralization and decontamination technologies
that are “building-friendly” (i.e., that do not perma-
nently damage the building in the process of remedia-
tion).

Surveillance and Detection.

Project BioWatch. DHS's Project BioWatch is easily
the most prominent biodefense initiative. This pro-
gram aims to provide early warning of a biological
attack (as opposed to tracking clinical reports on dis-
ease outbreaks) to allow for a quicker response, which
would facilitate earlier distribution of medical coun-
termeasures, and to assist in establishing forensic evi-
dence on the source, nature, and extent of biological
contamination. Currently, the project has a number of
air samplers stationed at EPA monitoring sites in more
than 30 major metropolitan areas.” Project BioWatch
also attempts to limit false positive alarms,” since a
false alarm would unnecessarily panic the public if a
report announced it as an actual biological incident.
BioWatch program managers have boasted a record
of millions of analyses without false positives largely
due to a process by which samples are screened twice
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using polymerase chain reaction (PCR) technologies.
It takes some time to achieve the high standard of “no
false positives”; at least 24-36 hours are required be-
tween the time that a sample is collected and when
DHS can announce a “BioWatch Actionable Result.”**
Depending on the biological agent, this may result in
significant delays in isolating and treating individuals
exposed to the organism.

If the BioWatch program is expanded to include
additional cities, the process currently employed to
eliminate false positives will become cost-prohibitive.
As aresult, the DHS is working with the DoE National
Laboratories to develop autonomous pathogen de-
tection systems that would replace the air samplers.
These sensors would offer a quicker cycle, would not
rely on laboratories for preliminary identification, and
would allow testing for a broader number of threat
agents.” If technology proves sufficiently mature for
development, the exposure-to-discovery time could
be reduced to 4-6 hours. The DHS has also suggested
expanding the program to more cities across the na-
tion, although it is unclear how many or by what pro-
cess those cities would be chosen.*

Project BioSense. The CDC’s BioSense project funds
the development of public health surveillance pro-
grams in states and cities across the nation, and creat-
ed an emergency operations center in Atlanta to moni-
tor health trends and permit “situational awareness.”
The project uses BioWatch sensor data as well as on-
going public surveillance programs to flag potential
hot spots of biological disease outbreaks. Although
the initiative has been tracking indigenous diseases
and trends for nearly 4 years, critics question its val-
ue. A team of researchers from John Hopkins Uni-
versity recently noted, “Biosurveillance systems . . .
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have drawn criticism because of the lack of clear dem-
onstrations of value added to traditional health moni-
toring. For example, they have not shown the ability
to detect community-level outbreaks.”®” That is, as the
current system depends on the input of local hospitals
and clinics and upon the CDC to evaluate the data,
it may prove insufficient to flag bioterrorist incidents
and initiate a response.”

Attribution. The Biodefense Strategy discusses at-
tribution under “surveillance and detection” primarily
because attribution will rest heavily on evidence accu-
mulated at federal labs supporting the detection and
identification process. Although the Federal Bureau
of Investigation (FBI) leads the process of discover-
ing the sources of a biological terrorist incident, other
federal agencies (notably DHHS and DoD) gather and
analyze samples. To facilitate these efforts, the fed-
eral government is developing a National Biodefense
Analysis and Countermeasures Center (NBACC) at
Fort Detrick, Maryland, where researchers from the
USDA, DHHS, and DoD can share resources and find-
ings on biological agent characteristics, effectiveness
of countermeasures, decontamination procedures,
and forensic analyses.” The challenges inherent in at-
tribution efforts are twofold —first, determining the
origin of biological organisms used in a terrorist inci-
dent may be difficult if there are no identifying “signa-
tures” as there are with radioactive isotopes. Second,
there is no agreed-upon forensics methodology, given
the absence of actual cases by which to develop such
analytic tools and the difficulty in developing interna-
tional and independent standards.'™

The NBACC is faced with a secondary chal-
lenge that is more political than scientific. Given that
NBACC will be researching and developing biologi-
cal agents for the purposes of threat analysis and for
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a forensics database, Leitenberg argues that the USG
is treading very close to contravening, if not actually
doing so, the intent and wording of the Biological
Weapons Convention.'™ Given the NBACC's lack of
transparency as to the types of biological agents be-
ing produced and to the extent new “engineered”
biological agents are being developed, executing clas-
sified research and development at the center may be
challenging when considering international relations
and treaty compliance.'® If other nations believe that
the USG is researching offensive employment of cur-
rent and future biological warfare agents, they may
respond by increasing efforts to develop their own
biological warfare programs. In response to these con-
cerns, the National Institutes of Health (NIH) formed
a National Science Advisory Board for Biosecurity
(NSABB) in 2004 to oversee USG biological research.
Leitenberg remains unconvinced that the NSABB will
be fully effective, since “[t|he NSABB will not itself re-
view individual research project protocols” and “the
NSABB is to have no oversight over classified BW-
related research, which is the location in which the
most problematic dual-use research is likely to take
place.”1

Response and Recovery.

Immediate Federal Response Roles: DoD, DHS, DoS,
and DHHS. Given DoD technical expertise and special
units dealing with military-grade CBRN threats, the
department has been given the heavy burden of be-
ing prepared to respond with support to multiple (up
to three), simultaneous terrorist WMD incidents in
the United States. (There is no posse comitatus issue in
using DoD response forces for consequence manage-
ment since all forces are acting in passive support of
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either the FBI or FEMA and not in a law enforcement
role.)'™ To enhance capabilities in this area, the Army
abandoned its CB Rapid Response Team concept and
formed a “Guardian Brigade” in 2002 under a Joint
Task Force for Civil Support that reports to the U.S.
Northern Command. The task force has evolved into
the 20th Support Command (CBRNE), a large military
force including both explosive ordnance disposal and
CBRN defense specialist units. As part of this evolu-
tion, the National Guard developed 17 Chemical, Bio-
logical, Radiological, Nuclear, and High-yield Explo-
sive (CBRNE) Emergency Response Forces (CERFs),
each with a staff of about 150 people. In addition, DoD
has authorized the formation of three CBRNE Con-
sequence Management Response Forces (CCMRFs),
each with a staff of about 5,000 people.’®® Only one of
the CCMRFs will be composed of active duty units;
the other two will use Reserve and National Guard
units.

Under current strategy, the DHS would manage
the nonmedical aspects of any federal response to a
catastrophic incident and coordinate all activities of
other federal agencies supporting the response. The
FBI would lead the investigation of the criminal as-
pects of any terrorist event, including terrorist WMD
incidents. The State Department would coordinate
with the World Health Organization, and the EPA
would manage the cleanup and restoration of the con-
taminated site. These responsibilities are discussed
and practiced within national-level exercises but, as
noted above, the biological threat in these exercises is
not always realistic and the federal agencies’ strategic
goals are not clear, making it difficult to measure over-
all readiness and capability. Given the absence of any
bioterrorist incident since 2001, the value and effec-
tiveness of these federal capabilities remain unclear.
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The DHHS would, under the direction of the Bio-
defense Strategy and National Response Framework,
coordinate the medical response to a mass casualty
bioterrorist event. In addition, DoD can provide gen-
eral medical units to support DHHS and FEMA in
response to disasters and catastrophic events. Under
the Clinton administration, DHHS formed Metropoli-
tan Medical Strike Teams for 12 cities, with the intent
of using existing personnel and resources to address
potential terrorist CBRN incidents. The concept has
been expanded to 124 jurisdictions across the United
States, and is now known as the Metropolitan Medical
Response System program.'® This effort attempts to
develop local capabilities to respond to any mass ca-
sualty event (not just CBRN incidents) during the first
few hours of an incident. Following the local medical
response, the federal effort would include consider-
able medical countermeasures.

Countermeasures in Consequence Management. DHHS
also manages the Strategic National Stockpile, a na-
tional repository of antibiotics, treatments, supplies,
and surgical items organized in 12-hour “push pack-
ages” to be deployed to secure locations in the event
of a public health emergency. According to plans, as
more information on the particular biological agent
becomes available, specific pharmaceuticals and sup-
plies could be forwarded through this program.'”” The
challenges of the stockpile’s role are threefold: First,
the stockpile can hold only those antibiotics and treat-
ments that have been approved by the FDA, with an-
tibiotics or treatments being unavailable for many bio-
logical agents, in particular, viral agents. Second, these
pharmaceuticals have a limited shelf life, and therefore
require costly monitoring and restocking. Third, the
success of delivering pharmaceuticals to a bioterror-
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ism incident relies on adequate state and local plans
and training to distribute said material. Distribution
networks, in particular, have been a problem, because
state and local responders are understaffed and do not
conduct exercises to test these plans.'® Of course, one
must develop the stockpiles of all medical products
based on a management plan and distinct priorities,
which may or may not be effective or efficient.

The Public Health Emergency Medical Counter-
measures Enterprise (PHEMCE) is also in this cat-
egory of response and recovery. The enterprise is an
interagency effort within DHHS that includes the as-
sistant secretary for preparedness and response (over-
seeing BARDA), CDC, FDA, and NIH. This group de-
fines and prioritizes requirements for CBRN medical
countermeasures, integrates and coordinates research
and development, and establishes strategies for us-
ing the medical countermeasures held in the Strategic
National Stockpile. In addition to CBRN incidents, the
PHEMCE also addresses medical countermeasures
needed for naturally emerging infectious diseases, in-
cluding pandemic influenza.'” BARDA and NIH de-
velop the stockpile requirements based on DHS risk
assessments, which then allows NIH to fund medical
research and development efforts. BARDA supports
the continued development of medical countermea-
sures toward FDA licensure and develops initial
stockpiles of the countermeasures prior to FDA ap-
proval. Once the products are approved as safe and
efficacious, the CDC acquires and stores the medical
countermeasures.''’

The requirement for a vaccine stockpile becomes
stronger when one considers the need to protect
emergency responders (in particular, medical special-
ists) so that they can perform their mission without
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risking contamination. Adequately addressing this
imperative, however, requires interagency and pub-
lic-private consensus on the effectiveness and safety
of countermeasures, which can be difficult to achieve.
A recent case is illustrative. The Bush administration
attempted to encourage medical providers to vac-
cinate their emergency room staff and first respond-
ers against smallpox, so that in the event of an attack,
hospitals would be able to continue treating infected
patients. Initial plans in late 2002 were to make avail-
able 500,000 doses for major metropolitan areas, and if
successful, the government would produce additional
doses for the general public."! Although U.S. military
forces received the vaccinations prior to deployment
to the Middle East, concerns about the possible side
effects of the vaccine prompted a near-universal rejec-
tion of the initiative by the civilian medical commu-
nity.'?

The Biodefense Strategy assigned the lead role of
medical biological countermeasure research to DHHS.
Although DoD had a much more established research
and development program than DHHS (which had
never overseen formal medical research programs and
had no government laboratory infrastructure of its
own), centralizing USG medical biodefense research
and development efforts under DHHS required this
assignment. This decision was underpinned by two
principal beliefs—first, that medical biodefense re-
quirements for homeland security and military op-
erations were largely the same (protecting individu-
als from biological warfare agents), and second, that
the DoD CB Defense Program had failed to execute
its own program adequately. Specifically, a National
Research Council report noted that the program had
failed to demonstrate sufficient priority by DoD to
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produce (medical biodefense countermeasures). Fur-
thermore, the disjointed and ineffective management
and inadequate funding of current efforts are clear in-
dications that DoD leaders lack an adequate grasp of
the commitment, time, scientific expertise, organiza-
tional structure, and financial resources required for
success in developing vaccines and other pharmaceu-
tical products.'™

As a result of this decision, in 2004, the DoD CB
Defense Program stopped funding research efforts
for a next-generation anthrax vaccine, next-genera-
tion smallpox vaccine, and advanced development
of single-agent vaccines for tularemia, brucellosis,
Ebola and Marburg viruses, ricin toxin, and SEB
toxin. Yet, countermeasure development persists at
DoD. The DoD CB Defense Program continues to de-
velop single-agent vaccines for botulinum toxin and
pneumatic plague, and also funds general science
and technology research into biological threats and
countermeasures.'* The DoD CB Defense Program
also manages the Transformational Medical Technol-
ogy Initiative (TMTI). The program, which purports
to develop broad-spectrum medical countermeasures
against bacterial pathogens and hemorrhagic fevers,
is not a homeland security initiative.!”® Rather, it fo-
cuses on developing countermeasures and processes
to improve protection of military personnel against
existing and emerging biological threats encountered
on the battlefield. These technological efforts are ap-
plicable to homeland security requirements, and DoD
discusses the ongoing efforts with DHHS, the Defense
Advanced Research Projects Agency (DARPA), and
other medical agencies. However, DHHS now has
the lead responsibility to oversee the development of
next-generation vaccines for anthrax and smallpox.
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As a consequence of its high funding level ($5.6
billion over 10 years) and grand strategy of shortening
the drug development process, Project BioShield has
received more attention than any other medical coun-
termeasure initiative. The project sought to encourage
pharmaceutical firms to develop medical countermea-
sures for both current and emerging CBRN hazards.
The USG plans to use these medical countermeasures
in response to a terrorist CBRN incident, even if the
drugs are not officially approved by the FDA. In the
event that unlicensed drugs were used in a federal
response to a biological terrorist event, the manufac-
turers would receive indemnity from prosecution. In
response to the challenges of managing a multi-year
medical research and development program, DHHS
created BARDA in April 2007 to oversee Project
BioShield."®

To date, BARDA has been largely unsuccessful
in assisting pharmaceutical firms to overcome the
“valley of death” —the long period without fund-
ing between initial research and development of a
new product and subsequent FDA approval. Project
BioShield has funded procurement of anthrax vaccine
(anthrax vaccine adsorbed), smallpox vaccine, cipro-
floxacin (treatment for anthrax), botulinum antitoxin,
and a few radiation exposure countermeasures. This
falls somewhat short of the desired range of all pos-
sible biological threats as stipulated by the CDC. An
attempt to fund the development of a next-generation
anthrax vaccine resulted in the collapse of the phar-
maceutical firm (VaxGen) when the company failed
to meet a critical contract milestone.'’” Moreover, the
original legislation for Project BioShield did not offer
pharmaceutical firms any indemnification provisions,
which restrained initial interest in the effort. Although
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Congress added liability limitations in the legislation
that created BARDA, overall interest from industry
remains low. Tara O'Toole suggests that the govern-
ment’s decisionmaking process regarding medical
research and procurement is entirely too slow and
burdensome, which has contributed to the lack of in-
dustry interest.'®

Threat Mitigation and the EPA. The EPA is responsi-
ble, as directed in the Biodefense Strategy and the Na-
tional Response Framework, for determining whether
a biological contaminant poses a threat to the public
or the environment and for ensuring that the threat is
mitigated following the identification and assessment
of the hazard area. This process is complicated by the
expectation that, especially in the case of biological
contamination, the end result will be the complete re-
moval of the hazard. Verifying “zero risk” and allow-
ing open and unprotected access to an affected area
after a contamination incident are very challenging
tasks. For any incident, EPA has to determine which
decontamination technologies need to be used, iden-
tify and monitor the extent of the contamination, con-
duct the actual decontamination, dispose of the haz-
ardous materials resulting from the decontamination
operation, and communicate its actions and rationale
to the public, state and local officials, and other federal
agencies.'’

Before 2002, the EPA did not have established
standards for decontaminating buildings or materi-
als after exposure to specific biological agents. Not all
biological agents require a decontamination protocol,
but each biological agent requires a distinct standard
due to the specific nature of the organism, the decon-
taminant used, and the surfaces treated. As a result,
the EPA collaborates closely with the U.S. military on
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technology development and has sponsored several
ongoing research efforts to better prepare for such
an eventuality. If remediation of a biological terror-
ist incident were carried out in a manner similar to
standard hazardous material cleanup operations, de-
contamination would probably be contracted out to
industry. The EPA formed a National Decontamina-
tion Team in 2004 to coordinate, communicate, and
deliver decontamination expertise to federal, state,
and international agencies requiring hazardous ma-
terial response and remedial operations. The agency
does not have mobile decontamination teams capable
of physically responding to and mitigating terrorist
CBRN incidents nationwide, but it does oversee and
support such efforts.'

ANALYZING THE FUNDAMENTALS OF THE
USG APPROACH

The Biodefense Strategy is an ambitious effort to
address one potential homeland security threat among
many (nuclear terrorism, cybercrime, high-yield ex-
plosives, natural disasters, etc.). Political leaders talk
about the grave threat of biological terrorism, but it
is unclear whether they understand and would ac-
cept the costs of implementing a national biodefense
program that fully addresses all potential biological
threats across all four pillars of the strategy. Williams
and Adams highlight this lack of understanding:

The top-down process of generating HSPDs has not
included consideration of implementation challenges
or budgetary requirements. Some individuals charged
with implementing new HSPDs reported that they
were unfamiliar with the provisions of the directives
before the signed versions hit their desks. The direc-
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tives frequently demanded unrealistic timelines and
lacked the funding to carry out programs or organiza-
tional changes.'*!

Indeed, executing unrealistic strategies could be
very expensive and might divert resources from other
more credible public threats (influenza, heart disease,
automobile fatalities, homicides, and violent crime,
etc.). David Koplow suggests that indigenous diseases
that actually kill and incapacitate millions every year
have not been resourced to the degree required in
bioterrorism programs due to the “political anguish,
emergency funding, and public attention that the na-
tional security entrepreneurs have discovered in the
ever-looming fear of international terrorism.”'*

One of the major challenges, if not the preeminent
one, in biodefense is determining how the federal gov-
ernment ought to measure and monitor progress in
protecting the nation’s cities and people against myr-
iad biological threats. No assessment and oversight
functions exist to identify objectives, examine met-
rics, determine priorities, and recommend budgets.
Williams and Adams suggest that there are at least
three resource management offices and 18 executive
agency branches that share substantial responsibilities
for biodefense, creating a situation where the Office
of Management and Budget “cannot easily identify
overlaps or gaps in federal biodefense budgets.”'*
There is no one person or agency with the authority
to make government-wide decisions on funding and
programs addressing WMD terrorism.'* In addition,
there is no regularized process to allow the top leader-
ship to formally coordinate these decisions.'* Issues
that cannot be resolved by the NSC and HSC have to
be forwarded to the President for a resolution.'*
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Within DoD and DHS, attempts to coordinate ef-
forts among the various component offices working
on biodefense have been ineffective because the de-
partments lack authority to make programmatic deci-
sions, and there are no agreed-upon department-wide
priorities.'”” A strong leader, empowered to oversee
interagency coordination and to shift resources across
agencies to meet biodefense priorities, could focus
biodefense activities (in particular, those overlapping
in DHS and DHHS), including research and develop-
ment, state and local disaster preparedness, disease
surveillance, and other areas.'® Biodefense program
participants likewise note that “interagency coordina-
tion can be successful only if a strong leader takes a
central role in pulling things together.”'*

Despite naming WMDs as one of the gravest
threats to national security, the NSC and HSC have
not shown significant interest in developing either a
long-term strategy or short-term assessments of the
nation’s ability to plan for and respond to bioterror-
ist incidents. It may be that other priorities, such as
conflicts in the Middle East, nuclear proliferation, in-
ternational terrorism, and near-peer adversaries such
as China and Russia, are taking precedence over this
issue. In addition, it seems likely that implementa-
tion challenges and budgetary requirements were not
considered in the development of the 2004 Biodefense
Strategy.'® Due to the lack of an oversight office for
interagency efforts, each organization tasked under
the Biodefense Strategy has had to develop plans and
to resource initiatives on its own.

Congressional leadership has been absent, other
than to hold hearings and evince concern about the
possibility of future biological incidents. It is difficult
to determine whether this absence is because the is-
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sue of defending the nation against biological terrorist
incidents is so daunting, or whether Congress, like the
DoD leadership, simply has other pressing priorities.
Because political leaders are reluctant to appear hostile
to homeland security initiatives, there is a tendency for
them to spew forth profuse rhetoric regarding terrorist
WMD threats, but to take only timid, incremental ac-
tion to address the identified shortfalls. This behavior
is not unexpected; Charles Jones notes that it is typical
for legislators to favor incremental approaches to dif-
ficult public policy challenges, rather than to initiate
new programs, radically change ongoing initiatives,
or terminate nonperforming initiatives.'!

The USG has failed to conduct a national risk as-
sessment to define the probability of a bioterrorism
incident (specifically in relation to other potential haz-
ards), to identify and prioritize specific national vul-
nerabilities, or to establish a baseline for defining the
current level of protection across the nation. In con-
trast, the UK has recently developed a “National Risk
Register” that assesses the likelihood and potential im-
pact of a range of different risks, including pandemic
influenza, industrial accidents, terrorist attacks, and
natural disasters.’”* The United States has not under-
taken an effort to explore the full costs of protecting
the nation’s people, livestock, and crops from all bio-
logical threats (if, in fact, this information is desired).
Surprisingly, while the Congressional Budget Office,
Congressional Research Service, and Government Ac-
countability Office have all issued important reports
on various aspects of biodefense and pandemic influ-
enza, they have not assessed the benefits, costs, and
risks inherent in the Biodefense Strategy, nor consid-
ered potential broad alternatives.
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Much of the debate related to intelligence collec-
tion and defense assessments stems from the question
of whether terrorist organizations are, in fact, devel-
oping or seeking to procure biological warfare agents.
No one disagrees that these agents are dangerous or
that adversarial nation-states are actively researching
and developing biological warfare capabilities. How-
ever, as Leitenberg points out, though international
cooperation and preparation for a possible domestic
bioterrorist attack are useful, there is a strong ten-
dency to exaggerate the real scale and impact of such
an event.” This creates a disparity between the scope
of ongoing projects, on one hand, and the ambitious
goals of protecting the entire nation from multiple
and simultaneous bioterrorist attacks, on the other.
This disparity leads to assessments, such as those by
O’Toole and others, that the USG is unprepared for
a bioterrorism event. However, these studies do not
include the potentially beneficial effects of other on-
going measures to combat terrorism, such as military
operations against terrorist organizations, transporta-
tion and border security initiatives, or antiterrorism
programs initiated by other nations. Given that over-
all federal resources are inherently limited, the USG
requires a roadmap that identifies the objectives, the
priority biological agents, and the timeframe within
which these goals are to be achieved.

Strengths.

The “Biodefense Strategy for the 21st Century”
outlines distinct responsibilities for federal agencies,
which are detailed further in the National Response
Framework. The sections on threat awareness, preven-
tion and protection, surveillance and detection, and
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response and recovery, parallel the homeland security
process of plan, prepare, respond, and recover. This
allows an administration to task a lead federal agency
and other supporting departments with every aspect
of domestic biodefense and ensure that the responsi-
bilities of each are clear. The USG largely appreciates
that critical capability gaps exist, both in conceptual
execution and in material. The Defense Science Board,
for instance, recently called for increased planning;
exercises; and command, control, and communica-
tions (C3) between local, state, and federal agencies,
in addition to promoting more research and develop-
ment into medical biological countermeasures, decon-
taminants, and biodetection.®

Projects BioWatch and BioSense do, in a limited
fashion, provide the federal government with early
indications of a potential biological terrorist incident
in specific metropolitan areas. Because biological tox-
ins may take days to manifest, any early warning can
significantly decrease the number of affected indi-
viduals. What has not been determined, however, is
whether DHS should, in fact, expand BioWatch across
the nation and simultaneously invest in developing
and employing more sensitive (and more expensive)
detectors. The current system costs about $1 million
to set up and $2 million per city per year to operate.
Between 2003 and 2009, $466 million were allocated
to BioWatch, and $459 million were committed to
BioSense.*® There may be a more effective mix of de-
tectors and surveillance systems than those currently
employed. The National Research Council’s Institute
of Medicine is conducting a study to evaluate the ef-
fectiveness of BioWatch and the public health system
and to make recommendations.'”
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Tara O’Toole suggests that insufficient funds are
spent annually on detection, identification, and sur-
veillance of a few specific biological agents.”® She
notes that a focus on an improved public health re-
sponse system would not only support bioterrorism
alerts, but facilitate monitoring of epidemics such as
Severe Acute Respiratory Syndrome (SARS), West
Nile virus, and other biological hazards. Shortages of
trained personnel in public health agencies and labo-
ratories, the lack of decisionmaking tools, and poor
information dissemination to the professional health
community hampered an effective response to the
2001 anthrax incidents.” It is far from clear that these
capability gaps have been addressed by any agency
under the current Biodefense Strategy. A 2007 study
by the Center for Strategic and Budgetary Analysis
suggested that “relatively small” additions of $1-5 bil-
lion a year would be a “prudent investment” against
the possibility of mass casualties resulting from a ter-
rorist attack.'*

DoD and DHHS have agreed to avoid duplica-
tion of effort in the development of medical biological
countermeasures and to collaborate on medical issues.
Yet, the results have not proven fruitful, as DHHS
has not been able to accelerate the movement of any
vaccine potentials into FDA-approved products.'*
This is clearly not due to lack of funding, but to the
pharmaceutical industry’s lack of interest or willing-
ness to develop products that may be high-risk, low-
profit ventures. There are dozens of naturally occur-
ring pathogens that could serve as biological terrorist
threats, in addition to the possibility of unanticipated
bioengineered agents. While DHHS focuses on the tra-
ditional “one bug, one drug” approach, broad-spec-
trum medical countermeasures might be more practi-
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cal, but would certainly take longer to develop and
produce. The long-term funding for such an approach
may be unattainable, given that any broad-spectrum
countermeasure would have to be proven safe and ef-
fective not only against every single biological agent,
but also against mixtures of biological threats encoun-
tered simultaneously. O’Toole notes, “The reality is
that $5.6 billion will not go far, particularly when the
entire threat spectrum is considered and the costs of
actually acquiring (not just developing) medicines
and vaccines are contemplated.”!*?

Weaknesses.

The fundamental weakness of the Biodefense Strat-
egy is that there is no unified oversight or strategic
direction with a clear vision, no identified priorities
given the numerous actions underway, and no en-
gaged leadership to assess and manage the resources
within the context of USG actions. A strategic plan
is desperately required to frame the challenge accu-
rately, determine achievable end states, prioritize in-
teragency efforts, and oversee implementation. Such a
plan has not been developed due to a failure to decon-
flict multiple national strategies addressing similar
WMD issues; immediate concerns about other com-
peting, near-term national security crises; an inability
to ascertain and articulate realistic terrorist motiva-
tions and capabilities; limitations on implementing
international cooperative activities; and an inability to
overcome technical and programmatic limitations to
achieve desired operational capabilities.

Within DoD, responsibility for WMD (to include
homeland security) issues have been fractionalized
among three distinct divisions within the Office of the
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Under Secretary of Defense for Policy: WMD elimina-
tion, WMD interdiction, passive defense, and nonpro-
liferation fall under the purview of the assistant secre-
tary of defense for global security affairs; the assistant
secretary of defense for homeland defense and Amer-
ica’s security affairs handles all domestic consequence
management issues; and the assistant secretary of de-
fense for special operations and low-intensity conflict
has offensive operations, active (missile) defense, and
foreign consequence management in his portfolio.'*
Within DHS, the Office of Health Affairs is the lead
entity for biodefense, but several other outside com-
ponents also conduct biodefense work. These groups
generally do not share program information until the
budget and justification documents are finalized.'
According to Williams and Adam:s:

DHS's organizational and process weaknesses lead to
duplication and uncoordinated biodefense programs.
For example, the Office of Health Affairs is the prin-
cipal agent for biodefense within the department, but
several other DHS components are also engaged in
biodefense work. In past years, the various compo-
nents have not shared details of their program plans
as they developed them. Those charged with coordi-
nating the department’s biodefense programs only
learned the program details after the budget and justi-
fication documents were finalized. Reviews of the jus-
tification documents after the fact surfaced duplicative
mission statements as well as uncoordinated efforts
fragmented across tens of programs.'*®

In addition, within DHS and other agencies, legacy
interests and internal program expansion dominate
over “coherent deliberation about national needs,” a
fact that has undermined effective coordination. Ac-
cording to the Congressional Research Service, “bio-
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defense activities in HHS and DHS overlap in several
areas, including research and development, state and
local disaster preparedness, surveillance of infectious
disease, and mental health counseling for disaster vic-
tims.” 14

The USG does not know or interest itself in spe-
cific terrorist groups’ motivations or capabilities, and
does not stress the development of feasible scenarios
involving the employment of biological threat agents.
USG officials continue to plan based on the assump-
tion that terrorists will obtain military-grade biologi-
cal agents in quantities capable of causing simultane-
ous mass casualties in multiple cities. This is contrary
to the current (and anticipated) trend that shows ter-
rorist groups relying on high-yield explosives and im-
provised weaponry rather than WMDs. For instance,
the NCTC reported that in 2007, there were about
14,500 terrorist attacks (mostly in Iraq) caused by more
than 130 terrorist groups, resulting in approximately
13,600 fatalities and 38,000 injuries. None of the fatali-
ties were caused by CBRN hazards. About 2 percent
of the injuries were caused by the relatively ineffec-
tive chlorine vehicle-borne improvised explosive de-
vices in Iraq.'” Small arms proliferation continues to
fuel civil wars and insurgencies, with more than 640
million of such weapons circulating globally.™® It may
be, as noted terrorism analyst Brian Michael Jenkins
suggests,'* that terrorism trends over the next few de-
cades cannot be predicted, and that a terrorist group
may, in some future venue, use CBRN effects to cause
mass casualties. Certainly the numerous statements
from politicians, government officials, and national
security analysts repeatedly stating how serious the
threat that biological and nuclear terrorism is, cannot
avoid attracting attention from violent extremists who
wish to cause us harm.'
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Nevertheless, one cannot assume that terror-
ist groups in general will seek to cause a large-scale
CBRN incident merely on the basis of projected ad-
vances in technology and increased access to labora-
tory equipment and material as a result of the broad-
ening global economy. Although much information
remains classified, except for al Qaeda, there has been
no specific terrorist group identified in open literature
as actively seeking to obtain and employ CBRN effects
for the purpose of inflicting mass casualties. Rather,
most analysts stress the possibility that a determined
terrorist organization could, given state sponsorship
or access to material and laboratory equipment, do so.
In addition, the USG believes that since nation-state
military forces employ WMD dissemination devices
to cause mass casualties, terrorist organizations will
likewise seek out and develop that capability. To date,
al Qaeda literature has not revealed any discussion on
weaponization, manufacture of munitions, or effec-
tive delivery systems. “They lack any real insight into
credible techniques of weaponization and deployment
of CBRN agents,” notes one commission report.'! Fail-
ure to identify and understand terrorist motivations
and capabilities necessarily limits the government’s
ability to employ preventive measures to mitigate or
stop terrorist use of biological agents.

International cooperation is key to reducing bio-
logical threats, but technology and concepts in sup-
port of global interdiction efforts may be limited for
the near future. Easy access to technical information
and equipment around the globe is one of the lead-
ing reasons why many analysts believe that there is
an increased chance of CBRN terrorism in the near fu-
ture.” One can debate that assumption, but it is true
that any attempts to control technical information and
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equipment would need to occur on a global scale to
be effective. The global economy, combined with the
Internet, has made unregulated, international com-
merce extremely simple. Developing and implement-
ing international guidelines for biological research
projects and monitoring the global sale and shipment
of biological research equipment and material are ex-
tremely complex and probably costly undertakings.

Current interdiction initiatives have focused on ra-
diological and nuclear threats, not because these are
the most probable (they are not), but because the sci-
ence is sufficiently simple to allow inspectors to search
for the materials. Radiation has not changed from the
basic flavors of alpha, beta, and gamma, and in the
absence of shielding, it is relatively easy to find those
containers with radioactive material. Not so with
chemical or biological materials—if the containers
are sealed adequately, it is difficult to search a cargo
container ship for hazardous chemical or biological
materials. There is no signature as with radioactive
isotopes. USG agencies do not have the equipment or
concepts to effectively and efficiently conduct nonin-
trusive searches on ships, airplanes, or other vehicles
for these materials.”® Unlike centrifuges, the dual-use
nature of laboratory equipment makes it far from clear
whether a particular shipment is intended for military,
terrorist, or commercial purposes.’™ This underscores
the importance of focusing on terrorist motivations
and means, not on a perceived threat from terrorist
groups in general.

Despite discussions of societal resilience following
a pandemic influenza incident, there has been little ef-
fort to harden critical infrastructure in the aftermath
of a bioterrorist attack. This issue has not been fully
evaluated, partially due to the cost of retrofitting ex-
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isting buildings and developing new construction
standards. The potential for a pandemic to overwhelm
society is real, but most analysts focus on a purely
medical response to preparing the public and ensur-
ing continuity of government. If the government is to
operate through a pandemic or biological terrorist in-
cident, one effective initiative could be to develop and
implement technologies that would enable buildings
to filter out contaminants and protect personnel dur-
ing the incident. However, it does not appear that any
federal agency has picked up where DARPA left off
with its Inmune Building project.’”

The capability to develop and stockpile medical
countermeasures remains inadequate for most bio-
logical threats. Despite the best intentions of DHHS,
Project BioShield has not made significant progress
in developing new medical countermeasures for bio-
logical agents. Other than anthrax and smallpox vac-
cines, there have been no new efforts. In part, this is
because the USG has been unable to convince phar-
maceutical companies to invest in this endeavor. For
most firms, it is too risky to develop medical coun-
termeasures that might be used only for bioterrorism
incidents —for reasons of liability, profitability, and
insurance. Small pharmaceutical firms have more in-
centive to try, but the failure of VaxGen to get its next-
generation anthrax vaccine through Project BioShield
may dampen the interest of prospective firms.'*® If the
Strategic National Stockpile does not address the Cat-
egory A threat list of six biological agents (as current
indications suggest), then its ability to provide medi-
cal countermeasures and equipment for all potential
bioterrorism scenarios must be called into question. It
remains unclear how much money will be required to
complete and sustain this effort.

211



The capability to use forensics to identify a specific
nonstate actor or nation as the perpetrator of a biologi-
cal terrorist incident remains elusive. As the 2001 an-
thrax incident demonstrated, it is difficult to identify
the source of a biological organism, even organisms
cultured within the United States. Starting with the
long list of potential biological agents that can be cul-
tured in any basic laboratory, one has to also include
indigenous diseases, engineered diseases, and new
unknown organisms. Without a collection of agents
to act as a reference library, it becomes nearly impos-
sible to clearly attribute any biological organism to a
particular region or nation without supporting foren-
sics or intelligence evidence. Lacking relevant goals
with measurable actions and an acquisition strategy
that is based on realistic threat assessments, it remains
unclear whether Projects BioShield, BioWatch, or Bio-
Sense are adequately addressing the potential threats
against the nation.

The current biodefense threat assumption is that
terrorist groups will use dissemination devices such
as aerosol generators that would enable large area
coverage, leading to mass casualties. However, the
USG cannot presently monitor for biological releases
throughout most of the nation, and probably will not
be able to, due to cost and operational constraints.
Sustainment costs for current monitoring are also
substantial, since each site has numerous outdoor
monitors (50 to 200), from which samples are taken
every 12 hours. The costs of identifying each sample
from each detector at regional laboratories (more than
$100 per sample, and one sample every 12 hours from
each monitor) can run up to $2 million per city per
year. The current process focuses on only six agents
and does not differentiate between natural biological
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outbreaks and intentional releases of biological agents
(for example, there were false alarms involving tula-
remia in 2003)."” In addition, BioWatch cannot detect
the release of a biological agent inside a building or
monitor the traveling patterns of people infected with
a contagious disease. Currently, DHS has BioWatch
efforts in about 30 metropolitan areas, but it is unclear
when or if other cities will participate. (For context,
there are more than 260 cities in the United States
with populations of more than 100,000.)

It is also uncertain if a national network of bio-
logical sensors is even warranted, given the nebulous
terrorist threat and challenge of efficiently delivering
large quantities of biological agents. A 2003 JASON
study noted that a “blanket defense” set of sensors
might require an annual expenditure of $10-15 bil-
lion, and even then total coverage against all threat
agents would not be guaranteed. Project BioWatch fix-
ates on one possible mode of employment— military
BW agents disseminated over large areas—and thus
ignores a multitude of other biological threats and
dissemination techniques. The JASON study recom-
mended a much more flexible, intelligence-driven,
and smaller system of networked sensors focused on
high-value locations and supplemented by medical
surveillance reports.” There is no evidence that DHS
is considering such an approach at present.

Although DoD has considerable technical expertise
and manpower, it is not the optimal agency to respond
to biological terrorist incidents. For all the “WMD”
and “CBRN” tags in the Pentagon organizational
titles, in essence DoD response forces are developed
for mass casualty events that occur with a bang, not
a murmur. Assistant Secretary of Defense for Home-
land Defense Paul McHale believes this expertise will
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make DoD response teams the lead executors for cata-
strophic events such as nuclear and biological terror-
ism.” If prepositioned at a national special security
event (such as the Olympics, July 4th celebrations, or
national political conventions), DoD response forces
may have a substantial impact on the rapid detection,
identification, and mitigation of a terrorist CBRN inci-
dent. However, in the event of a covert, unannounced
release of a biological agent, the incident will unfold
more like a seasonal flu or circumscribed contagion,
with local and state leaders becoming aware of the
event only through reports from hospitals and clinics.
No amount of military personnel or specialized equip-
ment can solve this challenge, no matter the scale of
the attack.

The unanswered question is, How would the DoD
forces respond in the event of a no-notice, covert bio-
terrorist incident? Lacking a public announcement by
a terrorist group, DoD will be unaware of the need
to act, and therefore will add little of value in such a
scenario. If they are summoned by state or local emer-
gency responders for assistance prior to an incident
(for instance, to examine a dissemination device or to
develop plans for coordinating actions and resources),
they have some limited value. If they arrive after the
release of a biological agent, their role is limited to
supporting the identification of the hazard and assist-
ing in remediation efforts. That is to say, there are no
real life-saving roles for DoD response forces, as the
public health community would be the predominant
players. However, DoD expertise in biological foren-
sics, especially the staff at Fort Detrick, will be an asset
to any government response. These forensic response
forces can be valuable when prepositioned to support
state/local emergency responders with pre-incident
technical advice and post-incident cleanup.
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ASSESSING ACHIEVEMENTS

Although the 2004 Biodefense Strategy clarifies the
roles of federal agencies in biodefense, the overlap in
the three national strategies addressing terrorist WMD
issues makes it difficult to determine whether there
are clear goals for this strategy and whether the USG
is making progress. Within DoD, DHS, and DHHS, the
lack of a single policy office both responsible for and
actively guiding the execution of biodefense activi-
ties remains a severe leadership challenge. The lack of
intra-agency cooperation (particularly in the manage-
ment of research and development and development
of risk assessments) is troubling as well. The differ-
ence in requirements among agencies should be clear;
while DoD aims to protect U.S. military personnel and
bases, DHS and DHHS are charged with protecting the
general civilian populace and critical infrastructure.
(DoD does not adequately explain the distinctions of
biodefense capability efforts required for combat op-
erations and for homeland security, which contributes
to the confusion.)

Concerns about the rapid growth and spread of
biotechnology across the globe have led to numerous
discussions on international monitoring and reviews
of government and academic biological research. Lit-
tle action has been seen to date due to the perceived
difficulty in creating an international agency empow-
ered to review and challenge a nation’s biotechnology
efforts and the potential failure of such international
efforts to deter or reduce the threat of bioterrorism.
It is unclear if this lack of action was specific to the
Bush administration or due to the international com-
munity’s views that such efforts were too intrusive or
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too difficult to accomplish for any nation with a sig-
nificant biotechnology industry. In any event, more
international cooperation could be harnessed, if suf-
ficient USG leadership and resolve exist.

Between 2001 and 2009, the USG will have spent
an estimated $57 billion on federal activities intend-
ed to protect civilians from biological terrorist in-
cidents. About half of this sum has been directed to
DHHS (primarily NIH research and CDC biosurveil-
lance efforts), with a third going to DHS (primarily to
BioShield and BioWatch), and the rest going to DoD (9
percent), the USDA (3 percent), EPA (2 percent), and
the State Department (1 percent).'® (Technically, DoD
funds are not directly applied for civilian defense, but
they are cited here because many analysts believe mil-
itary research efforts could be applicable to develop-
ing civilian capabilities used to respond to a domestic
biological terrorist incident.) Annual funding has lev-
eled off at about $5.5 billion across the federal govern-
ment. The current level of federal funding is relatively
in line with what is budgeted for general public health
efforts. For example, in its Fiscal Year 2009 budget,
DHHS proposed spending $4.3 billion on bioterror-
ism preparedness efforts, with $68.5 billion for dis-
cretionary funds (food and drug safety, maternal and
child health funding, HIV/AIDs comprehensive care,
American Indian health service, vaccines for children,
child care, biomedical research funds for the National
Institutes of Health, etc.) within its total departmental
budget of $737 billion."* Some of the $4.3 billion of
DHHS bioterrorism funding is allocated to improving
the readiness of the public infrastructure.

DHHS involvement leads to a discussion of wheth-
er to integrate bioterrorism preparedness efforts into
the public health program. There are clear examples
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where the federal and state governments would ben-
efit from such an approach. For instance, the CDC has
recently released guidance on immunizing emergency
responders against anthrax prior to a biological terror-
ist incident. The agency recommends that emergency
responders should be offered such vaccinations on a
voluntary basis (unlike the military policy) and that
such an initiative ought to be “carried out under the
direction of a comprehensive occupational health and
safety program.”'®? On the other hand, while a pan-
demic influenza event would certainly qualify as an
emergency, it is distinctly different from a biological
terrorist incident or a natural disaster in terms of dura-
tion, range of effect, and impact on the public.'® These
distinctions become important when developing fed-
eral and state response plans and adequately resourc-
ing appropriate efforts. The question becomes, Are
the costs incurred by a national biodefense program
offset by reductions in public morbidity and mortal-
ity related to influenza and other infectious diseases?
Or, are there no net reductions of death and illness as
a result of the national biodefense program, which, if
the answer is no, may suggest that public health ser-
vices ought to take priority over specific biodefense
initiatives? As there has been no attempt to measure
the dual benefits of a national biodefense program
with respect to public health issues, it is impossible
to assess the total cost and efficiencies if a biodefense
program was to be more closely integrated within the
public health infrastructure.’®

CONCLUSION
Despite progress in U.S. biodefense since 2001,

critical seams remain. Overall, the Biodefense Strat-
egy cannot presently be deemed a success. Even if one

217



raised the metric to monitoring cities with popula-
tions over 200,000, Project BioWatch has established
a presence in only a third of this population set. The
Strategic National Stockpile holds vaccines for an-
thrax and smallpox—two of the six top biological
threats —as BARDA continues to solicit uninterested
pharmaceutical industries into participating in its
Project BioShield. The CDC’s biosurveillance program
is growing, but its process of identifying significant
disease outbreaks is slow and does not address many
smaller communities. As federal agencies develop
their general purpose CBRNE response forces, it is
unclear if they are realistically evaluating the terror-
ist threat. In addition, the overreliance on military
response forces and the underutilization of the pub-
lic health infrastructure may prove misguided in the
event a bioterrorist incident overwhelms the health
system. Although federal agencies discuss the risk of
potential worst-case scenarios, actual risk manage-
ment practices are not apparent. Interagency collabo-
ration on developing biological threat characteristics
and forensic capabilities has just begun with the dedi-
cation of a new center at Fort Detrick.

By developing and implementing efforts within
the Biodefense Strategy, the USG has begun to under-
stand how difficult it will be to create comprehensive
biodefense protections across the nation. The USG has
identified the correct agencies and efforts required
to address the full gamut of planning and preparing
for, responding to, and recovering from a biological
terrorist incident. The National Response Framework
identifies all federal agency responsibilities and clari-
fies lead and supporting roles. Research and develop-
ment efforts are under way to improve critical capa-
bility gaps throughout the strategy. DHS, DHHS, and
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DoD have separate but parallel research and develop-
ment efforts. This duplication of effort is not necessar-
ily undesirable, however, if the resulting hardware is
specific to the agencies” unique mission requirements.
But it is far from clear that responsible USG leadership
understands the 9/11 Commission’s warning that:

it is [not] possible to defeat all terrorist attacks against
Americans, every time and everywhere. . . . [The
American people] should expect that officials will
have realistic objectives, clear guidance, and effective
organization. They are entitled to see some standards
for performance so they can judge, with the help of
their elected representatives, whether the objectives
are being met.'®

The absence of a skillfully fashioned long-term
strategic plan with clear goals prevents an assessment
of the value of these efforts, especially when mea-
sured against other high-priority national security
issues and public health programs. The deliberate in-
tertwining of counterproliferation, counterterrorism,
and homeland security strategy and policy will likely
continue to frustrate discussion and block the imple-
mentation of corrective actions. The existing detection
and treatment programs address only a few of the
most dangerous biological diseases, while ignoring
the vast majority of other potential biological organ-
isms that might be used in a terrorist incident. Critical
gaps in threat awareness have resulted in worst-case
scenario assumptions and overly ambitious response
measures against an unknown (and possibly exagger-
ated) adversary. These challenges combine to confuse
the USG and analysts as to the true scope and cost of a
biodefense program that is needed for the nation.
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To reiterate, the following flaws have weakened
development and implementation of the “Biodefense
for the 21st Century” strategy:

There is no unified oversight or strategic direc-
tion with a clear vision, strategic goals, or mea-
surable actions to guide the implementation of
this strategy.

The USG does not clearly understand specific
terrorist groups” motivations, capabilities, and
feasible activities with regard to the potential
employment of biological threat agents.
International cooperation is a key factor in re-
ducing biological threats, but technology and
concepts in support of interdiction efforts may
be limited for the near future.

While there are discussions of societal resil-
ience following a pandemic influenza incident,
little effort is exerted to harden critical infra-
structure.

The capability to develop and stockpile medi-
cal countermeasures remains inadequate for
most biological threats.

The capability to use forensics to identify a spe-
cific nonstate actor or nation as the aggressor
behind a biological terrorist incident remains
elusive.

The USG cannot monitor for biological releases
throughout the nation. It is unclear whether to-
tal coverage is achievable, affordable, or even
desirable.

Although DoD has considerable technical ex-
pertise and available manpower, it is not the
optimal agency to support federal responses to
biological terrorist incidents.
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If national efforts to plan for and respond to bio-
logical terrorist incidents are not sustainable and ex-
ecutable within the larger context of the public health
infrastructure, effective biodefense will remain be-
yond reach. This is not to imply that the public health
community should either lead or subsume the nation-
al biodefense effort. Critical national security aspects
may be neglected if personnel and funds are spread
thin in an attempt to holistically address all natural
and manmade diseases that can affect public health.
While strengthening the public health infrastructure
assists in bioterrorism preparedness, there are unique
aspects of bioterrorism and pandemic flu prepared-
ness that require specific emphasis. The frantic exhor-
tations of federal officials and critics alike who insist
that it is “only a matter of when, not if”'% bioterrorists
will strike and kill millions of Americans do not help
the situation. This rhetoric only clouds the issue, and
facilitates ever-greater complacency regarding the
threat of bioterrorism.
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CHAPTER 4

FAILURES AT THE NEXUS OF HEALTH AND
HOMELAND SECURITY:
THE 2007 ANDREW SPEAKER CASE

Elin Gursky
Sweta Batni

INTRODUCTION

The 2007 Andrew Speaker case of highly drug-
resistant tuberculosis (XDR-TB) created a sobering
awareness of the fault lines in strategy and policy
necessary to contain the global spread of an infec-
tious disease. When Speaker boarded a plane bound
for Europe, he left in his wake numerous state, local,
and federal officials —health, homeland security, and
transportation —bereft of abilities to cross-communi-
cate, garner consensus, and act decisively to resolve
the situation without sowing confusion and interna-
tional criticism. This chapter summarizes the events
and facts associated with the Speaker case, recalls the
actions taken by key agencies, and offers an evalua-
tion of seminal problems and a detailed analysis of the
deficiencies in national security policy as it pertains to
controlling both intentional and nonintentional com-
municable disease outbreaks. This chapter addresses
four questions: Did the U.S. Government generally act
in an ad hoc manner, or did it develop effective strate-
gies to integrate its national security resources? How
well did the agencies and departments work together
to implement these ad hoc or integrated strategies?
What variables explain the strengths and weaknesses
of the response? What diplomatic, financial, and other
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achievements and costs resulted from these successes
and failures?

These are critical questions, as natural and deliber-
ate health security threats will define and challenge
the U.S. Government, as well as the nation’s econom-
ic, medical, and public health infrastructures, over
the coming decades. The global transport of goods,
people, and agricultural commodities has become a
natural and potentially malevolent vector for the in-
troduction of new and emerging pathogens into and
across the United States. In 2007, U.S. airlines carried
a record 769 million scheduled domestic and interna-
tional passengers,' each representing a plausible dis-
ease vector for spreading communicable pathogens.?
The natural and/or deliberate release of an infectious
disease agent with high infectivity, pathogenicity, and
virulence® through American mass transportation sys-
tems may rapidly overwhelm local, state, and even
national health and disaster response capabilities. In
such a scenario, the significantly increased scale of
morbidity and mortality might threaten U.S. national
security. This would lead to a potential cascade of
negative events, including the loss of U.S. workforce
productivity and the imposition of financial and in-
frastructural burdens on the U.S. health care systems.
It might also undermine routine civil and economic
systems and damage the public’s collective confidence
in government.

Methodology.
An international health incident involving XDR-
TB effectively illustrates the complexities that local,

state, federal, and international agencies face in iden-
tifying, communicating, containing, and resolving in-
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fectious disease incidents. This case was not selected
because of the agent of disease, nor is this analysis
meant to suggest that tuberculosis should be consid-
ered a candidate terrorist biological agent. Rather, by
demonstrating existing gaps in U.S. preparedness and
response strategy, this analysis serves as a surrogate
for instances of other biological and communicable
diseases that could pose national security threats.

An extensive literature review was conducted to
identify published open-source information associ-
ated with this case, including academic peer-reviewed
literature, government analyses and testimony, and
the lay press. This research revealed numerous con-
flicts in dates, as well as discrepancies regarding the
occurrence and details of specific events. Attempts
were made to resolve these inconsistencies, with refer-
ences throughout this case study indicating the specif-
ic source of information used.* Congressional interest
in the Speaker case resulted in hearings and reports
that generated a number of useful documents avail-
able for review. Of particular interest were the follow-
ing: “The 2007 XDR-TB Incident: A Breakdown at the
Intersection of Homeland Security and Public Health”
(Committee on Homeland Security, report prepared
by the majority staff, September 2007); “Recent Case
of Extensively Drug Resistant TB: CDC’s [Centers for
Disease Control and Prevention’s] Public Health Re-
sponse” (statement by Julie L. Gerberding before the
Committee on Homeland Security, U.S. House of Rep-
resentatives, June 6, 2007); and “Extensively Drug-
Resistant Tuberculosis (XDR-TB): Emerging Public
Health Threats and Quarantine and Isolation” (Con-
gressional Research Service report, updated April 1,
2008). Congressional inquiries sought to determine
temporal factors, the quality of information being act-

241



ed upon, and the efficiency of countermeasures that
were eventually brought to bear.

Failures in Disease Control.

Key federal agencies —the CDC, U.S. Customs and
Border Protection (CBP), the Transportation Security
Administration (TSA), and others —acting under the
guidance of national security framing documents
such as Emergency Support Function 8 of the National
Response Plan® and Homeland Security Presidential
Directive 21°— play a critical role in and share the bur-
den of responsibility for preventing the introduction,
transmission, and spread of communicable diseases
such as TB across U.S. borders.

Analysis of the U.S. Government response to the
Speaker incident illuminates institutional deficiencies
within the various federal agencies that bear respon-
sibilities in such circumstances. Ad hoc actions and
the oft-delayed and ineffective implementation of
emergency public health measures did little to mini-
mize Speaker’s ability to expose travelers and other
contacts to his disease. There were numerous gaps in
U.S. interagency coordination, communication, and
response integration; patient risk communication and
management was ineffective; and the implementation
of international public health legal mechanisms to re-
strict further travel and transmission risk of infectious
individuals domestically and across U.S. borders suf-
fered from a number of flaws. Gaps in these disease
control “rules of engagement” can ultimately compro-
mise national security. This case offers valuable les-
sons for understanding and subsequently refining the
federal government’s role in preventing and contain-
ing the emergence and spread of public health risks
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from natural or deliberate events that require robust
national security policies and decisionmaking. For
these reasons, this case study is of particular impor-
tance and relevance to the Project on National Secu-
rity Reform.

BACKGROUND
Disease-Accessible Skyways.

In the spring of 2007, Andrew Speaker, a 31-year-
old Atlanta lawyer, confounded numerous public
health, homeland security, customs and border pro-
tection, transportation safety, and other federal, state,
and local agency officials when he boarded Air France
Flight 385 on May 12. He traveled from Atlanta, Geor-
gia, to Paris, France, having been diagnosed with a
multiple-drug-resistant form of tuberculosis (MDR-
TB)’ just 2 days earlier.? Speaker’s elusion of authori-
ties was not unique. Earlier that same spring, (April
16-May 31), a Mexican national with MDR-TB entered
the United States undetected 21 times over the 7-week
period despite a Treasury Enforcement Communica-
tions System (TECS)’ lookout record of the infected
individual being placed in the CBP computer-based
screening system.'’ These facts prompted comment by
Homeland Security and Governmental Affairs Com-
mittee Chairman Joe Lieberman:

I am disturbed by the apparent poor coordination be-
tween CDC and the Department of Homeland Securi-
ty that allowed a Mexican citizen known to be infected
with a highly drug resistant form of TB to cross the
Southern border 76 times and board an airplane with-
out detection. This incident is strikingly similar to the
case of Andrew Speaker. . .. Our border security and
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aviation controls are not working if this type of breach
is allowed to occur over and over again."

Tuberculosis — Old Disease, New Threat.

Despite perceptions to the contrary, TB remains a
major public health threat worldwide. It is transmitted
through aerosol dissemination, including speaking,
singing, and coughing. Otherwise healthy individuals
are at risk of contracting the disease after prolonged
exposure.”? Persons with compromised immune sys-
tems, young children, and the elderly are at greater
risk.”® An ancient infectious disease, tuberculosis was
referred to in early Greek literature as “phthisis” or
“consumption” and was identified by Hippocrates as
the most widespread disease of his time. It is caused
by the tubercle bacillus and was first seen under a
microscope through a staining technique developed
in 1882 by bacteriologist Robert Koch.™ Despite huge
advances in diagnosis, treatment, and prevention in
the latter part of the 20th century, it is believed that
more than one-third of the world’s current popula-
tion has been exposed to this infectious disease agent
and that up to 10 percent of this group will become
symptomatic and infectious.” The United States expe-
rienced a resurgence of TB from 1985 to 1992: the an-
nual rate has since been decreasing, although the rate
of decrease has recently slowed. There were 49 cases
of XDR-TB, i.e., Mycobacterium tuberculosis strains
that are virtually untreatable with currently available
drugs, reported to the CDC between 1993 and 2006.%
Cases of XDR-TB have been identified in 47 countries
on 6 continents.””
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Strategy: How the U.S. Government Handled the
Andrew Speaker Tuberculosis Case.

In January 2007, Speaker sought medical care af-
ter injuring his ribs in a fall.’® The following events
occurred from January through March 2007. A chest
X-ray performed during the diagnostic evaluation
revealed an abnormality in an upper lung area, clini-
cally suggestive of tuberculosis, although Speaker
was experiencing none of the classical symptoms of
pulmonary TB."” The initial sputum test® came back
negative,” but subsequent culture testing? confirmed
the presence of tuberculosis. Speaker began meeting
regularly with health officials from the Fulton County
(Georgia) Health Department,” and he was placed on
the standard four-drug treatment.* Routine epidemi-
ologic strategy, which included identifying and test-
ing contacts,” revealed that neither Speaker’s fiancée
nor other close associates were infected.

On May 10, 2007, additional laboratory tests for
drug sensitivities revealed that Speaker was infected
with MDR-TB.” The Fulton County Health Depart-
ment, where Speaker was receiving his tuberculosis
treatment, notified its state counterpart, the Georgia
Division of Public Health (GDPH), on that same date.?
The GDPH subsequently contacted the CDC but indi-
cated that “the call from the county left officials in the
[GDPH] office with the impression that the problem
was largely hypothetical.”? Additionally, the GDPH
was unaware that Speaker intended to leave the coun-
try and did not know until May 17 that he had flown
overseas.”* However, Julie Gerberding, director of the
CDC, later declared:
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[O]n the evening of May 10th, the Georgia Health De-
partment emailed CDC’s Atlanta Quarantine Station
and reported that they were aware of an MDR-TB pa-
tient (patient was not identified) that may intend to
travel in 3 weeks. HHS/CDC exchanged emails with
the Georgia Health Department with options to pre-
vent [Speaker’s] travel including written notification
under local authority.*

Some reports indicate that Speaker was given a
verbal warning in person by county health officials
and his private physician on May 11, 2007, about the
prohibitions against travel for persons infected with a
communicable disease.*> In the following days, local
health officials made several failed attempts to hand-
deliver to Speaker at his residence and business a
written medical directive formally advising him of the
dangers and prohibitions against travel.*® Although
the House Homeland Security Committee report says
Speaker believed that Fulton County officials “pre-
ferred” that he not travel,* Dr. Gerberding stated that
“the patient really was told that he shouldn’t fly.”®
Reports state that Speaker was reluctant to cancel his
long-planned wedding in Greece and honeymoon in
Italy.* He moved up his departure date from May 14
to May 12.%

On May 12, Speaker and his fiancée boarded trans-
atlantic Air France flight 385 from Atlanta, arriving in
Paris the following day. They flew on May 14 from
Paris aboard Air France flight 1232 to Athens, Greece.
On May 16, the Speakers boarded Olympic Air flight
560 from Athens to Thira Island, where they stayed
until May 21.%

On May 17, 5 days after Speaker’s departure from
the United States, the Georgia State Public Health
Laboratory requested that the CDC test Speaker’s spu-

246



tum sample for XDR-TB.* According to testimony by
Julie Gerberding, the GDPH notified CDC’s Division
of Global Migration and Quarantine (DGMQ) on May
18 that Speaker had traveled overseas.*’ Subsequently,
on May 21, the Speakers flew on Olympic Air flight
655 from Mykonos Island to Athens, and from Athens
to Rome.*

CDC laboratories confirmed on May 22 that Speak-
er was infected with the more rare and difficult-to-treat
subtype of tuberculosis, XDR-TB.*> This prompted
the DGMQ), in collaboration with the Fulton County
Health Department, GDPH, the commercial airlines,
the TSA, and the patient’s family to initiate efforts to
locate, transport, and isolate Speaker.** The DGMQ,
in accordance with its federal authority under Emer-
gency Support Function 8 of the National Response Plan
and the U.S. Public Health Service Act,* exercised its
responsibility to coordinate “with the appropriate
State, local, and tribal medical and public health of-
ficials and organizations to determine current medical
and public health assistance requirements.”*

On May 22, CDC officials contacted the Assistant
Port Director for the Atlanta office of CBP (co-located
in the same office).** CDC’s DGMQ notified Atlanta
CBP that Speaker posed a significant public health risk
and requested that CBP Atlanta attach a TECS lookout
record to Mr. and Mrs. Speaker’s passports. This mes-
sage stated that Andrew Speaker had “multiple drug
resistant TB and [was] a public health risk” and in-
cluded instructions to “place mask on subject, place
in isolation, well-ventilated room if possible.”* This
message also instructed CBP to contact Dr. David Kim
of the CDC upon encountering Speaker in order to co-
ordinate necessary arrangements to have the patient
detained upon his reentry to the United States.** On the
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same day, the CBP passenger analysis unit in Atlanta
placed the TECS message, which could be viewed by
all federal officials with access to TECS,* on Mr. and
Mrs. Speaker’s passports. Additionally, CBP officers
at all Customs and Border Patrol locations received a
policy and operational matters briefing on the infected
patient and his wife.”

Also on May 22, CDC officials tracked the Speak-
ers’ location to Rome. According to reports, Dr. Kim,
acting under the direction of Dr. Martin Cetron, Direc-
tor of the CDC’s DGMQ), spoke with Andrew Speaker
over the phone and informed him of his diagnosis,
explained the severity of the disease, instructed him
to terminate all travel and cease use of all commercial
airliners, and initiated conversations regarding isola-
tion, treatment, and travel alternatives. Speaker was
informed that he would be contacted the following
day with travel information. He and his wife agreed
to cancel their plans to move on to Florence the next
day while they awaited further CDC instructions.’
Dr. Cetron also dispatched a former CDC employee
then working with the Italian health ministry to go
visit Speaker at his hotel specifically to reiterate the
instructions provided by Dr. Kim.>

The next day, Dr. Kim phoned Speaker with
instructions to turn himself in to Italian health aut-
horities with the assistance of the State Department’s
American Citizens Services (part of the Office of
American Citizens Services and Crisis Management)
in Rome. Kim also notified Speaker of the actions that
the U.S. Government could take to prevent him from
reentering the United States (including placing his
name on the no-fly list), discussed the costs he would
bear by traveling via private CDCjet back to the United
States ($100,000), and informed him that a former
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CDC employee and Italian health ministry official
would meet him to coordinate appropriate public
health measures.” The gravity of the situation seemed
to have been made abundantly clear. Nevertheless,
in defiance of CDC instructions as outlined by Kim,
on May 24, Speaker returned to North America on
Czech Air Flight 0104 from Prague to Montreal.*
Upon landing, he rented a car and drove over the U.S.-
Canadian border, reentering the United States through
a land border crossing at Champlain, New York.” At
about the same time, the intermediary dispatched by
Dr. Cetron and working at the Italian Health Ministry
arrived at the hotel to find Speaker missing.

Under its legal responsibility as a member state of
the World Health Organization (WHO), the United
States is bound by International Health Regulations
(2005) to collaborate actively with the WHO “to pre-
vent, protect against, control, and provide a public
health response to the international spread of disease
... [avoiding] unnecessary interference with interna-
tional traffic and trade.”*® Once Speaker had evaded
CDC authorities in Rome, the CDC engaged interna-
tional support by notifying WHO officials. The WHO
instructed CDC officials to notify it through its formal
outbreak notification system. The CDC provided de-
tails to outbreak@who.int (the usual channel by which
outbreak alerts are received by the WHO).””

The CDC also contacted the DHS Office of Health
Affairs to request assistance in preventing Speaker
from traveling via a commercial airline; his name
was placed on TSA’s no-fly list after his flight had al-
ready landed in Montreal. Hours later, the TSA Gen-
eral Counsel approved adding Speaker’s name on a
supplement to the no-fly list.”® When Speaker and his
wife arrived at the Champlain port of entry later on
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May 24, CBP officials cleared the Speakers’ passage
even though the TECS subject record appeared when
their identities were verified by the CBP officer.”® Mr.
and Mrs. Speaker reentered the United States and
drove to Albany, New York, where they checked into
a hotel.®

The National Targeting Center of the DHS CBP
sent an automatic notification at 12:30 a.m. on May 25
that Speaker had passed through the border entry in
Champlain but had not been detained. DHS notified
Dr. Kim of the situation 2 hours later. While traveling
from Albany to New York City, Speaker made contact
with the CDC. During this conversation, Speaker was
directed to drive to Bellevue Hospital in New York
City for isolation and evaluation. Speaker complied
and was admitted, serving a provisional quarantine
order for 72 hours.®

On May 28, the CDC issued a federal public health
isolation order for Speaker, flying him on a CDC plane
to a hospital in Atlanta. International health agencies
from the WHO/Stop TB office were apprised by the
CDC of Speaker’s status. These agencies engaged in
conference calls with tuberculosis points of contact,
also referred to as TB “focal points,” which included
STOP TB representatives designated by the WHO in
Italy, Sweden, and Canada. Their intent was to de-
termine the best strategies for initiating an outbreak
investigation and contact tracing® of individuals who
could be at risk for XDR-TB infection because of expo-
sure to Speaker.®

On May 29, the CDC held a press conference
and recommended that all passengers seated next to
Speaker on his two transatlantic flights notify their
country’s health officials and seek TB testing. Ad-
ditional conference calls were initiated by the CDC,
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WHO/HQ, and WHO/EURO, as well as the French,
Italian, and Canadian governments, to discuss the ra-
tionale for further contact tracing.*

On May 31, Speaker was discharged from Atlan-
ta’s Grady Memorial Hospital and transported to the
National Jewish Medical and Research Center in Den-
ver by private plane with federal marshals for further
testing and treatment.® CDC continued contact trac-
ing and locating passengers who were in proximity to
Speaker on each of his transatlantic flights. This infor-
mation was shared with other international health au-
thorities through the WHO. On June 2, the CDC with-
drew the federal isolation order for Speaker, deeming
that the Colorado order detaining Speaker was legally
sufficient to protect the public’s health.%

UNDERSTANDING THE U.S. PUBLIC HEALTH
ARCHITECTURE REGARDING
COMMUNICABLE DISEASES

Overview of Public Health Agencies.

To better assess the U.S. Government’s response
in the Speaker case and to gauge overall government
preparedness in similar cases, it is useful to examine
the structures and statutes that govern the U.S. public
health system in the realm of communicable diseases.
Three levels of public health organization—federal,
state, and local —contribute expertise to the manage-
ment of incidents involving communicable diseases.*’
In its broadest context, the federal level advances
knowledge development, establishes nationwide
health objectives, offers federal leadership through
policy development, and disburses funding through
mechanisms that include block grants and categori-
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cal funding. The state level provides the linkage and
oversight to achieve federal health objectives and al-
locates funding for local health initiatives. The local
level provides population-based programs (for ex-
ample, smoking cessation or hypertension reduction)
and, where required, offers a spectrum of personal
health care services.® There are approximately 2,800
local health departments nationwide, two-thirds of
which serve fewer than 50,000 people.*’

There is no national system of public health: the
organization, mission, and funding (whether from
federal, state, or other sources) of public health are
bound by the governors of the 50 states.” There is no
cohesive, interoperable national system for addressing
catastrophic and infectious events that would pose a
threat to U.S. national security in the form of excessive
health care costs, demand on health care services, do-
mestic and international spread of disease, disruption
of civil infrastructure, and/or loss of standing in the
court of global opinion.” Attempts at approximating
a unified approach to public health threats have come
from a number of key national security strategy fram-
ing guidance documents such as the National Response
Plan.

The Department of Health and Human Services.

The Department of Health and Human Services
(DHHS) is the key U.S. Government agency charged
with protecting the health of all U.S. citizens.”” DHS
Emergency Support Function 8 (ESF 8)—the Public
Health and Medical Services Annex of the National
Response Plan —
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provides the mechanism for coordinated Federal as-
sistance to supplement State, local, and tribal resourc-
es in response to public health and medical care needs
(to include veterinary and/or animal health issues
when appropriate) for potential or actual Incidents of
National Significance and/or during a developing po-
tential health and medical situation.”

ESF 8 is coordinated by the Secretary of DHHS, and
ESF 8 resources are activated through either the Rob-
ert T. Stafford Act or the Public Health Service Act for
federal-to-state support.”

In the United States, the primary authority for pre-
venting the introduction, transmission, and spread
of communicable diseases through the application of
epidemiological tools and principles, such as quaran-
tine and isolation, resides within the jurisdiction of lo-
cal and state health departments.” The public health
authority of the states derives from the police powers
reserved to states by the Tenth Amendment of the U.S.
Constitution.” Although every state has the power to
pass and enforce quarantine laws as an exercise of
its police powers, these laws vary widely by state.”
Additionally, states employ different methods for de-
termining the duration of the quarantine or isolation
period.”

Recognized inconsistencies in public health law,
especially in the face of emerging pathogens and
21st-century disease threats, prompted reform and
standardization through such efforts as the Turning
Point Model State Public Health Act.”” These models
of statutory language regarding public health admin-
istration and practice, guidance regarding quarantine
and isolation, and rules and regulations were sub-
sequently adopted by many states. According to the
Turning Point website,* Georgia was not one of the 33
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states that had introduced legislative bills or resolu-
tions consistent with the Turning Point Act.®

Nonetheless, Georgia Code § 31-3-2.1, effective De-
cember 3, 2001, gives County Boards of Health and
Wellness with populations of greater than 550,000
authority to supervise all matters relating to health
and sanitation within the county and gives them au-
thority to declare and enforce quarantines subject to
the provisions of the law.*> Additionally, Georgia’s
statutory code contains a fairly comprehensive set of
procedures for dealing with tuberculosis cases, start-
ing at O.C.G.A 31141.% When a state or county health
official believes that a patient with active TB is dis-
obeying the official’s orders, the official can go to the
superior court and get a confinement order.** A court
order is necessary for a patient to be isolated involun-
tarily, even when there is evidence that a patient has a
“strong intent” to put others at risk.®

Because of the threat of interstate transport of
disease through humans, food, agriculture, cargo,
and other vectors, the Public Health Service Act au-
thorizes the Secretary of DHHS to make and enforce
regulations necessary “to prevent the introduction,
transmission, or spread of communicable diseases
from foreign countries into the States or possessions,
or from one State or possession into any other State or
possession.”® The use of federally imposed quaran-
tine and isolation® provides the Secretary of DHHS
with broader authority to apprehend, detain, or con-
ditionally release a person infected with any of the
communicable diseases listed in presidential Execu-
tive Order 13295, the Revised List of Quarantinable
Communicable Diseases.™

In 2000, the Secretary of Health and Human Servic-
es transferred certain authorities, including interstate
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quarantine authority, to the director of the CDC. Un-
der DHHS rules, the CDC is the national public health
service agency with the mission “to promote health
and quality of life by preventing and controlling dis-
ease, injury, and disability.”* The director of the CDC
is authorized to take measures to prevent the inter-
state spread of a communicable disease after deter-
mining that measures taken by local health authorities
are inadequate to prevent it.”> DHHS guidelines also
authorize the CDC to apprehend and examine “any
individual reasonably believed to be infected with a
communicable disease in a qualifying stage and . . . to
be moving or about to move from a State to another
State.””* Both interstate and foreign quarantine mea-
sures are now carried out by the CDC’s DGMQ.*

The DGMQ is responsible for reducing morbidity
and mortality due to infectious diseases among im-
migrants, refugees, international travelers, and other
mobile populations. The DGMQ is also in charge of
promoting border-related health issues and prevent-
ing the introduction of infectious agents into the Unit-
ed States.” The DGMQ has statutory responsibility to
make and enforce the necessary regulations. As part
of its authority, the CDC routinely monitors persons
arriving at U.S. land border crossings as well as pas-
sengers and crew arriving at U.S. ports of entry for
signs or symptoms of communicable diseases. The
CDC may also detain airline passengers and crews as
necessary to investigate whether the cause of an ill-
ness on board an aircraft is a communicable disease.
U.S. quarantine stations, located at 20 ports of entry
(including international land border crossings), are
managed by DGMQ and staffed with medical and
public health officers from the CDC. According to the
CDC, this makes up part of a network that “serves to
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limit the introduction of infectious diseases into the
United States and to prevent their spread.”* Health
officers at these stations decide whether ill persons
can enter the United States and what measures should
be taken to prevent the spread of infectious diseases,
including detaining (under Executive Order 13295)
any individuals who may have an infectious disease
or denying ill persons with these diseases entry to the
United States.

According to the Congressional Research Service
report, “Federal and State Quarantine and Isolation
Authority”:

Federal authority over interstate and foreign travel is
clearly delineated under constitutional and statutory
provisions. Less clear, however, is whether the state
police powers may be used to restrict interstate travel
to prevent the spread of disease. In a public health
emergency, federal, state, and local authorities may
overlap.”

In general, the CDC defers to state and local health
authorities to use their separate quarantine and isola-
tion powers; CDC federal authority is implemented
only to quarantine persons in rare situations, such as
events at ports of entry or in similar time-sensitive set-
tings.” The CDC may also assist with or take over the
management of an intrastate incident if requested by a
state or if the federal government deems that local ef-
forts are inadequate to control disease spread.” Under
the authority of the Public Health Service Act, the Sec-
retary of Health and Human Services may request the
aid of CBP, the Coast Guard, and the military in the
execution of quarantines imposed by states on vessels
coming into ports.” CDC Quarantine Station staff also
work with other key federal agencies as necessary to
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increase and integrate the country’s ability to respond
to public health threats.”

DHS, CBP, and the Border and Transportation
Security Directorate.

ESF 8 specifies CBP as a DHHS support agency for
enforcing international quarantines.'” In the Andrew
Speaker case, DHS's Office of Health Affairs assigned
the responsibility for establishing and maintaining a
relationship with the CDC to one of its associate chief
medical officers."”" According to testimony provided
by DHS officials before the U.S. House of Represen-
tatives Committee on Homeland Security, “HHS and
DHS executed a Memorandum of Understanding in
October 2005, that details the roles and responsibili-
ties of each Department and agency to mitigate the
entry of infectious diseases at the Nation’s borders.” %
Also, DHS has “developed a Memorandum of Un-
derstanding between Customs and Border Patrol and
the Centers for Disease Control [and Prevention] to
facilitate requests for information on potentially in-
fected international travelers in the event of a health
emergency.”'® According to testimony by Dr. Jeffrey
Runge, then Assistant Secretary and Chief Medical
Officer at DHS, before the U.S. House of Representa-
tives Committee on Homeland Security:

DHS has agreed to assist CDC in the execution and
enforcement of these authorities [to isolate and/or
quarantine arriving persons reasonably believed to be
infected with or exposed to specific quarantinable dis-
eases and to detain carriers and cargo infected with a
communicable disease], primarily in the enforcement
of CDC-issued quarantine orders, and through col-
laboration with other . . . law enforcement entities.'®
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These efforts include passenger screening by CBP
officers, use of simple tools and protocols to identify
travelers who may be infected with a quarantinable
disease at each of the nation’s 327 ports of entry, and
use of CBP’s law enforcement powers to aid CDC in
carrying out its duties. CBP also has access to data that
CDC needs to perform its public health duties through
its Advanced Passenger Information System and Pas-
senger Name Records databases.'®

DHS has committed personnel to assist CDC with
surveillance for quarantinable or serious communi-
cable diseases of public health significance among
persons arriving in the United States from foreign
countries —limited to the recognition and reporting
of overt visible signs of illness or information about
possible illness provided to them by arriving passen-
gers —and not including eliciting detailed medical his-
tories or completing medical examinations on arriving
passengers.'” In the event that a highly communicable
disease outbreak is detected abroad that poses a threat
to U.S. citizens, the CDC may also request CBP per-
sonnel to assist in active disease surveillance and risk
assessment alongside DGMQ officers. Lastly, DHS is
authorized to assist CDC in engaging in emergency
measures to contain potential disease spread by a pas-
senger on a carrier or vessel after departing a foreign
port bound for entry to the United States.!”’

DHS and the TSA.
The TSA has broad authority under the Aviation
and Transportation Security Act to assess and address

threats to transportation and passenger security and to
undertake actions that may be appropriate to address
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those threats. This includes the authority to direct air-
lines to deny boarding to any individuals identified
by the CDC as a public health threat.'® The Assistant
Secretary of Homeland Security at the TSA may also
determine that the presence of an infected individual
aboard a commercial passenger flight poses a risk to
the entire transportation system. In either scenario,
the TSA has a number of options to restrict the move-
ment of individuals who pose a public health threat.

Upon request from the CDC, the TSA can contact
its own representatives and International Principal
Security Inspectors stationed worldwide and instruct
them to inform carriers, embassies, and host govern-
ment authorities to prevent infected individuals from
boarding commercial airline flights.!” The TSA can
use its existing watch-list system and no-fly lists to
alert all airlines to prevent infected individuals from
boarding commercial flights. The TSA has the addi-
tional authority to direct airlines to implement specific
security measures, such as the issuance of Security Di-
rectives, to communicate imminent public health and
other threats directly to commercial airlines.'’

Other Federal Agencies.

ESF 8 of the National Response Plan designates sup-
port roles to other federal agencies; their duties may
be implemented to provide federal-to-federal aid in
quarantine and isolation if declared necessary by the
CDC. Other agencies include the Justice Department,
which could be called on to provide security and quar-
antine enforcement assistance, and the State Depart-
ment, which is authorized to coordinate international
activities related to chemical, biological, radiological,
and nuclear incidents plus events that pose transbor-
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der threats, and to assist in communicating real-time
actions by the U.S. Government and projections of the
international consequences of a disease event, includ-
ing quarantine, isolation, and travel restrictions.'!
Congress has also extended authority to the President,
through the Secretary of Health and Human Services,
to help states, including use of the military, to enforce
quarantine laws with respect to any vessels arriving
in or bound for any of their ports or districts.!? In re-
cent years, President Bush suggested that Congress
should authorize him to employ military means to en-
force quarantines that may be necessary in the case of
a pandemic flu outbreak in the United States, includ-
ing the use of the National Guard under federal con-
trol to carry out isolation and quarantine." None of
these support agencies (the Justice, State, or Defense
departments), however, was integrated into the CDC
response to the Speaker case.

EVALUATING U.S. GOVERNMENT
PERFORMANCE

Public Health Systems.

Without an integrated system that seamlessly links
multiple levels of public health agencies, full situ-
ational visibility and timely, coordinated disease con-
trol efforts are impeded. The partitioned nature of U.S.
public health practice and the sector’s lack of uniform
and interoperable organizational structures hinder
the detection and swift containment of communicable
diseases. Untimely information sharing across local,
state, and federal public health authorities caused
confusion regarding the nature and risk of Speaker’s
disease, thus delaying prompt and effective medical
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intervention. The lack of integrated communication
systems between the public health and nonpublic
health sectors resulted in numerous opportunities for
Speaker to expose others to highly drug-resistant tu-
berculosis and contributed to an unfortunate and em-
barrassing international incident.

As discussed above, public health in the United
States consists of a loose confederation of agencies ar-
rayed across local, state, and federal levels. Author-
ity resides in state governors and is ceded to locali-
ties in centralized, decentralized, or mixed modes.'*
The country’s public health departments are products
of federalism —they act on the orders of their gover-
nors, not on the direction of national security response
plans or centralized federal authority.'™ Except as
dictated by special circumstances (for example, inter-
state transport of infectious disease), assistance from
federal health authorities, such as the CDC, must be
formally requested by a governor or designee (such
as the state health secretary). Harmonized activities
across the three levels of agencies are more a func-
tion of agreements and funding-imposed contingency
management rather than adherence to nationally codi-
fied standards of practice or professional doctrine. In
fact, the public health workforce is generally nonli-
censed and noncertified, and there is no standardized
academic or training curriculum for public health
practitioners. Moreover, the majority of local and state
health departments are staffed and operated specifi-
cally to meet the health needs of their communities, not
the country. This contributes to a grave deficiency of
well-articulated and agreed-upon strategy and policy
that can guide the national practice of public health
against diseases on an international scale.

261



Disease Detection, Diagnosis, and Laboratory
Testing.

Without next-generation diagnostic tools, public
health practitioners will be incapable of rapidly and
accurately detecting, diagnosing, and containing com-
municable diseases.

Since the advent of efficacious and cost-effective
anti-TB agents in the late 1940s, early identification
and treatment of persons with Mycobacterium tubercu-
losis infection''® to prevent the development of active
disease has been an integral component of TB control
in the United States.'” Individuals experiencing re-
spiratory symptoms consistent with pulmonary tu-
berculosis —shortness of breath, cough, night sweats,
weight loss—would likely seek medical care, either
from their primary care provider or another clinical
venue (such as a hospital, ambulatory care center, or
public health agency). Speaker, however, was asymp-
tomatic for tuberculosis and was diagnosed serendipi-
tously by a chest X-ray administered to confirm the
extent of injury to his ribs following a fall."'®

There are inherent limitations in diagnostic and
laboratory technologies that must be addressed as
part of the country’s overall biodefense initiatives.
Speaker’s initial sputum smear was negative, but a
subsequent and more sensitive test, a sputum culture,
confirmed the diagnosis of tuberculosis."”” While this
process usually takes 1 or 2 days,'® these tests do not
distinguish between drug-susceptible and drug-resis-
tant forms of TB."* Pending receipt of this informa-
tion, Speaker began meeting regularly with county
health department officials to receive the standard
four-drug treatment for TB.'>* After county health rep-
resentatives notified the state health department that
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Speaker had MDR-TB, the state, as required, reported
the case electronically to the CDC National TB Sur-
veillance System.'?

Drug susceptibility testing requires the bacteria to
be grown and tested in a laboratory. This can take 6 to
16 weeks;'* 42 states use rapid methods for first-line
drug susceptibility testing, and these methods take 7 to
14 days to identify MDR-TB.'* Because it is expensive
to maintain the proficiencies, supplies, and drugs to
perform these tests reliably, only eight states —those
with higher incidence of TB—have the ability to test
for all second-line drug susceptibility to identify XDR-
TB.'* Georgia’s Department of Public Health (GDPH)
is not one of these and must therefore ask the CDC to
perform this testing.

On May 17, several days after Speaker was con-
firmed as having MDR-TB, the GDPH lab asked the
CDC to test Speaker’s sample for XDR-TB. The sample
was hand-delivered by courier from the Georgia State
Public Health Laboratory to the CDC (on occasion, the
samples are hand-delivered, since the laboratory is
close to the CDC campus).'” On May 21, the tests con-
ducted by the CDC came back positive for XDR-TB.

Interagency Information Sharing, Risk
Communication, and Patient Tracking.

The absence of a national interoperable electronic
information system supported by information sharing
agreements for use by authorized public health and
nonpublic health officials impedes disease detection
and control against deliberate, natural, and emerg-
ing global threats. Timely, accurate, and consistently
updated information and risk communication are
integral for coordinating multiagency efforts and for
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minimizing public harm. In the Speaker case, infor-
mation moved slowly across public health agencies
and from public health to nonpublic health agencies.
These agencies were held hostage to a lack of certainty
regarding the facts of the case and awareness of all
pertinent stakeholders, which exacerbated their lim-
ited knowledge of authorities and responsibilities. At
a May 29, 2007, press conference, Julie Gerberding
noted the difficulty of accessing information regard-
ing passengers who were seated near Speaker: “It’s
not yet known how many passengers on the two inter-
national flights might have come in contact with the
man [Speaker]. We don’t get this information at the
touch of a button. . ..”"*

Local, State, and Federal Communications. Tuber-
culosis is one of 60 Nationally Notifiable Infectious
Diseases; a suspected case of TB in the United States
must be reported to public health authorities.’® XDR-
TB has existed in the United States since 1993 and is
increasingly common worldwide, necessitating more
stringent reporting. Disease surveillance and report-
ing are usually instituted at the local public health lev-
el, which continues to fulfill its role by administering
or overseeing an approved treatment plan and case
management.” Health officials must notify the CDC
whenever TB is resistant to any two anti-TB drugs and
must forward patients” specimens for CDC laboratory
confirmation of XDR-TB."*? In compliance with these
regulations, Speaker was referred by his physician
to the local public health agency, the Fulton County
Health Department.'®

Once Speaker was diagnosed with MDR-TB on
May 10, GDPH officials emailed the CDC Atlanta
Quarantine Station and reported that they were aware
of an infected patient (name not identified) who in-
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tended to travel internationally in 3 weeks. Accord-
ing to testimony by CDC director Julie Gerberding
before the House Committee on Homeland Security,
the CDC exchanged emails with the GDPH officials
discussing options to prevent Speaker’s travel.’* On
May 11, local health officials met with Speaker, issued
a verbal warning, and informed him of the danger and
“prohibition against travel.”*** There are discrepancies
in the record regarding Speaker’s understanding of
this verbal warning. In the days following this meet-
ing, local health officials attempted to serve Speaker
with a written medical directive advising him against
international travel. Speaker could not be located at
his residence or business.

According to Gerberding’s testimony, the DGMQ
was notified by the GDPH on May 17 that Speaker
had traveled internationally against medical advice
and that his whereabouts were unknown.'* Between
May 18 and May 22, after learning that Speaker had
XDR-TB, the CDC worked with local and state health
officials, the commercial airlines, and the patient’s
family to locate him and arrange for his transport back
to the United States. News media reports noted that
health officials received little cooperation from Speak-
er’s family during phone and email attempts to locate
and isolate him."” When federal officials eventually
reached Speaker by cell phone in Rome, there were
discrepancies between Speaker’s expressed belief as
to what he was instructed to do and what Dr. Kim of
the CDC said he had instructed Speaker to do.

The CDC and CBP. In the interim, the CDC also
had to communicate with CBP in its attempts to lo-
cate Speaker and detain him upon his reentry into the
United States. The CDC instructed the Atlanta CBP of-
fice to attach a TECS lookout message to the passports
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of Speaker and his wife. CBP officers come across
thousands of TECS subject records every day.*® Re-
gardless of where the TECS message had been entered
into the system (whether from Washington, DC, head-
quarters or, in Speaker’s case, from the Atlanta CBP
office) the message became available for viewing by
all federal officials with access to the system, includ-
ing all CBP officers at U.S. ports of entry. The original
note instructed CBP officers to contact the CDC upon
encountering Speaker.'* Despite the TECS message,
when the Speakers arrived at the New York border
crossing, the CBP officer on duty allowed them to
pass.'? “Congressional investigators . . . [said] that the
border agent at the Champlain, NY, border crossing
with Canada decided that Mr. Speaker did not look
sick and so let him go.”'*!

The DHS National Targeting Center sent out an au-
tomatic electronic notification on May 25 at 12:30 a.m.
that Speaker had been encountered at the Champlain
port of entry but that he had not been detained when
he passed through earlier that day.'*> DHS notified
Dr. Kim of this fact at 2:00 a.m. Subsequently, cell
phone became the primary mode of communication
between Speaker and the CDC until Speaker volun-
tarily checked himself into an isolation hospital in
New York City, although it is unclear who initiated
this telephone contact.

The CDC and International Health Authorities. The
International Health Regulations (2005), which out-
line policies and procedures regarding official disease
notification to the WHO, require that member states
notify the WHO within 24 hours of disease events oc-
curring — within or outside their borders —that pose a
public health threat. The CDC notified the WHO by
phone about Speaker 48 hours after confirmation of his
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diagnosis with XDR-TB. The WHO then advised the
CDC to provide details. Although the CDC reported
sending an official notification, there are discrepancies
in the record as to how other international agencies
were informed of Speaker’s case following the initial
WHO notification.

According to the CDC, the WHO notified France,
the Czech Republic, Greece, and Italy on May 25, after
Speaker had already returned to the United States.'*
According to the WHO, the CDC notified WHO/
EURO on May 25, and on May 26, WHO/EURO in-
formed the International Health Regulations National
Focal Points in the Czech Republic, France, Greece,
and Italy. Following Speaker’s isolation and detention
in the United States, conference calls among the Unit-
ed States, Canada, WHO/HQ, WHO/EURO, France,
and Italy were conducted to discuss the rationale for
public health contact tracing.'*

The CDC learned on May 22 that Speaker, who
had arrived in Italy the previous day, had XDR-TB,
yet, according to the Italian health authorities, the
CDC did not immediately notify the WHO or the Ital-
ian officials.'*® Instead, the director of CDC’s DGMQ
dispatched a former CDC employee working with the
Italian Ministry of Health to begin notifying foreign
governments of Speaker’s situation and instructed
this former CDC employee to visit Speaker at his hotel
and reiterate to him in person the instructions given
him by Dr. Kim."

A spokesman for the Italian Health Ministry, Ce-
sare Fassari, stated that on May 24, when Speaker was
en route to Canada, the Italian ministry had yet to re-
ceive formal notification from the CDC about the TB
case."” According to Fassari, Dr. Maria Grazia Pompa,
head of Italy’s TB surveillance program, had to con-
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tact Dr. Ken Castro, director of the CDC’s Division of
Tuberculosis Elimination, directly to learn the details
of the TB case, asking him, “Weren’t you supposed
to contact us?”™® Further, according to Fassari, the
formal details of Speaker’s case were not transmitted
via email until the afternoon of May 25, a day after
Speaker had driven back into the United States from
Canada.' “Fassari . . . said that had the Italian health
officials been notified in time, they would have ‘inter-
cepted the man and invited him to be treated in a hos-
pital” with his permission.”™

Reports also indicate that CDC officials did not in-
form Canadian authorities that Speaker was in Cana-
da until after he had crossed the border back into the
United States.™ According to Jean Riverin, a spokes-
man for the Public Health Agency of Canada, “If Ca-
nadian officials had known about the detention order,
a quarantine officer would have isolated Mr. Speaker,
escorted him to a hospital, and arranged his secure
transport back to the United States.”"> However, DHS
spokesman Russ Knocke pointed out in an interview
with The Washington Post that the department “does
not get real-time passenger data for flights ending in
Canada . . . making it “very difficult for us [DHS] to
know who might be traveling there’.”**

CDC, the DHS Office of Health Affairs, and the TSA.
The CDC also contacted the DHS Office of Health
Affairs by phone in the early afternoon of May 24 to
request assistance in preventing Speaker from trav-
eling via commercial airliner. At this time, the CDC
did not provide any personal information to DHS,
citing patient confidentiality.™ At 7:30 p.m., Speaker
was included on the TSA’s no-fly list, by 8:00 p.m. he
had been included on the Canadian no-fly list, and by
8:31 p.m. his name appeared on the supplement to the
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no-fly list.’ Since he had landed at 3:27 p.m. in Mon-
treal, all these actions came too late.

The 4-hour delay between the CDC’s request to the
TSA and the appearance of Speaker’s name on the no-
fly list has been attributed to the fact that when TSA
employees received the request from the CDC to place
Speaker and his wife on the no-fly list, “there was con-
siderable confusion at TSA about what list (if any) he
could be placed on, because he was not a terrorist.”'*
The dispute was finally resolved when the TSA Gen-
eral Counsel argued that the TSA Administrator could
use his authority to place a nonterrorist on a no-fly
list.™7

The CDC and DHS also had to share passenger
manifests in order for the CDC to initiate contact trac-
ing of those persons seated close to Speaker on his
transatlantic flights. However, there is no federal man-
date that airlines collect and store passenger contact
information or provide this information to the CDC in
the event of a public health crisis.”®™® The CDC must is-
sue an order requesting the passenger manifests from
the airlines for international flights arriving in the
United States. This manifest order, signed by the CDC
Director, requires that airlines provide the CDC with
passenger names and seat numbers. However, these
procedures apply only to the flights of U.S. carriers.
Otherwise, as in the Speaker case, the CDC must rely
on foreign governments to obtain the names of pas-
sengers.” According to testimony by DHS officials
before the House Committee on Homeland Security:

The U.S.-E.U. information sharing of Passenger Name
Records for public health purposes contributed to
CDC’s efforts to contact travelers who may be at risk
for disease transmission. We look forward to strength-
ening U.S.-Canadian cooperation and communica-
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tion on [Advanced Passenger Information/Passenger
Name Records] and have already reached out to con-
tinue negotiations.'

The CDC also relies on memoranda of understand-
ing among itself and DHS and CBP, allowing for shar-
ing of passenger data held by DHS agencies.’* Ad-
ditionally, the CDC may request customs declaration
forms from CBP for international inbound flights only.
The CDC manually reviews all information received
from various interagency sources to collect passenger
information. However, these forms do not request
passengers’ phone numbers, which complicates pa-
tient tracking and contact tracing efforts.'®

Public Health Legal Authorities.

Incomplete understanding on the part of public
health legal authorities impedes and frustrates the
ability of the U.S. Government to mitigate and con-
trol domestic and international communicable disease
outbreaks.

Public health laws regarding the control of com-
municable diseases present many complexities to
governmental public health authorities. Difficult is-
sues have included isolation, quarantine, and com-
pulsory treatment, with the legal system attempting
to balance individual liberties against the protection
of the community. The introduction of other key agen-
cies, especially those that have not had previous ex-
perience working with public health, compounds the
complexity of agency-specific authorities and lead
roles. According to a report prepared by the major-
ity staff for the House Committee on Homeland Se-
curity, “personnel from the Department of Homeland
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Security [Office of Health Affairs (OHA), U.S. Coast
Guard, CBP, ICE Immigration and Customs Enforce-
ment (ICE)], and the CDC have only recently begun to
develop specific procedures to enable them to work
together to implement and enforce isolation and quar-
antine.”*®?

Dr. Gerberding stated that health officials usually
rely on a “covenant of trust” under the assumption
that a person with a communicable disease such as
TB will not place others at risk. In the vast majority
of cases, patients cooperate with medical directives to
avoid situations that would allow for increased risk of
transmitting a disease to others.'* If a patient is non-
cooperative, as Speaker apparently was, then every
state has the legal authority to isolate or quarantine
the individual as an exercise of its police powers. In
Georgia, however, a court order is necessary for a
patient to be isolated involuntarily, even when there
is evidence that a patient has a “strong intent” to put
others at risk.’® Much is left open to interpretation: Dr.
Katkowsky, a Fulton County official, said that the law
presented “kind of a Catch-22” when it comes to re-
stricting the activities of tuberculosis patients against
their will. “A patient has to be noncompliant before
you can intervene,” he said. “There’s no precedent for
a court stepping in before a patient has proven himself
to be noncompliant.”%

Dr. Gerberding noted that much time and effort
had gone into debating issues concerning the laws and
regulations that govern isolation and quarantine in the
United States and internationally. WHO regulations,
she said, are “wonderful statements of principles” but
do not provide “operational details of things like who
should pay to move a patient, or who should care for
a patient.” She said, “I think a central question we will
be grappling with is, whose patient is it?”*¢
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The use of a CDC plane to transport an infected
individual from one location to another brought forth
another complicating and ultimately controversial is-
sue. The CDC has three private jets for emergency use,
costing $7 million per year. At $3,000/hour to oper-
ate, these are mainly used for health emergencies but
have been used for other business, including “politi-
cal travel”'®® by Health and Human Services Secretary
Mike Leavitt.® To execute air operations, the use of
the plane must comply with the Federal Travel Regu-
lation, be recommended by the CDC director, and be
approved by the Health and Human Services Assis-
tant Secretary for Administration and Management.'”
Federal officials'”! cited several explanations why the
CDC did not dispatch its private plane to transport
the Speakers from Rome to the United States.'”> These
include a lack of clarity by CDC officials as to whether
they had the legal jurisdiction to repatriate the Speak-
ers and uncertainty about Speaker’s condition, which
ruled out using the plane for fear that he might in-
fect the crew.'”” Given a $3,000/hour charge and a
10-hour Rome-to-New York flight time, the math of
the $100,000 flight cost presented by Dr. Kim is dubi-
ous —a detail that may have prompted Speaker to flee
abruptly to Montreal.

Tracking specific individuals through the com-
mercial airline system is also problematic. The TSA
generally does not know whether individuals on the
no-fly list have passed undetected through airlines’
prescreening, as there is no second screening oppor-
tunity.””* Additionally, a no-fly designation only al-
lows the TSA to view passenger lists prior to flights
that enter U.S. airspace; the agency is unable to view
passenger lists for flights outside U.S. airspace.'”” TSA
data show that, in the past, a number of individuals
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who were on the government’s no-fly list passed un-
detected through airlines” prescreening of passengers
and flew on international flights bound to or from the
United States.'” CBP officers are able to query only
about half of land border crossings by requesting doc-
uments with machine-readable zones."””

The issue of “how much” and “what type” of trans-
portation security is highly controversial. According to
testimony by Eileen R. Larence, Director of Homeland
Security and Justice Issues for the GAO, “A primary
reason why screening opportunities remain untapped
is because the government lacks an up-to-date strat-
egy and implementation plan—supported by a clearly
defined leadership or governance structure—for en-
hancing the effectiveness of terrorist-related screen-
ing, consistent with presidential directives.”'”®

DHS officials appear to refute the argument that
strategy and plans for airport screening are lacking.
They point out the immensity of the task of routinely
adding rigorous and grueling screening measures. As
Dr. Jeffrey Runge noted, “Unless draconian health
screening techniques are routinely implemented at
each port of entry as a standard operating procedure
for the millions of people crossing the border, there
will always be opportunities for people who are ill to
cross our borders undetected.”!”

Workforce.

Insufficient workforce education and training lim-
its personnel from responding effectively in novel sit-
uations, especially regarding covert or asymptomatic
threats from communicable diseases. According to Dr.
Runge, the United States does not have doctors at all
border crossings. The great majority of U.S. ports of
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entry are staffed by law enforcement personnel from
CBP who have received no medical training. DGMQ
has only about 80 medical officers at its 20 quarantine
stations.'®

However, each CBP officer has been trained in pro-
cedures relevant to dealing with a case of a U.S. or non-
U.S. citizen presenting ill at a U.S. border and in need
of medical attention. At the ports of entry where there
are no DGMQ public health officers on-site, the CBP
officer is supposed to notify the nearest jurisdictional
quarantine station and follow the procedures for han-
dling and processing potentially infected travelers.'®
Although CBP officers are instructed to consult medi-
cal personnel when necessary, asymptomatic individ-
uals are difficult to detect and query. As Dr. Runge
noted, “It is important to stress that individuals will
not necessarily exhibit symptoms of illness and the
CBP officer[s] must make their best assessment within
a limited period of time.”'® However, the Speaker case
demonstrated that it was not a lack of clinical acumen
on the part of the CBP officer, but rather his failure to
follow the directions contained in the TECS message
that resulted in Speaker’s unencumbered entrance
back into the United States.

Assessing Results.

The Severe Acute Respiratory Syndrome (SARS)
outbreak in 2003 should have served as an important
lesson in the diplomatic and trade ramifications asso-
ciated with the international spread of transmissible
diseases and the importance of key U.S. health agen-
cies.'® Unfortunately, the Speaker case demonstrated
the continuing absence of an integrated strategy for
infectious disease detection, limitations in multiagen-
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cy coordination of response and containment efforts,
and gaps in implementing legal and ethical covenants.

The Project on National Security sought to answer
four questions addressing the effectiveness of strate-
gies, the efficacy of response, the integration of effort,
and the outcomes. These questions are answered be-
low.

1. Did the U.S. Government generally act in an ad
hoc manner or did it develop effective strategies to in-
tegrate its national security resources? A number of
health and homeland security processes were imple-
mented ad hoc during the response to this interna-
tional health event. At different points in numerous
processes, various failures occurred.’® The key U.S.
agencies involved in the response were slow to rec-
ognize the problem and were ineffective in planning,
coordinating, and integrating a strategy to manage the
Speaker case, despite existing authorities and guiding
principles. Shortcomings led to delays in the rapid
and effective implementation of appropriate public
health strategies that would have minimized the risk
of disease transmission.

The control of communicable diseases in popula-
tions, though enhanced immeasurably by 20th cen-
tury pharmacological and medical advances such as
immunization, rests upon early and time-honored
public health precepts. These include recognizing
illness through clinical symptoms or biosurveillance
of temporal and geographic clustering (detection),
separating the ill from the well (voluntary isolation),
sequestering the non-ill (voluntary quarantine), warn-
ing individuals to avoid specific exposures or when
and where to seek medical care if symptomatic (risk
communication), and applying rules of disease-con-
trol governance (public health laws). Objective review
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of this case would suggest that, because Speaker was
asymptomatic and he effectively shunned and evaded
attempts at contact by public health authorities, his
eventual compliance was most influenced by the ap-
plication of legally imposed orders for transport, iso-
lation, and evaluation.'®

2. How well did the agencies and departments
work together to implement these ad hoc or integrated
strategies? The local, state, and federal agencies and
departments responsible for preventing the introduc-
tion, transmission, and spread of communicable dis-
eases across U.S. borders relied heavily on interper-
sonal, informal relationships and covenants of trust
rather than on the implementation of formal strategies
and channels of information that might have more
rapidly and effectively coordinated and integrated re-
sponse efforts.® These agencies (the CDC DGMQ, the
DHS Office of Health Affairs, the TSA, and CBP) have
only recently —in light of the Speaker case —begun to
develop specific procedures that will enable them to
integrate efforts to enforce public health control mea-
sures.'®

3. What variables explain the strengths and weak-
nesses of the response? Failures in interagency com-
munication and coordination, decisionmaking, and
understanding of legal policies and protocols for
implementing public health control measures; impre-
cise use of border control watch lists; confusion over
jurisdictional and cross-agency standard operating
procedures and protocols; inadequately trained and
equipped interagency workforces; and, ineffective pa-
tient risk communication and management policies,
all contributed to the inefficient implementation of
disease control policies and strategies. These failures
inadvertently enhanced the potential risk of transmis-
sion and spread of drug-resistant TB.
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Historically, and consistent with constitutional
law, U.S. public health is an enterprise of state gov-
ernment and is built, funded, and shaped to meet the
needs of indigenous populations and their commu-
nities. Dissemination of disease, either deliberate or
through the spread of naturally occurring pandemics
or other catastrophic events, could easily have severe
ramifications for the nation. There is no national sys-
tem of public health in the United States.

Moreover, as observed during the 2001 anthrax
attacks, the public health sector can be swiftly over-
whelmed by both recognized health threats and the
consequent expanded demand for services. The public
health sector is inconsistently backed up by its federal
consultant, the CDC. Exacerbating these difficulties is
the absence of legacy: public health professionals have
little to no experience working collaboratively with the
defense, law enforcement, and intelligence sectors.'*®
The Speaker case was a public health problem that re-
quired a high level of public health decisionmaking,
multisector support, and coordination with interna-
tional systems —all of which were sorely lacking.

4. What diplomatic, financial, and other achieve-
ments and costs resulted from these successes and
failures? The lack of interagency coordination and
communication during the Speaker incident, coupled
with an ineffective response, threatened the public’s
confidence in the U.S. Government’s ability to protect
its citizens from public health risks and emergencies
within and across its borders. Trust that American au-
thorities have resolved systemic failures remains low.
The absence of an integrated strategy and the failure to
establish effective operating procedures and protocols
called into question the U.S. Government’s commit-
ment and credibility as well as its ability to fulfill its
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legal roles and responsibilities under the International
Health Regulations (2005) as a WHO member state.
The lack of a coordinated interagency response also
heightened international awareness of America’s fault
lines in dealing with issues at the nexus of health and
homeland security.

CDC estimates that the medical in-patient costs for
a drug-resistant patient can average $500,000."° The
public health costs associated with the Speaker case
extend beyond those traditionally associated with
communicable disease control efforts, which include
contact tracing (starting with household members
and office co-workers), identifying possible new cases
and bringing them to treatment, and monitoring pa-
tient compliance with lengthy anti-tuberculosis drug-
treatment regimens. Speaker’s international travel ex-
panded the breadth of contact tracing activities, which
required identifying and evaluating fellow passengers
who were potentially exposed through flights of lon-
ger than 8 hours™ and coordinating these activities
with international public health agencies. The lack of
effective process and strategy placed many individu-
als at risk; CDC officials contacted 160 of the 292 U.S.
citizens who were on Speaker’s Atlanta-to-Paris flight
to offer tuberculosis testing.'”* A CDC fact sheet noted
that the transcontinental Air France craft on which
Speaker flew carried 433 passengers and 18 crew
members. Speaker’s Czech Air flight had 191 passen-
gers and 9 crew members. CDC and airline staff iden-
tified as highest priority for medical evaluation those
passengers seated in the five rows closest to Speaker
on both flights as well as the flight crew members.'*
WHO/EURO contacted European Union passengers,
and WHO/HQ and the Pan American Health Orga-
nization contacted non-European Union passengers
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in their contact tracing efforts.”® Subsequently, CBP
announced policy updates and placed the officer who
processed Speaker’s entry into the United States from
Canada on administrative duties (he has since re-
tired)." DHS promised to examine existing systems
for detaining sickened travelers." As of this report,
there are no known newly detected cases of tubercu-
losis as a result of exposure to Andrew Speaker on ei-
ther of his transatlantic flights.

CONCLUSION

Public health is a critical yet often poorly under-
stood component of homeland security. New national
security requirements have placed unprecedented de-
mands on the public health sector, calling into ques-
tion its mission and capabilities.’”® The role of this
sector has been a recurrent and critical theme of a
number of Homeland Security Presidential Directives
(HSPDs), the first of which was issued in October 2001.
The most recent, HSPD21, “Public Health and Medi-
cal Preparedness,” calls for a transformation to a “na-
tional approach to health care in the context of a cata-
strophic health event,” demanding that public health
and medicine appropriately and adequately provide
an integrated response to any incident. HSPD21 calls
for a seamless interface between the public and private
sectors, including “pre-event planning,” deployment
in a coordinated manner in response to an event, and
guidance by a constant and timely flow of relevant
information during an event.”"” It further calls for im-
provements to the four most critical capabilities: mass-
casualty care, biosurveillance, countermeasure distri-
bution, and community resilience. HSPD21 mandates
the participation and input of state and local govern-
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ment health officials, public- and private-sector health
care institutions, and practicing clinicians to produce
an effective system.” HSPD3 acknowledges the
changing threats, particularly biological and weapons
of mass destruction, with the enhancement of a series
of graduated threat conditions and a corresponding
set of “protective measures.”'”

The National Planning Scenarios, ranging from
biological attacks to natural disasters, stemmed from
HSPDS8, “National Preparedness,” and outlined the
new role of public health in each. The directive ac-
knowledges the necessity for strategic guidance, stra-
tegic plans, concepts of operations, operational plans,
and (as appropriate) tactical plans. It calls for a system
for integrating plans among all levels of government,
most notably, public health.?® HSPD10, “Biodefense
for the 21st Century,” speaks specifically to the insep-
arable relationship of biological defense with public
health. This call to restructure public health provides
the critical foundation on which to “build improved
and comprehensive biodefenses.” Initiatives such as
Project Bioshield, the expansion of the Strategic Na-
tional Stockpile, and the establishment of the BioWatch
program have been noted as public health successes in
line with securing a national defense program.” Ac-
cording to HSPD10:

While the public health philosophy of the 20th Centu-
ry —emphasizing prevention—is ideal for addressing
natural disease outbreaks, it is not sufficient to con-
front 21st Century threats where adversaries may use
biological weapons agents as part of a long-term cam-
paign of aggression and terror. Health care providers
and public health officers are among our first lines of
defense. Therefore, we are building on the progress
of the past three years to further improve the pre-
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paredness of our public health and medical systems
to address current and future BW [biological warfare]
threats and to respond with greater speed and flexibil-
ity to multiple or repetitive attacks.**

Addressing 21st century threats with 20th century
capabilities increases U.S. defenselessness against
both natural and deliberate epidemics. A number of
vulnerabilities that were illuminated by the Speaker
case demonstrated gaps in the U.S. federal strategy to
prevent the introduction, transmission, and spread of
communicable diseases across U.S. borders:

* U.S. agencies relied on ad hoc actions. Emer-
gency public health measures were ineffective-
ly implemented and resulted in futile efforts to
minimize Speaker’s ability to transmit disease.

* Failures to recognize, diagnose, and detect
disease led to delays in the rapid and effective
implementation of appropriate public health
strategies that would have minimized the risk
of disease transmission.

* Gaps in interagency coordination, communi-
cation, and response integration occurred at
all stages of response efforts, reflecting the ab-
sence of an overall multisector organizing and
operational structure for public health and bio-
defense.

* Ineffective use of patient risk communication,
management, and documentation provided
Speaker with numerous opportunities to cir-
cumvent public health authorities.

* Confusion over domestic and international le-
gal public health mechanisms for isolation and
quarantine led to delays in restricting Speaker’s
travel and transmission risk.
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Correcting the institutional inefficiencies that are
readily apparent in the Speaker case can offer a spring-
board from which to improve the federal government’s
role in preventing and containing the emergence and
spread of public health risks that require future na-
tional security policies and decisionmaking. In the
Speaker situation, the epidemiological consequences
were manageable and contained. However, the in-
troduction into societies of a new or emerging com-
municable disease with higher virulence, infectivity,
and pathogenicity —one that presents a novel threat
to public health —could place far greater demands on
U.S. civil, political, and economic infrastructures and
could have the potential to pose far more devastating
threats to American national security.

Natural and deliberate health security dangers
will continue to involve and challenge the U.S. Gov-
ernment’s medical and public health systems over the
coming decades. Globalization and the threat of rapid
transcontinental spread of disease have now chal-
lenged American public health agencies to contem-
plate heretofore unique initiatives such as implement-
ing systems of electronic health information exchange,
adopting uniform practices nationally, and instituting
consistent workforce education and credentialing. Al-
though U.S. health security hangs in the balance, these
nevertheless remain tenuous goals.?”

Homeland security for the United States will re-
main elusive in the absence of a national strategy and
the implementation of a unified and cohesive system
for addressing catastrophic and infectious events. By
definition, these events stand little likelihood of being
confined to a single state, and so our constitutionally
organized and state-based public health operations
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cannot be expected to address these independently.?*

Yet, the national practice of public health remains a
strategy that has not been fully embraced and con-
tinues to face cultural, constitutional, and fiscal chal-
lenges in implementation.*”

Despite some improvements, the task of preparing
the United States for major health emergencies that
pose a threat to national security is not nearly done.?*
It will be difficult to ensure that the United States
will respond appropriately to an unforeseen medical
urgency or catastrophe if the performance of public

health organizations continues to be equally unpre-
dictable.
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